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Written evidence submitted by Suresh Renukappa, Wahiba Erriadi, Subashini 
Suresh, Prashant Pillai Panagiotis Georgakis and Luke Seabright, Faculty of 

Science and Engineering, University of Wolverhampton, U.K. (CYB0007)

CYBER RESILIENCE OF THE UK’S RAILWAY INFRASTRUCTURE

Executive Summary

 The digital economy of the UK faces multifaceted cyber threats. These include sophisticated 
attacks on the Communications and Energy sectors, where disruptions can have cascading 
effects on the nation's operations. Government and finance sectors are also prime targets due 
to the sensitive nature of the data they handle. Understanding these threats comprehensively 
is fundamental to devising effective counter-strategies.

 The railway sector, being an integral part of the UK's digital economy, is vulnerable to a 
myriad of cyber threats. These threats, including sophisticated attacks by state-sponsored 
entities, cybercriminal organizations, and insider threats, necessitate sector-specific 
cybersecurity strategies to safeguard operations.

 The UK Government’s National Cyber Strategy 2022 and Cyber Security Strategy 2022-
2030 exhibit strengths in their comprehensive approach, emphasizing collaboration between 
sectors. However, weaknesses emerge in the face of the rapid evolution of cyber threats, 
necessitating constant policy adaptation. The vulnerabilities of critical sectors, including 
vital means of transport like railways, underscore the urgency for a more agile strategy 
framework. Enhanced adaptability is essential not only to counter the evolving threat 
landscape but also to safeguard integral components of the nation's infrastructure, such as 
railways, against sophisticated cyber threats.

 The leadership provided by the National Security Council, Government Departments, 
agencies, and the National Cyber Security Centre has been effective in coordinating 
responses. But, further integration and standardization of cyber protocols across sectors are 
essential for a unified, robust defence against cyber threats.

 Stronger national and international collaboration between the government and private-sector 
operators/regulators is pivotal. Establishing standardized reporting mechanisms for cyber 
incidents, along with regular joint training exercises, can fortify these relationships. Public-
private partnerships must be actively encouraged and facilitated.

 To meet the Government’s cyber resilience targets by 2025, increased investments in 
cybersecurity education, research, and infrastructure is imperative. Encouraging critical 
national infrastructure (CNI) organisations to adopt the latest security technologies and 
promoting a culture of cybersecurity awareness are vital interventions.

Written evidence

1. This evidence is based on the collective insights and expertise of 22 professionals in the 
railway sector and cybersecurity professionals. The perspectives shared in this submission 



reflect the comprehensive understanding and experience of these professionals in dealing 
with cybersecurity challenges within the railway industry.

2. The complacency regarding cybersecurity imperatives extends even to crucial sectors like 
railway infrastructure. Despite evidence indicating a high likelihood of cyberattacks on large 
businesses, many railway boards have not fully grasped the urgency. Studies reveal a lack of 
awareness, with less than one in four board members acknowledging the potential for 
attacks on their rail systems. 91% of interviewees consider that this discrepancy between 
perception and reality is alarming, especially considering the critical nature of railway 
operations.

3. The UK’s transportation sector, especially railways, faces serious cyber threats, yet current 
national cybersecurity strategies overlook this critical area. 81% of the participants cited that 
the absence of specific railway-focused policies leaves the sector vulnerable to attacks from 
state-sponsored entities, cyber criminals, and insiders. They also cited that urgent action is 
needed to develop tailored cybersecurity measures, including robust network security and 
collaboration between government and private sectors, ensuring the safety of both 
infrastructure and citizens in the digital age.

4. Moreover, the digital economy of the UK confronts multifaceted cyber threats, yet notably, 
railways as a critical infrastructure in the transportation sector were not included in the 
National Cyber Strategy 2022 or in the Government Cyber Security Strategy 2022–2030. 
This omission highlights a critical gap in the nation's cybersecurity approach. The railway 
sector, integral to the UK's digital landscape, remains vulnerable to state-sponsored entities, 
cybercriminal organizations, and insider threats. The absence of railway-focused strategies 
emphasizes the need for sector-specific cybersecurity policies. The potential consequences 
of overlooking this vulnerability are immense, demanding immediate attention and tailored 
cybersecurity strategies to safeguard the integrity and security of the nation's railway 
infrastructure.

5. Our professionals emphasize that railways are susceptible to a range of cyber threats, 
including ransomware attacks, data breaches, and service disruptions. These threats can 
originate from diverse sources, such as state-sponsored actors, hacktivists, and insider 
threats. Understanding these threat vectors is essential for developing targeted cybersecurity 
strategies

6. Operational disruptions, particularly unauthorized access to train control systems, not only 
endanger passenger safety but also compromise the integrity of vital railway infrastructure. 
Tampering with traffic management systems exacerbates these risks, leading to congestion 
and hazardous situations, posing a significant threat to both commuters and employees. 
Also, Cyber threats put in danger to passenger safety and experience. Dissemination of false 
information about train schedules creates chaos among passengers, impacting travel plans. 
Vulnerabilities in ticketing systems result in financial losses and inconvenience, 
underscoring the urgency for robust cybersecurity protocols to protect passengers' interests. 
Furthermore, Cyber-attacks targeting physical railway infrastructure, such as bridges and 
tunnels, can cause substantial damage, disrupting services and posing dangers. Additionally, 
data theft and ransomware attacks present a dual threat, compromising passenger privacy 
and halting operations until a ransom is paid, leading to significant disruptions.

7. The spectre of terrorism and sabotage through coordinated cyber-physical attacks 
underscores the critical need for cyber resilience. Such attacks have the potential to cause 
widespread disruption, highlighting the urgency of enhancing cybersecurity measures. 



Collaborating with relevant authorities and cybersecurity experts is essential in fortifying 
cyber resilience. By working together, sharing expertise, and implementing strategic 
measures, organizations can better defend against these sophisticated threats, ensuring the 
continuity and security of critical infrastructure and operations.

8. The professionals concur that while the government's National Cyber Strategy 2022 and 
Cyber Security Strategy 2022-2030 exhibit strengths in setting overarching cybersecurity 
goals, there is a need for sector-specific strategies. Tailoring policies to address railway-
specific vulnerabilities will strengthen the overall cyber resilience of the sector.

9. Our experts recognize the importance of strategic leadership provided by entities like the 
National Security Council, Government Departments, agencies, and the National Cyber 
Security Centre. They also stress the need for sector-specific task forces to enhance the 
effectiveness of cross-government activities, particularly in the railway sector.

10. Collaboration between the government and private-sector railway operators is critical. 
Professionals recommend regular cybersecurity training, information sharing, and joint 
simulation exercises. Standardized incident reporting protocols would improve coordination 
during cyber incidents, ensuring swift and effective response.

11. Participants highlight the importance of adopting a 'secure by design' approach in the 
development of railway technologies. Integrating cybersecurity considerations from the 
outset is vital. Additionally, emerging technologies such as machine learning, blockchain, 
and artificial intelligence can significantly enhance cybersecurity measures in the railway 
sector. Government incentives should promote the widespread adoption of these 
technologies.

12. Safeguarding the UK’s Critical National Infrastructure necessitates a proactive, adaptive 
approach. The insights provided in this evidence in the railway sector and cybersecurity, 
underscore the need for tailored, sector-specific strategies. By understanding the evolving 
threat landscape, fostering robust public-private partnerships, investing in technology and 
education, and promoting standardized protocols, the UK can effectively bolster its cyber 
resilience, ensuring the security and continuity of the nation's critical infrastructure.
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