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Hybrid Medium Access Control Strategy for
Internet of Things-Enabled Intra-Vehicular Health
Monitoring System

Mahima Karim, Md Arafatur Rahman®*, Senior Member, IEEE, and Mohammed Atiquzzaman,
Senior Member, IEEE

Abstract—The increasing importance of intra-vehicular health
monitoring systems (IVHMS) necessitates robust communication
protocols within vehicles, especially with the integration of the
Internet of Things (IoT). This integration presents challenges in
enhancing vehicle health monitoring efficiency due to the con-
strained space for numerous sensing devices, leading to scalability
and performance issues. Existing MAC (Medium Access Control)
schemes often result in congestion, decreased throughput, and
increased delays. This study proposes a scalable hybrid MAC
strategy to improve throughput and reduce congestion in IVHMS.
The approach features a two-phase communication model—Non-
emergency and Emergency phases—for scalability. Our hybrid
MAC strategy combines a history-based approach for Emer-
gency Communication and a priority-based approach for Non-
emergency Communication. A Markov chain model evaluates the
expected throughput and delay of the proposed MAC strategy,
with numerical analysis validating the approach. Results show
the hybrid MAC achieves a 66.7% throughput improvement over
the history-based strategy and a 16.7% improvement over the
priority-based approach while effectively reducing data collisions
and delays. Furthermore, the hybrid MAC demonstrates an
8.3% increase in throughput compared to a previously proposed
distributed hybrid MAC. Implementing this Hybrid MAC in
industrial-scale vehicular health monitoring can enhance vehicle
safety, benefiting manufacturers and passengers alike.

Index Terms—History-based MAC (Medium Access Control),
Hybrid MAC, IoT (Internet of Things), Markov chain, Priority-
based MAC, Vehicular Health Monitoring

I. INTRODUCTION

The automotive industry has experienced serious techno-
logical advancements, leading to a connected and intelligent
vehicular landscape. This has created a demand for effective
Intra-Vehicular Health Monitoring Systems (IVHMS) to en-
sure the safety and well-being of passengers and vehicles. IoT-
enabled IVHMS utilizes Internet of Things (IoT) technology
to track [1] and monitor vehicle conditions. By integrating
multiple sensors, these systems provide real-time data for ef-
ficient maintenance and improved road safety. IoT technology
enables smooth communication, early problem detection, and
prompt actions.
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The integration of IoT into vehicular communication poses
challenges for Intra-Vehicular Health Monitoring Systems
(IVHMS). The diverse applications strain limited spectrum
resources, hindering transmission efficiency. The complex
layout and numerous communication nodes within vehicles
further complicate communication, causing collisions and
delays. Scalability and performance concerns arise due to
spectrum scarcity, which current MAC schemes cannot ade-
quately address. This research aims to enhance the networking
capabilities of IoT-enabled IVHMS to ensure uninterrupted
data transmission for vehicle safety. IVHMS collects and
analyzes real-time data on vehicle characteristics and distur-
bances, and transmitting it to the nearest base station for
vehicular micro services [2], [3]. Continuous data transmission
is crucial for IVHMS communication to ensure vehicle and
passenger safety, as delays or network limitations can have
severe consequences and put lives at risk.

In recent years, significant research has been conducted on
intra-vehicular networking for managing network congestion
and traffic. Studies have focused on frequency and spec-
trum analysis to minimize congestion and traffic [4]. Power
management, integrated with adaptive beaconing, was used
to reduce data loss and congestion [5]. Another study com-
pared congestion control protocols for IEEE 802.11p vehicular
networks [6]. A state-of-the-art congestion control scheme,
based on a distributed multi-priority scheme, was proposed.
Additionally, a simplified analytical model was developed to
evaluate the performance of IEEE 802.11p vehicular networks
[7]. The model was validated through Markov-based statistical
analysis. However, none of them focused on the ZigBee-
based communication protocol enhancement and did not target
IVHMS scenarios.

The objective of this research is to enhance the scalability
of the vehicle’s MAC and ensure improved efficiency. This
research addresses challenges such as collision, delay and
degraded throughput in the MAC layer by proposing and
evaluating a scalable hybrid MAC strategy to ensure scalabil-
ity when multiple sensors operate simultaneously. This study
seeks to optimize IVHMS by improving overall throughput
and efficiency. In comparison to previous works that were fo-
cused on enhancing the performance of IVHMS networks, this
study specifically targets improving the MAC layer. Efforts
to enhance vehicular MAC throughput have not adequately



addressed scalability issues. Previous works [8], [9], [10], [11],
[12], have primarily addressed communication and decision-
making aspects. To overcome these limitations, a Hybrid
MAC scheme has been proposed in [13] which will be later
illustrated in this paper.

To achieve the research aim, enhancing the MAC layer
is crucial as it handles data processing and transmission in
TCP/IP-based communication systems. Optimizing the MAC
layer can reduce network congestion, improve efficiency, and
enhance scalability. In IVHMS, congestion and delay often
occur due to crowded sensor nodes within the vehicle, af-
fecting overall network throughput. In this paper, we pro-
pose a two-phase communication approach (Non-emergency
and Emergency) as a solution to the performance issues in
IVHMS. Additionally, we introduce a hybrid MAC strategy
that combines history-based (Emergency) and priority-based
(Normal) approaches. We previously developed these strate-
gies to enhance the MAC layer throughput and reduce traffic
congestion. Previous strategies were developed to improve
MAC layer throughput and reduce traffic congestion. However,
a comparison between the history and priority-based MAC
compared to our proposed Hybrid MAC showed that the
proposed MAC outperforms these (History and Priority-based
MAC) schemes. We constructed an enhanced Markov chain
model to evaluate the throughput and delay of the proposed
MAC strategy, and developed detailed algorithms for all three
MAC schemes. For further validation, a comparison with a
previously developed distributed MAC was also done which
also ensured proposed hybrid MACs superiority. The com-
bination of history and priority-based MAC in the proposed
Hybrid MAC scheme makes the proposed scheme distinct from
previous MAC protocols.

The proposed Hybrid MAC protocol is tailored for the
Vehicular Health Monitoring System (IVHMS). The commu-
nication behavior within IVHMS is divided into two distinct
categories: Emergency communications, which require imme-
diate attention, and Normal communications, which are delay-
tolerant. To effectively manage these differing communication
needs, the proposed MAC protocol utilizes History-based
CSMA/CA (Carrier Sense Multiple Access/ Collision Avoid-
ance) for emergency scenarios and TDMA (Time Division
Multiple Access) for normal, delay-tolerant communications.
This dual approach ensures that the IVHMS can efficiently
handle both types of traffic, maintaining system integrity and
responsiveness. ZigBee or IEEE 802.15.4 is commonly used
for intra-vehicular communication due to its low power con-
sumption, high efficiency, and ability to operate in low power
mode. Therefore, all protocol parameters are set specifically
for IEEE 802.15.4’s MAC. We present a brief overview of
the Markov chain schemes for the MAC strategies, followed
by numerical simulation and comparative analysis showing the
efficiency of the Hybrid MAC compared to the other individual
approaches.

The history-based MAC algorithm optimized the utilization
of the contention access period (CAP) by leveraging parame-
ters like the number of backoffs or Backoff stage(NB), Back-

off counter(BC), Backoff Exponent(BE), Contention Access
Period (CAP) and Contention window(CW), etc. However,
in IVHMS, scalability issues reduced throughput. A priority-
based MAC approach was introduced to address this, assigning
transmissions to time slots using TDMA. While collisions
were eliminated, delay increased. The proposed solution is
the Hybrid MAC strategy, utilizing the priority technique
in normal conditions to prevent congestion and the history-
based strategy in emergencies for swift responses to critical
issues like oil leakage or engine problems. Our analysis using
Markov chains for IEEE 802.15.4 showed a 66.7% throughput
improvementover the history-based MAC and a 16.7% increase
over the priority-based MAC. It was evaluated against a
previously established distributed Hybrid MAC, demonstrating
an 8.3% increase in throughput.

The proposed Hybrid MAC strategy represents a novel
integration of priority-based and history-based approaches,
optimizing network performance in vehicle-to-vehicle com-
munication systems. By dynamically adjusting transmission
methods based on real-time conditions, priority scheduling
is used to prevent congestion, and history-based methods
for delay-tolerant emergency scenarios enhance throughput
and reduce delays and collisions. This innovative framework
improves overall safety and efficiency in critical situations and
demonstrates significant advancements over traditional MAC
protocols by achieving measurable throughput gains through
empirical analysis.

This paper thoroughly assesses the Hybrid MAC strat-
egy, examining its throughput improvement, scalability, and
compatibility with different MAC schemes (History-based,
Priority-based, and Distributed Hybrid MAC) for IVHMS
scenarios. This paper’s key contributions include:

¢ A new two-phase scalable communication method (Non-
emergency and Emergency Phases) is suggested for
IVHMS to manage multiple sensors in a compact space.

o An enhanced Hybrid MAC layer scheme is proposed for
multi-sensor IVHMS networks exploiting the History-
based and Priority- based techniques.

o A Markov chain model was developed for the Hybrid
MAC, incorporating elements from History and Priority-
based MACs for quantitative evaluation.

o A numerical analysis has been carried out to compare
the efficiency of the proposed Hybrid scheme with the
three existing MAC approaches such as History-based
[13], Priority-based [13], and a Distributed MAC [14].

The rest of the paper is organized as follows: Section II
discusses related research on MAC layer and Hybrid MAC
schemes. Section III presents statistical Markov chain-based
analyses. Section IV provides results and discussions. Finally,
Section V concludes the paper.

II. RELATED WORKS

Analyzing the MAC layer is crucial for understanding wire-
less network behavior, as it handles most of the processing.
This paper focuses on enhancing the MAC layer for optimizing



intra-vehicular health monitoring systems (IVHMS), using
IEEE 802.15.4 or ZigBee as a reference. For better clarification
of our work, the following subsection is divided into previous
research on MAC optimization and Markov chain models for
MAC in vehicles, providing a comprehensive analysis.

A. MAC Layer Optimization

In recent years, there has been plenty of work regarding
MAC layer development for IoT-based device applications. For
vehicular communication, hybridization of the MAC layer has
proved revolutionary in many aspects.

In [15], an energy-efficient routing algorithm was devel-
oped using a hybrid wireless MAC protocol for multi-hop
transmission. In [16], the authors conducted a performance
investigation of IEEE 802.11p’s MAC and Physical sub-layers
using k-set simulations for one-hop transmission. The authors
of [17] proposed an empirical approach for performance
evaluation of a hybrid MAC protocol in VANETS, showing
10% to 30% improvement in PDR (Packet Delivery Ratio)
rate. Another group of researchers proposed a hybrid MAC
model for IEEE 1609.4 in [14]. In [18], a hybrid beacon-
based MAC method was proposed for mobile sensor networks
in UAVs, which outperformed beacon-based IEEE 802.15.4.
In [19], researchers proposed a hybrid MAC called EDS-MAC
for wireless sensor networks (WSNs) showing a 50% reduction
in energy consumption and a 72% reduction in delay compared
to conventional MAC protocols. Another study introduced a
traffic adaptive-based energy efficiency MAC protocol called
TREEM [20]. Another study evaluated IEEE 802.11’s MAC
sublayer using the 1-D and 2-D Markov chain model [21]. In a
different research [22], The comparative analysis between the
Markov chain-based network model and the ANN (Artificial
Neural Network) model was done. In another work, deep
learning using a stochastic model for constrained optimization
of MAC in IEEE802.11 was used [23]. Our previous work
[12] also presented a hybrid MAC strategy that combined
history-based and priority-based schemes [13]. Simulation
results confirmed the superiority of the hybrid MAC approach.
Additionally, a recent survey [24] investigated the performance
of short-range and vehicle-to-everything communication in
V2V scenarios, focusing on the Physical and MAC layers.

B. Markov Chain Model-based Performance Analysis

Markov chain-based statistical analysis has been used many
times previously for the performance evaluation of WSNs. It
also showed accuracy in the simulation of vehicular commu-
nication networks as well.

In [25], a Markov chain model described packet loss in
delta operator systems designed according to Markovian jump
systems. Another study proposed a two-phase Markov chain-
based error detection model for 5G networks to estimate error
control solutions [26]. Using the Markov chain model, the
authors of [27] evaluated the performance, throughput, trans-
mission characteristics, and delay parameters of IEEE 802.11p.
Similarly, a study of the MAC sublayer of IEEE 802.11p
using the 1-D and 2-D Markov chain model was conducted in

[28]. In [29], a comparative analysis was performed between
the Markov chain-based network model and the Artificial
Neural Network (ANN) model. The authors of [30] used the
Markov model to quantify the Packet Delivery Ratio (PDR)
as a factor between the transmitter and receiver’s distance in
IEEE 802.11p. A study in [31] analyzed the performance of
a steganographic scheme’s network throughput using a 2-D
Markov chain model. In another study, enhancing Resources in
Internet-connected Vehicle Transport Systems was done using
Markov Transition and TDMA Protocol [32].

Inspired by the literature review stated above, Markov
Chain-based statistical modeling has been used in this re-
search. Unlike the aforementioned research stated in section
A, this paper is based on increasing the vehicle’s MAC layer
throughput explicitly. A hybrid MAC scheme exploiting both
history-based and priority-based MAC has been presented here
for intra-vehicular networks.

III. ENHANCED MARKOV-BASED STATISTICAL MODEL FOR
HYBRID MAC

In this section, we present a numerical analysis and the
algorithm for our proposed enhanced Hybrid MAC scheme,
which synthesizes the strengths of priority-based and history-
based MAC protocols. While the priority-based MAC achieves
a higher Packet Delivery Ratio (PDR), it incurs greater queuing
delay compared to the history-based approach [13]. Our goal
is to enhance performance by integrating the best features of
both in our proposed MAC. We provide parametric values,
equations, and performance analyses for each MAC scheme,
followed by the hybrid MAC integration. Throughput analysis
is performed using Markov chain-based statistical methods
[33], focusing on IEEE 802.15.4 MAC protocols. The oper-
ational algorithm for the Hybrid MAC is detailed below in
Algorithm 1.

In the initial phase of the operation, key parameters such as
Total_Node and the Number_of_Emergency Node
are established. Initially, the parameter n is set to
I, and the number of emergency nodes is initialized
to 0. This forms the baseline for the subsequent
communication protocol, which consists of three distinct
stages:Waiting_stage, Normal_Communication,
and Emergency_Communication stages. During the
Waiting_Stage, the decision engine continuously
monitors for any activation of emergency nodes.
If an emergency is detected, the system transitions
to Emergency_Communication Mode; otherwise,
it engages in Normal_Communication. In
Normal_Communication, data is transmitted using a
priority-based Medium Access Control (MAC) scheme,
while the system intermittently checks for any emergencies.
Should an emergency be identified, the system swiftly
shifts to Emergency_Communication Mode, initiating
a loop that persists until the communication sequence
concludes, after which it returns to the Waiting_Stage.
In Emergency_Communication Mode, data is sent



Algorithm 1 Algorithm for Proposed Hybrid MAC

A

Initialize N = Total_Node {Total number of sensor nodes}
Initialize Number_of Emergency_Node = 0

Create CNA[N] {Communication Node Array}

Main Function:  Waiting_Stage(n, N, Num-

ber_of _Emergency_Node, CNA[])

6: while Sleep_Mode() == true do

20:
21:
22:
23:

24:
25:

26:

27:
28:

29:
30:

31:
32:
33:
34:
35:
36:

37:
38:

39:
40:
41:

if Find_Normal_Phage() == true then
Call Normal_Comm(CNA[n]) {Start normal commu-

nication}
end if
if Find_Emergency() == true then
Call Emergency_Comm(1,Number_of_Emergency
_Node) {Start emergency communication}
end if
: end while
: Function: Normal_Comm(n)

for n =1 to N do
Call Normal_Transmit(n){ Transmitting normal data for
Node n using Priority-based MAC}

if Find_Emergency() == true then
Call Emergency_Comm(n+1,Number_of Emergency
_Node) {Switch to emergency communication}
return
end if
end for

Call Waiting_Stage(1, N, 0, CNA) {Return to waiting
stage}

Function: Emergency_Comm(n, Num-
ber_of Emergency_Node)

Call Emergency_Transmit(n, Num-
ber_of_Emergency_Node){ Transmitting emergency
data for Number_of Emergency_Node nodes using

History-based MAC}

if n > 1 then
Call Normal_Comm(n) {Resume normal communica-
tion}

else
Call Waiting_Stage(1, N, 0, CNA) {Return to waiting
stage}

end if

Function: Sleep_Mode()

Return false {Vehicle engine active, not in sleep mode}
Function: Find_Normal_Phage()

Return true {Simulates detection of normal communica-
tion phase}

Function: Find_Emergency()

Return true {Simulates detection of emergency communi-
cation phase}

Main Execution

Initialize CNA[] array with node indices

Call Waiting_Stage(1, N, Number_of Emergency_Node,
CNA) =0

using a history-based MAC scheme and remains active as
long as the number of emergency nodes (n) exceeds
1. Once n reaches higher than 1, the system reverts to
Normal_Communication Mode or transitions back to
the Waiting_Stage, ensuring effective management of
communication-based on operational conditions. The details
are given in Algorithm 1.

Fig. 2 illustrates the slot division for the hybrid MAC
scheme. In this study, “emergency mode” refers to any vehic-
ular health-related emergencies that could lead to catastrophic
outcomes, such as issues in the engine or fuel tank. Typically,
vehicles operate under a priority-based MAC protocol, with
emergency data transmission only occurring during actual
emergencies via a history-based MAC scheme. The proposed
hybrid MAC protocol’s time division features are shown in
Fig. 1 with individual divisions for both the operating modes.
For simulation purposes, a total duration of 100 seconds was
divided into five equal intervals for both MAC protocols: five
10-second slots for the priority-driven TDMA mode followed
by five 10-second slots for the emergency CSMA/CA mode,
as depicted in Fig. 2.

Theoretically, this simulation assumes that time slots for
each MAC are divided and according to the emergency con-
ditions, the MAC would act accordingly. The time slots are
for emergency and non-emergency condition detection, and
data transmission. For any instantaneous time, the hybrid MAC
throughput would be a function of history-based and priority-
based MAC at that moment. The statistical models utilized
for history and priority-based MAC in this study are derived
from established formulas and customized to suit our IVHMS
communication model [33], [34]. These models play a crucial
role in the development of the proposed hybrid MAC scheme.
Those models are necessary for the analysis of the proposed
hybrid MAC scheme. The hybrid MAC scheme described in
the context of emergency mode involves a dynamic slot divi-
sion approach where normal operation occurs under priority-
based MAC protocol until an emergency arises, triggering a
switch to a history-based MAC scheme for data transmission.
The system operates with predefined time slots allocated to
each mode, with the ability to adapt based on the detection of
emergency conditions such as vehicular health-related issues.

The time division characteristics of the hybrid MAC system
suggest an alternating pattern of prioritizing normal operation
and emergency response to efficiently handle varying scenar-
10s.By combining both history-based and priority-based MAC
protocols, the proposed hybrid scheme optimizes throughput
and reduces congestion by dynamically adjusting its communi-
cation process depending on the current conditions. Firstly, the
history-based MAC’s explanation is given. The history-based
MAC scheme is designed using the CSMA/CA (Carrier Sense
Multiple Access/Collision Avoidance) protocol. The idea was
taken from a previously established and proven scientific work
[34]. The following equations are taken from them there
and then the statistical analysis was tailored according to the
requirements of our Hybrid MAC scheme. For a superframe
structure, the parameters for the PAN (Personal Area Network)
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Fig. 1: Time division in Hybrid MAC structure
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Fig. 2: Slot division for Hybrid MAC

coordinator can be described in TABLE 1.
N = Number of sensor nodes
Lgata = Size of dataframe
A = Data frame arrival rate
An = Normalized offered load per node = (ALgata)/N
St = The value of backoff stage at time T, where, s(t) €
[0,m)]
Br = the value of the backoff counter at time T When,
St =1, Br is within [0, W;—1]
and W; = Wo2min(i, aM axBE—~macMinBE) ,
where Wy = 2macMinBE and 1 < i < m.
W = the remaining number of CCAs to be done for
a transmission at time t € 1,2
Rr = [0, R] represents the value of the retransmission
at time t
Here m is the value of the backoff counter at time T. The
states of the Markov chain for a superframe structure can be
classified as follows-

o Ideal state when the parameters are (St, By, W, Rr)

o Deferred due to the lack of slots in the current CAP which
is (DST, RT)

o Non-deferred and deferred transmissions
(TP, Rr)and(TE ,Rr) When a node has no
data to transmit. So, (S, By, Wr, Ry) would be set
(-1, -1, -1, -1) and for our proposed Hybrid MAC’s
history-based operation, it would be (SNB, -1, -1, -1).
Where, SNB means Saved Backoff Number, which
comes from previously successful data transmission.

Clear Channel Assessment (CCA) in IEEE 802.15.4 ensures
a clear channel for efficient user transmission. The backoff
number (NB) increases per attempt, limited by MacMaxCS-
MABackoff. History-based MAC mirrors the IEEE 802.15.4
scheme, using previous successful parameters as SNB(Saved
Backoff Number) and SBE (Saved Backoff Stage) to store
successful channel evaluations and index them for future
assessments. This ensures a reduction in collisions. This is
the basis of this proposed history-based MAC scheme. The
probabilistic values are given in Table I [28]. The Markov
chain model for a history-based MAC scheme is given in
[13].To calculate the probability P; (Probability that deferred
transmission occurs), the total number of time slots that are
needed for a single transmission is

TABLE I: Parameter definitions for History-based MAC

Parameters Definition

N Number of sensor nodes

Laata Size of dataframe

A Data frame arrival rate

AN Normalized offered load per node
= (ALgata)/N

St The value of backoff stage at time T, where,
s(8)[0, m]

Br The value of the backoff counter at time T When,
St = 4, Brpis within[0, Wil]

W; WO02min(i,aMax BEmacMinBE)

Wo 2macMinBE and 1 <1< m

W The remaining number of CCAs to be done
for a transmission at time t 1, 2

Rt [0, R] represents the value of the
retransmission at time t

P Probability that in the 1st CCA is idle

Py Probability that in the 2nd CCA is idle

Pp Probability that a deferred transmission happens

Pc Probability of collision occuring

B The probability of a new data frame
occuring between 77, times

2 + Data slot + tger, slotSlot + ACK slot.
Here, two slots are included for two-time slots performing two
CCAs or clear channel assessments. So,

Py =[(2 + Data slot + tqek slot + ACK slot)

JCAP slot] o

Transition probabilities of the Markov chain can be written as

bra,l = pabio,2, 2

brra,l = c1b(i,0,2,1) = p1p2(1 — pa)bio,2, 3)
thus the stationary probabilities are,

7 = S D2 obra 4)

d = S 2 sbyna 5)

Let 7 be the stationary probability that the tagged node
transmits a data frame.

r=71d4 (6)

Thus, collision probability p. can be written as,

pe = p[r /(7" + 7] + pr et (7 + 1) (7

where,
pi=1—[1—pap) Y (8)
prt=1—[1—(r"/cy)]"" D 9)
(10)

Probabilities of CAP 1 and 2 being idle can be given as,

pP1 = 1-— 6_5 (11)
p2=[1—e]/p (12)
(13)

where 9 = conditional parameter for CAP being idle. We

calculate it using curve-fitting. Now, N3% is the average



time slot for any arbitrary state for the Markov chain in [28].
Where,
Nafste = (1= 7)1+ (1 = p) (it + Nljst + Nich)

s s lot s

+T'pc(Ndata + Ntimeout)

slot slot

(14)

Finally, the throughput equation can be given as,

Shistory = [N Drate(1 = pe) E(Tpayioaa)]/[(1 = 7) E(T5401)
+7—(1 - pc)E(Tsuc) + Tch(Tcol)]
(15)

Where,
E(Tsy.) = average duration of a successful transmission

— data tack ack
- slot(N lot + Ns + N‘;lot)

s lot E

E(T.o) = average duration of a collided transmission

_ data timeout
- SlOt(N lot +Nlot )

S S

In an intra-vehicular network, network nodes emit packets
based on specific sensor objectives. For instance, emergency
sensors like proximity alarms send packets when needed, while
sensors providing real-time data emit packets more frequently.
This approach, known as Priority-based MAC, assigns unique
transmission times to each node based on its vulnerability
level, determined by the risk severity it poses [8]. The impact
of the vulnerable points or nodes would choose the priority
level. It ensures equal time for each node to send data packets
without interfering with each other. If a node doesn’t have data
to send it remains idle. So, the basis of data transmission in a
priority-based scheme is not slotted. Rather it works in Time
Division Multiple Access (TDMA) operation Where the whole
time slot is divided according to each sensor’s required time
measures. TDMA with retransmission is used in the hybrid
MAC’s priority-based part to avoid collision and uninterrupted
transmission during standard operating conditions. Each sensor
node in the architecture performs a predefined function. The
time and power level at each function are randomly distributed.
Each node transmission is modeled using a previously es-
tablished semi-Markov chain modeling to analyze this type
of asymptotic pattern [35]. The equations are taken from
there and then modified according to our IVHMS demands.
The semi-Markov process is demonstrated in Fig. 3. Our
target is calculating the throughput. Each sensor node has
these 3 predefined states. Parameters are given in TABLE II.
According to the Markov chain, the model takes random time
to change nodes due to priority states.

Let the distribution of time be denoted as Hy(x) The mean
distribution of time transition,

G = /000 zHr(z)

the expected time between the transition from one state to
another,

I;j = E[T;j]

(16)

A7)

Assuming that, the Markov chain is irreducible, the steady
state probability P; of the state i over the combined time spent
in all states is,

P, = tlggo Plz,(t)] = tliglo T/t (18)
And T; = amount of independent time in state i
during time period [0, t]

The steady state of frequency at each state,
II; = ¥, n. P (19)

Where, ¥ n, = 1. Behavior of state i probability over the
sum of all states can be given as,

Py = (ILi¢g) /S0 ¢

The transition matrix of the proposed system can be given as,

(20)

0 1 0
det(B) =/1- PT 0 PT (21)
1 0 0

Each element of the steady vector,

Il; = [II;,1,,113 | =1 < T <310

I =1,=1/ 2+ Pr)
and H3 :P/ (2+PT )
Thus, the steady-state probability of each function can be
calculated as, P, = A\/D,P, = /D and P35 = Typqn/D
where, drift,

D=X+ Y+ Tiran
now,
Delay = Dq + Dinit + Dproc + Dtrans (22)

where, D, = universal asynchronous clock value P, =
A/D
Dpnit = time passed during state S; =II; DP; = A\/D

Dproe = time passed during processing state Sy =
I,DP, = \/D
Dyyons = time passed during transmission state S35 =
sDP, = \/D

Throughput of each node,

S = (Delay/Diotar) X transmission data rate (23)

The overall throughput would be the cumulative throughput
of all N nodes,

Spriority = 271\;15 (24)

The Hybrid MAC uses set time slots for normal operation
and emergency response, adjusting as needed when emer-
gencies, like vehicle health issues, are detected. This hybrid
MAC scheme alternates between prioritizing regular tasks
and responding to emergencies to manage different situations
efficiently. By integrating both history-based and priority-
based MAC protocols, the system optimizes data throughput
by adapting its communication based on current needs.



Fig. 3: Markov Chain Model for Priority-based MAC

TABLE II: Parameter definitions for Priority-Based MAC

Parameters | Definition
S1 Initial State (This is the initial state)
Sa Processing state ( Processes data to determine emergency)
Ss3 Transmission state (Here transmission occurs))
X, (t) The power level at time t
N Number of visited states
P; Steady-state probability of a node
P;j Transmission probability from one node to another
A Average inter-arrival rate
¥ Processing delay per event
Tiran Transmission delay
D Total transmission time
Pr Transition probability from one state to another
n Total number of nodes

The overall throughput of the hybrid MAC can be repre-
sented as,

SHybrid = f(Shistary)n + f(Spriority)an (25)

Where, N = Total number of nodes
n = Number of nodes in the normal or non — emergency
state

The final step of this paper is to evaluate the throughput of
each MAC scheme and validate how our proposed system is
more efficient compared to the existing schemes.

I'V. RESULT AND ANALYSIS

This section evaluates network efficiency by measuring
throughput through the Markov chain model. Below are
statistical probabilities for different MAC scheme scenarios.
We compare history-based, priority-based, and hybrid MAC
protocols along with previously established distributed MAC
protocols to validate our research. All analyses were performed
using MATLAB with the initialized parameters detailed in the
following sections.

A. Numerical Analysis of History-Based MAC

This section presents a Markov chain analysis of our
history-based MAC scheme, with parameters initialized from
TABLE III. MATLAB simulations assessed performance, fo-
cusing on a history-based MAC approach for IVHMS using
the IEEE 802.15.4 MAC protocol. This approach activates in
emergency mode, adjusting the CSMA/CA technique. Perfor-
mance analysis examined throughput and collision probability
as sensor node numbers increased within a vehicle, as depicted
in Fig. 4.

TABLE III: Parameters for History-Based MAC

Name Value Reference
Number of nodes Ranging from 5 to 100 [28]

Size of data frame(LData) 32 bytes

Normalized offered load per node | 0.003

Epayload 32 second [33]

Link speed 250 kbps

Network topology single hop
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Fig. 4: Performance analysis of history-based MAC: (a)
Throughput of history-based MAC for varying arrival rate; (b)
Probability of collision for varying arrival rate

Fig. 4(a) shows throughput analysis for varying arrival
rates, reflecting data packet delivery efficiency in the system.
Throughput is assessed for 5 to 100 sensor nodes in each
run. Initially, throughput rises with node count but declines
post-threshold due to heightened collisions from increased
data transmission, causing delays and network performance
drop. Higher arrival rates boost throughput by enhancing data
transmission and delivery. Fig. 4(b) depicts the collision be-
havior of the history-based MAC, where collision probability
spikes with more sensor nodes, indicating increased collisions
due to shared link paths. Collision rates are influenced by
arrival rates, with higher rates leading to more collisions. The
proposed hybrid MAC mitigates these collision challenges.

Aging also influences vehicle performance, with increased
incidences of emergencies and higher arrival rates lowering
network performance. Fig. 4 also illustrates that rising ar-
rival rates heighten collision probabilities in the history-based
CSMA/CA protocol, degrading its performance.

B. Numerical Analysis of Priority-Based MAC

This section analyzes a priority-based MAC scheme using
a semi-Markov chain model with parameters from TABLE IV.
MATLAB analysis was conducted to represent the statistical
model, focusing on TDMA protocols that assign unique time
slots to each sensor node for seamless data transmission with
minimized delays. Fig. 5 illustrates the throughput and delay

TABLE IV: Parameters for Priority-Based MAC

Name Value Reference

Data rate 250 kbps same as history-based
Dtotal 600 second [34]

Transrate 300 second

Dq 0.00005 microsecond | Universal clock rate
Network topology single hop same as history-based
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Fig. 5: Performance analysis of priority-based MAC: (a)
Throughput of Priority-based MAC for different data transfer
rates; (b) Delay of Priority-based MAC for the different data
transfer rate

analysis of the TDMA protocol based on the developed semi-
Markov chain model.

In the priority-based MAC scheme, each sensor node is
allocated a unique time slot based on its priority level, ensuring
uninterrupted data transmission without collisions. However,
with a growing number of sensor nodes, data transmission
delay escalates. Fig. 5(b) illustrates this delay across various
data transmission rates, emphasizing the challenges when
multiple nodes communicate simultaneously. Under normal
conditions, the scheme facilitates seamless data transmission,
enhancing throughput as node count rises, as depicted in Fig.
5(a). Yet, aging vehicles and increased data rates lead to
heightened delays, diminishing system efficiency. The priority-
based MAC outperforms the history-based scheme, although
it encounters increasing delays, posing a challenge for com-
munication networks. This issue is addressed in the proposed
enhanced Hybrid MAC scheme for IVHMS.

C. Numerical analysis of Hybrid MAC for IVHMS

Our proposed hybrid MAC scheme combines the best
features of prior MAC schemes and is designed for intra-
vehicular communication. In standard conditions with many
nodes communicating, the priority-based TDMA avoids colli-
sion by dividing the operation into designated time slots for
each node. However, TDMA has the disadvantage of high
delay, which we address in our hybrid MAC by providing
enough time slots for faster data transmission. In emergencies,
the communication mode transitions to history-based MAC for
immediate action using pre-recorded data. This ensures less
delay and quick response, a crucial advantage over traditional
priority-based MAC.

The throughput analysis of the hybrid MAC protocol is
graphically portrayed in Fig. 6 to Fig. 9, demonstrating
an escalating overall throughput with an increasing number
of SNs. Specifically, Fig. 6(a) depicts throughput variations
across different arrival rates for SNs ranging from 5 to 100,
revealing a direct correlation between node count, arrival
rate, and throughput. Similarly, Fig. 6(b) illustrates throughput
trends based on growing data transfer rates and SN counts,
further supporting the observed increase in throughput. These

findings suggest a positive relationship between aging vehicles,
data transfer rates, arrival rates, and throughput enhancement.

To validate the scalability of the proposed Hybrid MAC, we
conducted a comprehensive analysis involving 500 nodes, as
illustrated in Fig. 7. Our experimental framework encompassed
two network scenarios: a smaller network comprising 5 to
100 nodes, depicted in Fig. 6, and a larger network ranging
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Fig. 6: Throughput of Hybrid MAC for varying arrival and
transmission rates (100 nodes): (a)Throughput of Hybrid MAC

for different arrival rates; (b) Throughput of Hybrid MAC for
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Fig. 7: Throughput of Hybrid MAC for varying arrival and
transmission rates (500 nodes): (a)Throughput of Hybrid MAC
for different arrival rates; (b) Throughput of Hybrid MAC for
different data transfer rates
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from 25 to 500 nodes, represented in Fig. 7. This approach
allowed us to assess the performance of the Hybrid MAC in
densely populated and dynamically changing communication
environments. The results demonstrate the system’s scalability,
with consistently high throughput levels maintained across
both small and large-scale experimental conditions.

While throughput remains a crucial metric for evaluating
system effectiveness, a comprehensive assessment of network
efficiency should also consider factors such as delay and
collision probability. In our research, we emphasize the sig-
nificance of these factors in network evaluation. Congestion
resulting from node collisions poses a notable challenge in
network operations, prompting our proposal of a history-based
CSMA/CA approach to mitigate collision risks through data
storage utilization. Newer vehicles experience fewer emer-
gency scenarios, leading to lower collision rates than older
vehicles with potentially faulty sensor nodes and increased
emergency incidents. This disparity is visually represented in
Fig. 8(a), showcasing escalating collision rates correlating with
sensor node numbers and arrival rates indicative of vehicle
aging.

Fig. 8(b) further showcases the delay attributes of our hybrid
MAC design, demonstrating superior performance relative to
traditional TDMA in minimizing delays under normal condi-
tions. Despite potential simultaneous communication delays,
the hybrid MAC scheme maintains a reduced delay profile
compared to conventional protocols. Observations from Fig.
9(a) and (b) involving 500 nodes illustrate the escalating delays
and collisions with increasing nodes, a characteristic feature
of efficient communication devices. Notably, the hybrid MAC
scheme’s performance improvement aligns with the increasing
throughput, presenting a comprehensive solution to collision
and delay challenges within intra-vehicular communication
systems proving its scalable nature. Our proposed scheme
effectively enhances network efficiency, benefiting older vehi-
cles with elevated collision risks and delayed communication
instances.

The proposed Hybrid MAC protocol is tailored specifically
for the Intra Vehicular Health Monitoring System (IVHMS).

is divided into two distinct categories: Emergency commu-
nications, which require immediate attention, and Normal
communications, which are delay-tolerant. To effectively man-
age these differing communication needs, the proposed MAC
protocol utilizes History-based CSMA/CA for emergency sce-
narios and TDMA for normal, delay-tolerant communications.
This dual approach ensures that the VHMS can handle both
types of traffic efficiently, maintaining system integrity and
responsiveness.

D. Comparative Analysis Between History-Based, Priority-
Based, and Hybrid MAC

In this section, we present an analysis to validate our
proposed Hybrid MAC by comparing it with existing MAC
protocols. To facilitate a comprehensive evaluation, we have
constructed a comparison table that outlines various Hybrid
MAC approaches utilized in vehicular communication, high-
lighting key parameters such as communication type, trans-
mission mode, and application. While these studies provide
valuable insights into the field, it is noteworthy that none
specifically address intra-vehicular health monitoring services
or the emergency and non-emergency service protocols that
our research focuses on. A detailed comparison of these
approaches is provided in TABLE V. For further validation
of our concerns we did numerical analysis-based simulations
of our proposed Hybrid MAC with other relevant approaches.

As previously mentioned, the history-based scheme is as-
sociated with issues related to collisions, while the priority-
based scheme encounters challenges concerning delays [13]. A
Hybrid Medium Access Control (MAC) protocol has been pro-
posed in response to these limitations. This section presents a
comparative analysis of the three MAC protocols, as illustrated
in Fig. 10. Furthermore, for additional validation, a compari-
son is made with an earlier developed distributed hybrid MAC
[14] given in TABLE V which is also depicted in the figure.
All comparisons are conducted under the assumption that the
vehicles are free from manufacturing defects.

In Fig. 10(a), we compare the performance of history-based,
priority-based proposed Hybrid MAC and the distributed Hy-
brid MAC schemes. The analysis is conducted with a fixed
arrival rate of 0.2, representing relatively new vehicles. For
history-based CSMA/CA, the throughput initially increases but
then decreases due to congestion and collisions as the number
of nodes increases. In contrast, the priority-based MAC has a
lower initial throughput due to slotted division, but it surpasses
the history-based MAC after a certain point. The graph clearly
shows that the hybrid MAC outperforms the other schemes.
With 50 nodes, on average, half of them are in emergency
and non-emergency conditions. The hybrid MAC achieves an
average throughput that is 66.7% higher than the history-based
MAC and 16.7% higher than the priority-based MAC.

In Fig. 10(b), collision characteristics MACs are analyzed.
Due to time-slotting and considering no manufacturing defects,
the priority-based scheme collisions in the proposed scheme
are null. From the graph, it is evident that the hybrid Mac has
36% less collision probability compared to the history-based
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Fig. 10: Comparative analysis between History-based [13], Priority-based [13], Distributed [14] and proposed Hybrid MAC:
(a) Comparative analysis between Throughput; (b) Comparison between Collision probability (c) Comparison of delay

characteristics

MAC. Finally, Fig. 10(c) analyses priority-based and hybrid
MAC delay characteristics. The delay was the main issue that
deteriorated the efficiency of the priority-based MAC. Here the
delay of history-based MAC is also null because previously
successful transmission parameters are used. According to the
graph, the hybrid MAC is more effective than the priority-
based MAC as it has a 37% lower delay for 50 nodes.

To further validate the efficacy of our scalable Hybrid
Medium Access Control (MAC) protocol, we conducted a
comparative analysis with a previously developed distributed
Hybrid MAC [14]. The latter also transitions from a general
mode to an emergency mode to enhance the utilization of

service channels. Specifically, they replace the conventional
Carrier Sense Multiple Access (CSMA) with Time Division
Multiple Access (TDMA) for emergency services. In con-
trast, our research prioritizes the application of history-based
CSMA with Collision Avoidance (CSMA/CA) to achieve
reduced delay and to implement priority-based communication
aimed at minimizing collisions. For comparative purposes,
we performed statistical analysis by substituting our history-
based CSMA/CA with the distributed CSMA technique pre-
sented in their work, while considering scenarios about our
IVHMS for both non-emergency and emergencies. The anal-
ysis environment was intentionally configured to favor the



IVHMS framework, enabling a direct comparison between
their CSMA/TDMA Hybrid MAC and our History/Priority-
based Hybrid MAC.

The results indicate that the throughput of our scalable Hy-
brid Medium Access Control (MAC) protocol surpasses that
of the CSMA/TDMA-based distributed Hybrid MAC which
is given in Fig. 10(a). Also, the collision and delay analysis
confirms our Hybrid MAC supremacy to the distributed Hybrid
MAC was given respectively in Figs. 10(b) and (c). The results
prove that our scalable hybrid MAC shows an 8.3% increase
in throughput and a 15.3% decrease in collision and almost
80% less delay compared to the distributed one. In conclusion,
the Hybrid MAC protocol demonstrates superior performance
compared to history-based, priority-based, and distributed
Hybrid MAC protocols. This enhancement is evidenced by
increased throughput, improved collision management, and
reduced delay.

V. CONCLUSION

Our paper introduces an advanced Hybrid MAC scheme,
merging History and Priority-based MAC to enhance the
existing IVHMS. Our analysis using Markov chains for IEEE
802.15.4 demonstrated the superiority of the proposed Hybrid
scheme, boasting an 18% increase in throughput compared to
the history-based MAC and a 24% increase compared to the
priority-based MAC. The proposed scheme also showed an
8.3% increase in throughput over another Distributed Hybrid
MAC scheme from the literature. The Hybrid MAC also
excelled in reducing delay and collision within the network,
thereby significantly improving the vehicle’s safety. In our
future research, we aim to develop an explainable Al-driven
Medium Access Control (MAC) strategy leveraging our pro-
posed Hybrid MAC framework. This strategy will be imple-
mented in a testbed to accurately simulate real-world vehicular
emergency scenarios, enhancing the effectiveness and reliabil-
ity of communication in critical situations. The findings from
this implementation will be invaluable to manufacturers seek-
ing to enhance car safety measures and operational efficiency.
By leveraging field testing, algorithm optimization, and the
integration of machine learning for adaptive decision-making,
we will forge stronger partnerships with industry stakeholders.
This collaboration is anticipated to not only improve passenger
safety but also optimize commercial prospects within the
automotive sector, paving the way for more advanced and
reliable vehicle technologies.
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