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Enhancing User Verification and Data Security
Scheme for Fog Computing Using Self Sovereign
Identification

Otuekong Umoren, Amjad Ali, Zeeshan Pervez, Farman Ali, Raman Singh, Keshav Dahal, Ala Al-Fugaha

Abstract—Due to the advancements in technology, the num-
ber of connected devices in a data processing and computing
environment of edge and Internet of Things (IoT) has increased
exponentially. Thus, proliferation of electronics by billions has
raised serious security concerns. Therefore, designing effective
coordination mechanisms and ensuring user verification and
data security pose significant challenges in edge environments.
Moreover, dispersed architecture of fog computing presents
challenges related to privacy, secure authentication, and fog
device security. Therefore, to address these drawbacks, in this
paper, we propose an novel approach to enhance user verification
and data security in edge environment. Our proposed scheme
leverages the intrinsic properties of the Ethereum blockchain
to develop a smart contract-based solution for registering and
verifying digital identities securely to mitigate security and
privacy concerns associated with traditional authentication tech-
niques. We demonstrate the effectiveness of the proposed scheme
via experiments and simulations conducted on the Ethereum
blockchain environment. The results indicate that the proposed
scheme outperform than other state-of-the-art techniques in
terms of transaction gas and execution cost for both identity
registration and verification.

Index Terms—Verification, Authentication, Self-Sovereign
Identification, Edge Computing, Blockchain, Smart contracts.

I. INTRODUCTION

HE exponential increase of Internet of Things (IoT)

devices has brought an huge increase in Internet con-
nectivity, this has aided communication through the gathering
and generation of data from multiple sources. These data are
usually different and are collected from different services and
applications [1]. Remote client authentication and management
of data have received a lot of attention as a result of the
development of IoT and edge technologies and the pervasive
evolution in applications related to communication technolo-
gies. Without a question, the Internet makes it easier for people
to communicate and share data, but it has also turned into a
route for insecure data and information transmission. Cyber-
attacks have a massive impact on an increasing number of
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businesses, causing data breaches, enormous settlements, and
frequent legal action. There is little doubt that cybercriminals
are becoming more inventive, that anyone may become a
target, and that there is still much to learn about prevention
and recovery. In general, data breaches are taking longer to be
detected and mitigated than in prior years, ransomware-related
breaches took over 40 days to stop in 2021 than they did on
average in earlier years. Although most people would assume
that businesses without a full cybersecurity team in place,
such as a hospital, would be more likely to experience data
leaks, incidents like the most recent Twitter cyber breach show
that even organisations with a reputation for having strong
cybersecurity aren’t always able to stop attacks.

Recently in 2023, more than 235 million Twitter accounts
were hacked, JD sports which had over 10 million clients
was exposed and T-mobile, with 37 million customers also
get affected [2]. Other attacks or due to human errors data
breaches at Derriford hospital in Feb. 2023, as a result of
a patient complaint list being contrary to the hospital. Simi-
larly, Russian e-commerce firm Elevel exposed the shipping
addresses of its customers in Jan. 2023 and personal data
of over 14,000 employees at the Liverpool NHS hospital
trust was also exposed due to human error [3]. Therefore,
powerful authentication and data security mechanisms are
highly required for many Internet of Things (IoT), fog/cloud
computing use cases. To ensure the security of IoT data storage
and transfer, a typical secret key-based method is used for
encrypting data that frequently stored secret key on a non-
volatile storage [4]. The needs of classic human-machine-
oriented Internet situations, which typically call for centralized
access management are addressed by centralised systems or
client/server authentication. Certain IoT scenarios are even
more dynamic than the conventional ones, where IoT devices
may be mobile and a part of many management communities
throughout their existence. IoT and Fog devices, on the other
hand, can be handled concurrently by several managers [5].

Cloud computing offers significant benefits, but like all
major innovations, it also presents challenges. By managing
the underlying infrastructure, including hardware and software,
cloud providers reduce IT operational costs. Their primary role
in data management often results in more reliable and secure
services than traditional corporate data centers. This allows
IT staff to focus on tasks that directly benefit corporations.
Cloud computing also expedites the time it takes to develop
and deploy software applications by being universal, practical,
incredibly scalable, and accessible. However, certain issues
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still need to be addressed including privacy and security of
data, vendor lock-in and interoperability, service availability,
the latency on network, lack of scalable storage, risk of data
confidentiality, cloud downtime, cloud integrity, data manage-
ment problems, denial of service attacks, data loss or theft
and data leakage [6]. Authentication provides a crucial step to
ensure the security of data stored on cloud servers. Controlled
access to data, services, and resources provides better security.
Unfortunately, these centralized database or third-party authen-
tication solutions are susceptible. Moreover, security lapses
and are not suitable for IoT and Fog computing environments
[7]. Fog computing is considered a more potent approach to
overcoming these limitations because it seamlessly connects
network edge devices and cloud centres. Many heterogeneous
devices at the network’s edge are constantly connected as part
of the geographically dispersed computing architecture. Thus,
combining the available resources locally brings processing,
communication, control, and storage closer to the consumers
which drastically reduces network transmission volume and
data transfer time [8]. Moreover, fog computing and IoT,
face several documented difficulties, such as privacy, access
control, authentication, fault tolerance, forensics, trust man-
agement, privacy preservation, maintenance and security of
data, latency, and vulnerability to several attacks that target
sensitive data [9]. Blockchain-based distributed ledger technol-
ogy offers many advantages for fog-based IoT environments
[9]. Fog-based authentication offers unique features including
transparency, robust encryption, reliability, bi-directional node
authentication, utilization of a distributed encrypted ledger,
and a decentralized database for conducting activities [5], [10],
[11].

Recently, some studies [11], [12] have been introduced
to overcome these issues and address the fog-based IoT
limitations. However, they have their own limitations, such
as the method proposed in [11] is for real-time application
adaptability and development of cryptocurrencies. Moreover,
it has initialization requirement. Similarly, the work presented
in [12] has limitations due to handling the demanding tasks
associated with continuous authentication for a collection of
edge devices. Moreover, some other related limitations in
blockchain-based systems are storage cost, slow query, limited
blocksize, low throughput, and high latency. Thus, in this
paper, we propose a decentralized user and data verification
system utilizing self-sovereign identification and distributed
ledger technology to mitigate limitations in fog and cloud
computing environments. The proposed scheme provide im-
proved security in fog computing environments by giving
more control of user’s data to the user, and guarantee the
privacy and control of the digital identity by the user. Figure
1 provides the architectural detail of the proposed scheme, in
which the mobile and non-mobile devices are linked to the
fog computing nodes. These devices act as holders for the
digital identity of the user/owner. The fog nodes act as the
digital identity issuers and verifiers and they execute the tasks
of issuing and verifying digital identities of the users through
the secure distributed ledger. The issuer and verifier nodes
have different tasks, therefore use different smart contracts.
The main contributions are summarized as follows:
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Fig. 1. Proposed three-tier fog-blockchain architecture integrating cloud, fog,
and edge layers for secure data processing.

1) We propose a secure verification scheme utilising self-
sovereign identification method in a fog-cloud comput-
ing environment to eliminates the use of multiple email
addresses, usernames and passwords.

2) Present a decentralized doctor/patient verification sys-
tem that makes use of smart contracts and a secure
distributed ledger. Smart contract would register, verify
patients and guarantee data security in fog/cloud com-
puting environment.

3) The effectiveness of proposed scheme is validated via
extensive simulations in terms of transaction cost, execu-
tion cost, latency, time consumption, and fog computing
efficiency and compared with state-of-the-art schemes.

The rest of the paper is organized as follows. Section II

discusses the background and preliminaries related to self-
sovereign identification. Section III, presents the recent state-
of-the-art. System model is presented in Section I'V. Section V,
discusses the proposed methodology. Performance evaluation
and result discussions are provided in Section VI. Finally, the
paper concluded in Section VII along with future directions.

II. BACKGROUND AND PRELIMINARIES

The theoretical preliminaries for comprehending self-
sovereign identification and other related concepts are pre-
sented in this section to fully understand the proposed scheme.

A. Self-Sovereign Identification

Self-Sovereign identification is a technology in which users
or digital identity holders have direct access to control over
their digital identities. The network’s issuers and verifiers have
the centre of control in both the centralized and federated
identity models [13]. Self-sovereign identities give individuals
more control over their online presence, yet they also demand
increased accountability from them to establish and maintain
credibility and privacy. As third parties do not issue digital
identities, trustworthiness is attained by the individual getting
third-party confirmation of the accuracy of the information in
the digital identity. If necessary, the person must then provide



TABLE I
KEY NOTATIONS

Abbr. Definition

Fd Fog device

Fdname Fog device name

Fdi Fog device identifier
Ds Digital signature

Fdc Fog device configuration
PriKey Private key

PubKey Public key

Pw Password

Sk Session Key

Digkey Digital key

DigS Digital signature
RegHd Register holder device
Fdinfo Fog device information
Vinfo Verifier information
Tinfo Issuer info

Fdid Fog device decentralised identity
Reqldis Identity issuer request
Reqldv Identity verifier request
Ui User or Holder

D Digital Iientity
Password User password

EthAdr Ethereum address
Wallet Digital wallet

Holder Identity holder

Issuer Identity issuer

Verifier Identity Verifier

SS1 Self-sovereign identification
DID Decentralized identifiers
DLT Distributed Ledger Technology

such proof. Self-Sovereign identification can address present
concerns with digital identification. This would make the sys-
tem safe, dependable, and interoperable and improve ease of
use. This is accomplished by utilizing blockchain technology
and establishing a decentralized architecture to reduce reliance
on third parties [13]. In Self-Sovereign Identification, users
have full control over the management of their information.
Instead of depending on a centralized authority, they can
store their credentials on their devices and present them for
verification or transactions. A hallmark of this identification
technology 1is its role as a digital counterpart to real-world
identification. The benefits of tangible identification are that
the owner constantly possesses it (like a driver’s license), it’s
both legally and practically recognized as legitimate identifi-
cation (with the issuer’s signature and owner’s photo), and
crucially, it’s always exchanged confidentially between the
identity holder and the verifier [13].

Blockchain technology opened up a brand-new, innovative
method for creating a decentralized public key infrastructure,
which led to the creation of Self-Sovereign identification.
The registration authority in traditional identity management
systems, which maintains the pairing of identification and au-
thentication, is replaced in Self-Sovereign identification by the
blockchain [13]. This means the public DID of the company
that provided the credential is stored on the blockchain, which
serves as an immutable record of data. Rather than scrutinizing
the correctness of the information in the presented evidence,
verifying entities can leverage the blockchain’s framework to
assess the authenticity of the attestation and its issuing party

(e.g., government). Based on this, they can then determine
whether to accept the evidence or not. Moreover, SSI solutions
theoretically allow consumers complete control over their
data, reducing the risk of identity theft. Since blockchain-
based identity management solutions are still in the early
stages of development, further research is necessary to fully
comprehend their capabilities.

B. Identity Management Systems

Identity Management refers to a set of technological tools
that guarantee that only individuals with the proper autho-
rization can access the resources they are linked to within a
specific organization [14]. It makes easier to handle online
identities and comprises tools and guidelines for using digital
identities to represent and identify entities, as well as to access
online resources across a variety of application domains. When
users seek access to digital assets, their digital identities
are essential for recognition. A proficient IDMS is required
to oversee these digital identities and the related data and
credentials. Various identity management models have been
designed and classified based on identification usage and the
need for cross-domain. These models include an isolated user
identity model, a federated identity model, and a user-centric
model [15]. The service provider is a key component of
the majority of identity management systems. While in SSI,
the identification system’s core component is the user. The
claim, decentralised identification, verifiable claim, storage,
and blockchain are all parts of the SSI architecture. A claim
is only an assertion regarding a particular topic.

C. Verifiable Credentials

Verifiable credentials are lists of attribute values, such as
name and birthdate, that may be checked. Verifiable credentials
must be verifiable, as the name implies. Verifiers must be able
to tell whether proof of identity relates to credentials provided
by a reputable issuer and that it only shows information that
is supported by the credential [16].

D. Verifiable Data Registry

Verifiers and users must be able to confirm that an issuer is
who they say they are. Furthermore, verifiers must be able
to confirm that presentations relate to credentials that are
provided by a reputable issuer. To facilitate this, issuers can
register their identifiers and associated cryptographic keys in
a verifiable data registry [16].

E. Decentralized Identifiers

A Decentralized Identifier (DID) offers a decentralised and
verified way to communicate with the DID Subject in charge of
the DID. The DID Document that results from the resolution of
a DID may include cryptographic data, verification techniques,
and service endpoints. A DID is not intended to provide
reliable personal information about the DID subject on its
own; rather, it is intended to support the holder’s autonomy
and privacy [17].



TABLE II
ANALYSING EXISTING WORK BASED ON THE TECHNOLOGY USED, DISTRIBUTED LEDGER TECHNOLOGY, DATA STORAGE, PRIVACY AND CONTROL,
FRAUD AND THEFT PROTECTION. (NA= NOT MENTIONED)

WORK SSI Distributed Technology Data Storage Theft Protection Privacy Mutual Authentication
FogAuthChain [18] v v X v v v
FogHA [19] X v NA NA NA v
Basha et al., [20] v NA v v v NA
Blockchain meets 10T [5] X v v v NA NA
Dechain [21] X v v NA v v
Almadhoun et al. [22] X v X NA v NA
Enge et al., [23] v v v NA v NA
Masfog [24] X X X v v NA
DAT-SSIM [25] v v v v NA NA
FogBus [26] X v NA NA X X
CAB-IoT [12] X v v NA X v
Umoren et al., [10] X v v v X X
Our Proposed work v v v v v v

F. Benefits of Self-Sovereign Identification

1) Eliminates the use of multiple email addresses, user-
names and passwords.

2) Eliminates the chances of fraud and identity theft.

3) Improves solution for secure identity verification and
authentication.

4) Eliminates the effort of collecting the same data type
several times.

5) Provides a digital and secure peer-to-peer channel which
connects the issuer, the owner and the verifier.

6) The use of selective identity disclosure technology guar-
antees the privacy and control of the digital identity by
the user, the user decides what information to reveal and
remains in control of the communication with verifier.

G. Drawbacks of Traditional Authentication Systems in Fog
Computing Environments

Due to unique characteristics of fog computing, such as
distributed architecture, resource constraints, and real-time
processing requirements, traditional authentication systems
have some limitations when applied to edge and fog computing
environments. Some of the major limitations are given as
below:

High Latency and Scalability Problems: cloud-based authen-
tication traditional authentication methods rely on centralized
servers that increases latency in situations where processing
must happen instantly [27], [28]. Moreover, centralized tra-
ditional authentication methods are challenging to scale in a
fog computing environment because of the large number of
dispersed fog nodes and IoT devices [29].

Resource Constraints: Implementing robust authentication pro-
tocols, such as PKI-based authentication is challenging since
many edge devices and IoT sensors have limited compute
power, storage, and energy [30].

Vulnerability to Security Threats: Since fog networks are
dynamic, traditional authentication methods frequently fail to
take this into account, leaving them vulnerable to attacks many
security attacks[31]. Moreover, a single point of failure also

leads makes fog networks vulnerable for distributed denial-of-
service attacks [30].

III. RELATED WORK

In this section, we discuss the recent state-of-the-art related
to distributed ledger technology, self-sovereign authentication,
fog computing, and IoT.

The scheme PT-SSIM is proposed in [32] to address
the privacy and security limitations of traditional centralized
identity systems by integrating proactive trust mechanisms
into self-sovereign identity (SSI) management. This approach
enhances SSI in edge computing and IoT by enabling secure
and decentralized identity verification. Specifically, PT-SSIM
grants users greater control over their digital identities while
embedding trust protocols to assess entity credibility and mit-
igate security risks through blockchain technology. Similarly,
to tackle privacy and authentication challenges in identity
management systems, Dieye et al. [33] introduced an SSI-
based model that leverages Zero-Knowledge Proofs (ZKP) and
blockchain technology. By utilizing ZKP, the model enables
users to verify identity attributes without disclosing sensitive
information, thereby enhancing data confidentiality. Further-
more, the integration of blockchain technology ensures a de-
centralized, tamper-proof framework, addressing the inherent
limitations of traditional identity systems, particularly in terms
of privacy and data control. Both approaches demonstrate the
potential of combining SSI with blockchain and cryptographic
techniques to enhance security and privacy in digital identity
management for IoT and edge environments. While PT-SSIM
focuses on embedding trust mechanisms, another model [33]
emphasizes privacy-preserving authentication through ZKP.
These innovations contribute to a more secure, transparent,
and decentralized identity verification ecosystem.

INCHAIN, a cyber insurance architecture with smart con-
tracts is proposed in [34]. This blockchain-based framework
leverages smart contract technology to automate cyber in-
surance policy management. The proposed scheme integrates
a decentralized architecture where smart contracts facilitate



premium payments, claims processing, and payouts transpar-
ently and efficiently. By addressing traditional challenges in
insurance, such as trust issues and process inefficiencies, the
scheme enables stakeholders to operate on a secure, tamper-
proof platform. Additionally, by automating compliance and
payout terms, INCHAIN enhances transparency and respon-
siveness, making it a promising model for risk management in
cyber insurance. Several researchers have explored the applica-
tion of distributed ledger technology across various domains,
including supply chain management, healthcare, identity man-
agement, and access authentication. FOGHA [19], a method
which enables mutual authentication and key agreement be-
tween a mobile device and a nearby fog node is developed.
FogHA is designed to enhance handover efficiency by utilizing
lightweight cryptographic primitives while eliminating redun-
dant authentication messages via fog nodes. In addition to
reducing latency, it offers strong security guarantees, including
anonymity, untraceability, and resistance to access compromise
and privileged-insider attacks.

To enhance security in remote user authentication,
SecFHome is proposed in [35] to ensure secure remote
authentication in fog-enabled smart home systems while
facilitating secure communication at the network edge.
It enhances authentication efficiency by synchronizing
authentication messages and updating the authenticator’s
data dynamically. Another mutual authentication method
for fog users and fog servers is introduced in [36]. In
this approach, both entities authenticate each other and
establish a secure session key while preserving the user’s
anonymity. The scheme employs bilinear pairing for session
key generation, along with pseudonym-based cryptography
(PBC) and the elliptic curve discrete logarithm problem
(ECDLP) to ensure security. These techniques collectively
enhance privacy and resilience against identity-related
attacks. A blockchain-based identity management and secure
authentication method is proposed [37] for IoT-based Wireless
Sensor Networks (WSNs). This approach enhances trust in
IoT communications by securing both node-to-node and
user-to-node interactions. It achieves this by leveraging a
public blockchain positioned between the base station and
the IoT cloud, ensuring decentralized and tamper-resistant
authentication. To prevent unauthorized secondary use of
data, a blockchain-oriented system is introduced in [38]. This
system enforces data ownership and access control through
a decentralized framework, mitigating risks associated with
centralized data storage and unauthorized data exploitation.

A scheme proposed in [39] for granting digital pseudo-
identities that are not linked to real-world identities. By
utilizing key derivation techniques, this approach ensures a
non-binding interaction between users and the information
model associated with their identification, thereby preserving
user privacy and preventing identity traceability. A lightweight
authentication system for fog-enabled IoT devices is proposed
[40]. This scheme employed asymmetric cryptographic opera-
tions and lightweight cryptographic primitives to enhance au-
thentication efficiency while minimizing computational over-
head. Similarly, a novel security mechanism is discussed

n

Issuer (Government)

1. Holder registers through recognised ID
Issuer

2. Issuer registers and assigns new ID to
user

3. Holder stores sensitive data through
recognised ID Issuer

Holder/User data is
stored on secure
Ledger

Secure Ledger

Fig. 2. Blockchain-based digital identity registration workflow illustrating
interactions among holder, issuer, and secure ledger for decentralized identity
management.

in [41], it utilizes primary authentication to facilitate rapid,
lightweight secondary authentication. This method ensures
seamless failover between fog nodes, improving reliability and
reducing authentication latency in dynamic IoT environments.
To further enhance security, a multi-factor mutual authenti-
cation scheme [42] is proposed, it incorporates a nonce, a
challenge-response function, and an adjustable variable re-
sponse time. This approach enables controlled authentication
processes that can be adapted to both fog and cloud computing
environments, thereby strengthening authentication flexibility
and resilience.

BSKM-FC, a decentralized system for fog computing is
introduced in [1]. The proposed method operates without the
need for a third-party intermediary. It utilized elliptic curve
cryptography (ECC) for secure data sharing and employs a
one-way hash chain to generate private and public key pairs.
However, a key limitation of this approach is its assumption
that the fog server is pre-initialized and inherently trusted,
eliminating the need for external verification, which may
introduce potential security risks. A generic XACML attribute-
based access control mechanism is proposed [43]. This system
enables transparent policy assessment while preserving the
confidentiality of specific attributes, thereby improving access
control in decentralized environments. A novel framework
is discussed in [13] for online document verification based
on self-sovereign identity (SSI). Their design addresses com-
patibility challenges in digital document verification methods
while eliminating intermediaries, fostering mutual trust among
ecosystem entities. By leveraging SSI principles, the system
enhances interoperability, privacy, and efficiency. A distributed
SSI revocation method is introduced [44], eliminating the
reliance on specialized trusted nodes. This approach employed
an innovative gossip-based propagation mechanism to dissemi-
nate revocations across the network. This design enables nodes
to perform offline verification using a proof of revocation,



enhancing security and decentralization.

A self-sovereign identity scheme is proposed in [45]. the
proposed scheme aimed to minimize the dependence on third-
party platforms while balancing privacy and accountability.
This approach introduces a novel executable code, termed
a digital avatar-i, for each user, allowing them to interact
in cyberspace without requiring third-party applications. The
integration of biometric authentication enhances uniqueness
and grants users greater control over their identities. A cross-
domain self-sovereign identity management system based on
smart contracts was proposed [14]. This system covers the
entire identity lifecycle, including cross-domain applications
and recovery. To enhance data privacy, they incorporate a
blockchain-based data storage mechanism. However, a notable
drawback is the system’s use of the ISC address as the UUID,
which is not human-readable and may hinder usability. To
mitigate identity theft and impersonation, a blockchain-based
self-sovereign identity verification method is introduced [46].
This approach reduces identity-centric security risks in smart
grid environments, offering a more robust and tamper-resistant
identity verification framework.

The existing systems discussed in this section emphasize
secure authentication in IoT, fog, and cloud computing envi-
ronments while leveraging blockchain technology to enhance
security and decentralization. Although some schemes rely on
centralized databases or authorities, which introduce potential
vulnerabilities, the majority adopt the Ethereum blockchain
for increased trust and transparency. However, to address the
security and privacy limitations in cloud computing environ-
ments, we propose a secure user verification scheme for fog-
based IoT systems utilizing SSI principles. Table II provides
a comparative summary of the existing works and their key
properties. The findings in Table II shows the advantages
and disadvantages of the current identity management and
authentication systems in fog-based Internet of Things settings.
Many existing methods relied on centralized models, which
pose security and privacy problems, or do not support self-
sovereign identities (SSI). The proposed work, on the other
hand, integrates SSI, guaranteeing users total control over
their identity and independence from outside agencies. This
is an important benefit since SSI improves user autonomy,
security, and decentralization features that are lacking in a
number of current efforts. Additionally, while most of the ap-
proach use distributed ledger technology to ensure security and
immutability, some do not specifically use blockchain-based
techniques. In order to improve confidence and transparency
in authentication procedures, the proposed work makes full
use of DLT to guarantee tamper-proof, decentralized iden-
tity management. The proposed scheme mitigates the risks
of identity by embedding proactive security and trust-based
mechanisms, ensuring the protection of user identities against
unauthorized access and impersonation attacks. Finally, while
privacy remains a significant concern in existing, the proposed
work prioritizes privacy-preserving identity management, en-
abling selective disclosure, data minimization, and encrypted
identity verification, thereby safeguarding user information
and ensuring strong authentication between users and service
providers, eliminating vulnerabilities related to unauthorized

Verifier
octor/Health Service)

1. Holder seeks medical service through
recognised Health service

2. Verifier (doctor) request access to holder
(patient) sensitive medical data

‘ 3. Holder gives access to verifier ‘

‘ 5. Verifier(doctor) provides medical service

4. Verifier confirms
data in secure Ledger

Secure Ledger

Fig. 3. Blockchain-based digital identity verification protocol demonstrating
secure interactions among holder, verifier, and secure ledger for privacy-
preserving data access and service delivery.

access and session hijacking.

IV. SYSTEM MODEL

This section discusses the system model. The proposed sys-
tem uses ethereum blockchain as a secure distributed ledger,
utilising its programmable smart contract to offer a solution for
self-sovereign identification in a fog computing environment.
The fog nodes act as the digital identity issuers and verifiers,
they execute the tasks of issuing and verifying digital identities
of the users through the secure distributed ledger. The issuer
and verifier nodes have different tasks, thus use different smart
contracts. Figure 1 provides the detailed illustration of the
proposed scheme’s overall architecture. Our assumptions are
listed below:

1) Mobile and non-mobile devices are linked to the fog
computing environment through various networks links
and the Internet. These devices act as holders for the
digital identity of the user or owner.

2) Access to distributed ledger is only available to the
register’s node, verifier’s node, and to the approved
digital identity holders. However, fog devices must meet
certain specifications in order to function as registry or
verifier nodes and be part of or host the distributed
ledger. Moreover, a registry or verifier node must be
capable of carrying out a task independently of other
registry or verifier nodes in the network.

3) Smart contracts must carry out programmed activities
for the system to function.

The arrangement and interactions between individual sys-
tems in the architecture is given below:

1) Issuer Node: Fog nodes in the network function as
blockchain node that has a copy of the distributed ledger
and must have the minimum requirement to host the
distributed ledger and complete tasks of issuing digital
identity to new users. The issuer node can be owned



Algorithm 1 Fog Node Registration through Smart Contract.
1: function DEVICE_REGISTRATION(Fdname, Fdi, Fdc)
2: if Fdname is a valid string AND Fdi is a valid string
AND Fdc is a valid certificate then
3 Fdid < GENERATEFOGDEVICEID(Fdname, Fdi)
4 PwFd <~ GENERATEPASSWORD
5: Ds <~ ASSIGNSECURITYDESCRIPTOR
6: CREATENEWFOGDEVICE(Fdid, Ds, PwFd)
7
8
9

STORE(Fdinfo, Fdid on distributed ledger)

return true > Registration Successful

else
10: LoG("Fog node registration failed. Missing or in-
valid information.")
11: return false > Registration Failed

or in possession of an organisation that has received
a level of trust to deliver information, whether it be a
business, certifier body, or governmental organisation,
this organisation is commonly known as the issuer.

2) Verifier Node: The verifier node belongs to or has
the entity to which the holder must demonstrate the
veracity and reliability of his/her information, this entity
is commonly known as the verifier. It might be a person,
group, business, government, or other entity (i.e. a bank,
or a university).

3) Holder: The holder is the user who is the owner and has
control of the digital identity, and the person accessing
an online service using this digital identity.

4) Cloud: The primary attributes of the cloud, which is
frequently referred to as a sizable storage unit having
the capacity to host, store, and compute data, are data.
This cloud server analyses and processes data once it is
received from IoT, edge, and fog devices or nodes.

V. PROPOSED USER VERIFICATION AND DATA SECURITY
USING SELF SOVEREIGN IDENTIFICATION SCHEME

In this section, we discuss the proposed user verification
and data security scheme using self-sovereign identification
method for fog-based IoT environment. Fog Device Identity
Registration: The pseudocode in algorithm | outlines the smart
contract workflow for fog device registration. Each fog node
sends a digitally signed registration request containing its
details (Fdname, Fdi, Fdc) to the smart contract. The contract
validates the request, verifies the digital signature, and checks
for duplicate identities before proceeding. further in order to
prevent replay attacks, the registration request includes a nonce
and timestamp, which are checked against stored values in
the ledger to ensure freshness. Moreover, the system encrypts
the unique fog device ID (Fdid) before storing it on the
blockchain.

1) Initialization: All factors and data needed for the user
identification and data verification system to function
must be met as part of the registration procedure to
register fog devices and users or holders. The data
needed are the fog devices system information and the
user’s data, name, password, etc.

2) Fog Device Registration as Issuer or Verifier: In the
registration phase, an organisation or entity registers
its fog device Fd to the blockchain using the device
system information (Fdname, Fdi and Fdc), with an
additional request to act as or carry out tasks of iden-
tity registration (Reqldls) or verification (RegldVi). The
blockchain validates Fdinfo, stores it in the distributed
ledger through smart contract and assigns a decentralised
identity (Fdid), digital signature (Ds), password (PwFd)
and digital keys (PubK and PriK). The blockchain
confirms the state of the fog device (Fd) as an issuer
or verifier, and sends the credentials to the Fd. Figure
4 shows the proposed fog device registration using the
fog device system information.

3) Fog Device authentication as Issuer or Verifier:
During authentication phase as an existing identity issuer
or verifier, Fdl wants to get authenticated to issue the
digital identity of a new user. Fd2 wants to verify the
identity of an existing user or holder. The algorithm 1
shows the pseudo-code for registering new fog device
identity (using Fdname, Fdi, PwFd and Sk) and algo-
rithm 2 shows pseudo-code for verifying existing fog
device identity (using Fdid and PwFd). The outputs of
the session time and duration of time needed to verify
identity or data. Figure 4 shows the proposed fog device
verification procedure using the fog device decentralized
identity and password.

4) User Identity Registration: A user or patient seeking a
digital identity must send a request to a recognized cre-
dential issuer (e.g., government department), the issuer
requests the user submit the following data username,
date of birth, password and issuer assign a digital iden-
tity and an ethereum wallet, stores user’s data and digital
identity in secure distributed ledger. Identity registration
process is illustrated in figure 2.

5) User Identity Verification: The holder seeking access
to a service makes a request to the verifier, the verifier
asks the holder to identify itself, holder submits data
and makes a claim, the verifier checks the secure dis-
tributed ledger to confirm holder’s claim, verifier makes
a decision after check is complete. Identity verification
process is illustrated in figure 3.

Fog Device Identity Verification: The pseudocode in algo-
rithm 2 outlines the fog node identity verification process.
Each registered fog node submits a verification request con-
taining its Device ID (Fdid), which is digitally signed with its
private key. The smart contract ensures that Fdid is properly
formatted and exists in the distributed ledger, the signature
is valid to confirm the request’s authenticity., the fog node’s
credentials are marked as valid before granting access. To
prevent unauthorized access and identity spoofing, a multi-
signature verification process is implemented, requiring at least
two confirmations before identity verification is completed.

Digital Identity Registration: The pseudocode in algorithm
3 demonstrates secure user identity registration. The digital
identity registration smart contract enables users to create
secure decentralized identities. This ensures that new users are
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Algorithm 2 Fog Node Verification through Smart Contract.

1: function FOGDID_VERIFICATION (Fdid)

2 if Fdid is a valid string then

3 isValidFdid <~ cHECKFOGDID(Fdid)

4 isValidPwFd < CHECKPASSWORD(Fdid)

5: if isValidFdid AND isValidPwFd then

6: LoG("FogDID verified on distributed ledger")

7 LoG("FogDID verify fog status")

8 return true

9 else

10: LoG("FogDID verification failed. Invalid cre-
dentials.")

11: return false

12: else

13: LoG("FogDID verification failed. Invalid Fog-
DID.")

14: return false

> Verification Successful

> Verification Failed

> Invalid ID Format

registered, and their credentials are securely stored in a tamper-
proof distributed ledger. This registration process mitigates
risks such as identity theft, replay attacks, Sybil attacks,
and unauthorized access by implementing cryptographic tech-
niques such as digital signatures. During identity registration,
a new user submits registration request providing a valid name
and password to register a new identity. A unique ethereum
address (ethadr) is assigned upon successful registration. The
smart contract validates input Data and checks if the name is
a valid string and the password is a valid string (ensuring a
non-null, strong password). If registration is successful, a new
digital identity (username, password, ethadr) is created and

user’s ID is stored on a blockchain, ensuring tamper-proof
and immutable storage.

The user’s digital identity and data are mostly stored on the
Ethereum blockchain network, which is also used to deploy
smart contracts. To prevent data from being altered, each
node in the blockchain network has a copy of the ledger and
there are different contracts implemented for the registration
and verification of user identity. Algorithm 3 create user’s
digital identity as well used for locating and authenticating
the identity. During the registration of a new user identity, a
new user sends a request to a recognised ID issuer. A new
user, ID, wallet are created and data is stored in Ledger DLT,
and a new use ID is registered. Digital copies of the issued
ID and other data are stored on user or holder device. The
algorithm for ID or data verification is shown in algorithm 4.
An ID Holder seeking verification must submit required Data
to the Verifier, the submitted Data is verified with Data in
Ledger in DLT. If Data is accurate, ID or Data verification is
successful.

Digital Identity Verification: The pseudocode in algorithm
4 demonstrates the smart contract Workflow for user identity
verification. The digital identity verification smart contract
ensures that registered users are genuine, authenticated, and
authorized before accessing a decentralized system. This pro-
cess prevents unauthorized access, identity spoofing, Sybil
attacks, and replay attacks. By leveraging blockchain-based
identity verification, cryptographic techniques, and logging
mechanisms, this smart contract ensures secure, tamper-proof
identity validation. During identity verification, an existing
user requests identity verification and submits its unique ID
(id) for verification. The request is digitally signed using their



private key. The user’s input is verified by the smart contract
confirming if the id is a valid string (ensuring correct format)
and if id exists in the distributed ledger. The smart contract
checks if the user ID (id) is active and associated with a
verified ethereum address or cryptographic credential, if valid,
the user is authenticated and granted access.

Strong security is guaranteed by the smart contract using
a variety of cryptographic methods and blockchain-based
systems. All identity registration and verification requests are
authenticated using digital signatures, which guard against un-
wanted changes and guarantee validity. By using timestamps,
which guarantee that every request is distinct and stop reuse by
storing nonces on the blockchain, replay attacks are lessened.
The system uses Proof of Work (PoW) for identity registration
to prevent automated mass identity generation and enforces
ethereum address binding to protect against Sybil attacks. This
ensures that every registered user has a distinct identity. By
storing all identity data on a distributed ledger, SHA-256 hash-
ing protects credentials and guarantees immutability, ensuring
tamper-proof storage. Additionally, multi-signature verifica-
tion is used, which prevents identity spoofing and unauthorized
access by requiring multiple validators to authenticate certain
actions. A reliable, decentralized identity management system
is produced by combining these security elements, which also
successfully reduce vulnerabilities like replay attacks, sybil
attacks, and unauthorized identity changes.

A. Edge Intelligence Verification and Authentication

In edge intelligence systems, verification and authentication
processes play a crucial role to ensure the data integrity and
system security. Moreover, these days the edge devices are
increasingly used to handle sensitive data and decision-making
tasks. However, in a fog-based IoT system, the decentralized
nature of edge intelligence demands robust mechanisms for
verifying the authenticity of both devices and users before
granting data access or processing requests. Typically, these
processes involve registration of each device/user via an en-
crypted information and create a unique digital identity for au-
thentication and leveraging blockchain-based smart contracts
to manage identity and data verification securely. For example,
when a device seeks to validate its identity, it provides its
credentials (i.e., digital keys or signatures) to the network,
which then cross-references these against the distributed ledger
for verification. Similarly, user verification requests involve
an authentication of credential issuer that checks stored data
within the secure ledger to confirm identity claims. This
decentralized ledger approach minimizes the risk of forgery
and tampering by ensuring that all nodes in the network uphold
the data’s integrity, enabling secure and reliable verification
even in large-scale, distributed IoT systems.

B. Use Cases

This section introduces some prospective use cases for the
deployment of portable, decentralized, and adaptable industrial
Internet of Things systems. These use cases make use of Self-
Sovereign Identification. This use case explains how Self-
Sovereign Identification can facilitate more effective remote
communication via the Industrial IoT.

Algorithm 3 Secure Digital Identity Registration through
Smart Contract.
1: function USER_ID_REGISTRATION(name,
password, Signature, Nonce, Timestamp)

2: if name is a valid string AND password is a valid
string AND
3 VERIFYDIGITALSIGNATURE(name, password,

Signature) AND
4 ISFRESH(Timestamp, Nonce) then

5 if NOT 1SALREADYREGISTERED(name) then
6: HashedPassword < HASH(password)

7 ethadr + GENERATEETHADDRESS

8 NEWUSER(name, HashedPassword, ethadr)
9: STORE(name, ethadr on distributed ledger)
10: LoG("ID Issued")

11: return true > Registration Successful

12: else

13: LoG("User ID registration failed. Username
already exists.")

14: return false > Duplicate registration rejected

15: else

16: LoG("User ID registration failed. Invalid creden-
tials or replay attack detected.")

17: return false > Registration Failed

The multi-layered design of the proposed scheme allows
for effective communication and wide compatibility within
edge and IoT devices. This architecture consists of the edge
layer, fog computing/blockchain layer, and the cloud layer.
Our proposed scheme demonstrates its ability to effectively
communicate and interact with edge and IoT devices through
the multi-layered architecture that ensures broad compatibility
and efficient communication. On the edge layer, the various
IoT sensors, and edge devices that generate and collect data
can communicate through low-power wireless protocols (e.g.,
Bluetooth), short-range communication (e.g., NFC and RFID
etc.) cellular networks (e.g., 4G/5G), and WiFi for connec-
tivity. The fog computing layer is between the edge devices
and the cloud and it provides local processing, storage, and
networking services. This layer carries out essential tasks, such
as data preparation and aggregation, local identity verification,
identity information caching, and protocol translation. The fog
layer lowers bandwidth utilization and latency by managing
these operations closer to the data source. The cloud layer
executes the tasks of longer-term storage, worldwide identity
management, and complex calculations. The framework re-
quired for overseeing and directing the whole SSI ecosystem
across numerous fog nodes and geographical locations is
provided by this layer.

To ensure compatibility across a wide range of devices and
protocols, the proposed scheme employs abstraction at the
fog layer, which allows devices with different communication
protocols to interact seamlessly and standardized interfaces,
such as APIs to ensure interoperability between different
components of the system. The proposed scheme demonstrates
a practical deployment feasibility across various industries
and use cases such as healthcare, retail, and smart city etc.



Algorithm 4 Secure Digital Identity Verification through
Smart Contract.
1: function USER_ID_VERIFICATION(d, Signature,
Nonce, Timestamp)
2: if id is a valid string AND VERIFYDIGITALSIGNA-
TURE(id, Signature) AND
3 ISFRESH(Timestamp, Nonce) then
4 if IDEXISTSONLEDGER(id) then
5 if ISVALIDUSER(id) then
6: LoG("ID verified successfully.")
7
8
9

STORE(Verification Event on Ledger)

return true > Verification Successful

: else
10: LoG("User ID verification failed. User is
not active.")
11: return false > Inactive or revoked ID
12: else
13: LoG("User ID verification failed. ID not
found.")
14: return false > ID does not exist
15: else
16: LoaG("User ID verification failed. Invalid request.")
17: return false > Invalid signature, expired request,

or duplicate nonce

Our proposed system can be used in hospital settings to
control patients and employee’s identities, safeguard medical
equipment, and to guarantee privacy laws. While medical
imaging equipment connects with edge nodes via Ethernet or
Wi-Fi, wearable patient monitors link to bedside edge devices
via Bluetooth. Access control points in this environment can
communicate with staff ID badges via NFC, controlling access
to patient records and medical equipment. The fog layer can
examine real-time patient data for prompt alerts and actions
before data is sent to the cloud providing priority to emergency
situations. In addition to storing and managing long-term
patient records, the cloud layer can also handle advanced
analytics for population health management and interfaces
with other healthcare systems.

In case of retail, the proposed system can be utilized to en-
hance customer experience and improve operational efficiency.
Customer’s smart devices can be used to interact with in-store
beacons for personalized shopping experiences, contactless
payments and identity or age verification. Self-checkout kiosks
and point-of-sale systems connect to the fog layer through
Wi-Fi or Ethernet. The fog devices processes customer iden-
tity information for personalized recommendations, manages
dynamic pricing based on real-time demand, and coordinates
with inventory management systems. It can also be used for
local processing of payment transactions to ensure low latency
and high availability. The proposed scheme can improve
campus administration and educational opportunities within
the ecosystem of learning. NFC-enabled smartphones can be
used by faculty, staff, and students to log attendance and gain
secure access to resources, facilities, and online services. Wi-
Fi-connected edge devices can be connected to interactive
whiteboards and environmental sensors in smart classrooms.

IoT devices across the entire campus, including energy meters,
can connect with edge nodes via a network protocol. Thus, in
this use case, the users have full control of data where the fog
layer guarantees safe access to learning materials and student
data while managing real-time classroom allocation based
on occupancy and timetables. Additionally, it manages local
processing for security and energy management systems. The
cloud layer integrates with external educational platforms and
resources, maintains student and staff identities across various
institutions, and supervises long-term educational planning.
Thus, these all use cases demonstrate how our proposed system
can establish a safe space where users are in charge of their
data.

Case Study: Smart Identity and Medical Records Man-
agement System of the University of Uyo Teaching Hos-
pital: A blockchain-based self-sovereign identity system for
patient identity and medical record administration is being
used by the university of Uyo teaching hospital and provides
healthcare facilities to urban areas of Nigeria. The system uses
fog and edge computing to improve user experience, security,
and speed. Objectives include a streamline patient registration
and identity verification that provide an improved and secure
access to medical records for patients and healthcare providers
to enhance the interoperability between different departments
and external healthcare providers.

Patient Registration and Medical Record Access Pro-
cesses: Any new patient can register using their smartphones
or at hospital kiosks. The registration process captures basic
information, biometrics, and insurance details. Edge devices
perform initial data processing and encryption. Fog nodes
handle heavier computations and interact with the blockchain.
A patient concluded a series of medical tests at the general
practice, afterwards the patient’s record is updated on the net-
work and the patient has been advised to pick up prescription
medication at the facility’s pharmacy. The patient arrives at the
pharmacy and is required to provide a proof of identity and
display an updated medical record and doctor’s prescription.
Medication is provided based on medical record and doctor’s
prescription which helps to confirm patient’s records and avoid
possible allergies.

Implementation: Edge devices, such as smartphones,
tablets, smart wearable, and smart kiosks in the hospital
can serve as edge devices for identity interactions and quick
access to medical records. In the fog layer, servers in different
hospital departments can act as fog nodes that process identity-
related transactions and temporarily store encrypted medical
data. However, the blockchain network is used to store identity
data and manages smart contracts for identity registration,
verification, and medical record access control.

Evaluation: For patient s ease of use, mobile app for
identity management, control over data sharing, and reduced
waiting times during check-in. This provides medical staff ease
of use for easy patient verification process, faster access to
relevant patient data, and reduced manual data entry.

VI. PERFORMANCE EVALUATION

The Proposed scheme is carefully validated using an as-
sessment based on several trials. A solidity-based ethereum



smart contract is used to construct the proposed authentication
method and remix ethereum-based smart contract is used to
perform simulation. Remix Ethereum provides several func-
tionalities, including the ability to create, deploy, test, and
debug smart contracts [47]. In our simulation, each virtual
ethereum account used represents a separate user. Further, to
analyze the experiment’s metrics, several user identity regis-
tration and verification attempts are made using the developed
smart contracts. Four smart contracts have been developed to
serve the purpose of fog device registration and authentica-
tion, user digital identity registration and verification. Table
IIT shows system properties and tools used to execute the
simulation.

A. Performance Evaluation Schemes

We compare the performance of the proposed scheme with
two state-of-the-art schemes that serve as the benchmarks
in this field. Our objective is to test the performance of
the proposed scheme against different standard performance
metrics, such as accuracy and processing time. These metrics
are critical as they provide insights about the efficiency and
effectiveness of the proposed scheme. The schemes for com-
parison are chosen as they utilize blockchain technology under
a fog computing environment and using the same performance
metrics.

1) DVASE is introduced in [20] and it is based
on blockchain architecture that aims to improve
decentralization through a sharing approach. This
framework addresses challenges in blockchain
scalability and decentralization, especially those
related to high transaction processing times and
network congestion.

2) Mani et al. introduced in [48] addresses the challenges
of securely storing medical sensor data, specifically
blood pressure data in a healthcare environment using
a hybrid approach that combines blockchain with fog
computing. This scheme is designed to enhance data
security and reduce latency that is crucial for real-time
health monitoring systems.

B. Simulation Results

This section presents the performance evaluation of the
proposed with other state-of-the-art schemes.

TABLE III
SIMULATION SETTINGS.

Mac OSX 12.0.1
16 GB RAM, 3.5 GHz, Intel Core i7
Remix Ethereum IDE 1.3.6

Operating System

System Properties

Simulation Environment

Ethereum Test Networks Ganache
Development Language Solidity
Blockchain Ethereum

Simulated Workloads
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1) Gas Consumption: On the Ethereum network, gas con-
sumption can be used to estimate the computation cost. Most
of the time, relatively high gas units are consumed while
contract deployment and transaction execution. Transaction
time has been evaluated under different contract deployment,
such as one user, two users, three users, four users, and five
users as shown in figures 5, 6, 7, and 8. Figure 5 and 6 show
the transaction and execution costs, respectively during the
identity registration process of smart contract.

Figure 5 and figure 6 show the transaction and execution
costs, respectively during the identity registration process of
smart contract. Figure 5 illustrates the progressive increase
in gas consumption with each added user group, indicating
a stable transaction cost per user. However, execution time
remains minimal and unchanged for up to 2 users, but it
begins to rise from 3 users and reaches to approximately 2.5
seconds at the maximum number of user count which is 5
in our case. This pattern shows that even gas usage scales
predictably but the system encounters performance limitations
when managing larger user groups which results in a sharp
increase in execution time. Figure 6 also shows a steady
increase in gas consumption as the number of user groups
increases, indicating a rise in resource usage per additional
user. Execution time is minimal with 2 or fewer users but
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starts to increase from 3 users onward and reaching around
2.5 seconds for 5 users. Although the system performance
is optimized for small user groups, the system may require
further enhancement to handle larger groups efficiently without
substantial time delays.

Ethereum’s volatile gas price caused by varying network
demand, which results in erratic transaction prices. The cost
of identity registration and verification under the proposed
approach can rise dramatically during periods of high traffic.
Particularly for resource-constrained IoT and fog computing
environments that depend on frequent authentication requests,
this unpredictability can make scalability difficult. However,
through the integration of Layer 2 solutions, expenses can
be saved in the system, maximizing the efficiency of smart
contract gas, and transfer calculations to off-chain storage
while preserving security and decentralization. Ethereum’s
low transaction throughput might cause network congestion,
which can result in delays and a higher number of transaction
failures, particularly during times of high demand. In the
proposed system, a surge in identity verification requests
could slow authentication times, impacting real-time IoT and
fog computing applications. To address this, batch processing
can be used to group multiple identity transactions, reducing
network load.

Ethereum’s block duration of 12 to 15 seconds can cause
latency problems, which could be a barrier for fog com-
puting and time-sensitive IoT applications that need almost
instant identification. Identity verification delays may affect
real-time access control and system usability. The proposed
system can be improved using off-chain processing to mitigate
this, relying on the blockchain technology for cryptographic
proofs. Although security and decentralization are improved
by the proposed system, scalability under high loads is still
a problem. The system can improve real-time authentication
performance, reduce congestion, and drastically lower gas
costs by combining Layer 2 solutions, batch processing, and
off-chain computations.

Figure 7 and figure 8 demonstrate the relationship between
the number of user groups and two key metrics, such as
gas cost and execution time. Both figures show an upward
trend with increasing user groups indicating that while the
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system accommodates more users it becomes less efficient in
terms of processing speed and incurs higher gas costs. These
findings suggest potential scalability limitations where system
efficiency declines as user groups expand. The performance
comparison between the proposed scheme and the scheme
introduced in [20] is evaluated in terms of latency. The figure 9
shows that the proposed scheme has low latency as compared
to the DVASE. In DVASE, the delay increases with the
increase more sharply with the increase in user access requests
as compared to our proposed scheme.

2) Latency and Efficiency: Latency is being been calculated
by analyzing the time taken to verify a user’s identity. In our
simulation, latency is calculated for user of groups 10, 20,
40, 60, 80, and 100. The performance comparison between
the proposed scheme and the scheme introduced in [20] is
evaluated in terms of latency. The figure 9 shows that the
proposed scheme has low latency as compared to the DVASE.
In DVASE, the delay increases with the increase more sharply
with the increase in user access requests as compared to our
proposed scheme.

In figure 10, we compare fog computing efficiency of the
proposed scheme with the method proposed by Mani et al.
[48]. The efficiency is measured in time (millisecond) against
the number of transactions executed by the fog node. From
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this figure we can clearly observe that with the increase in
the number of transactions the computing time will increase.
However, Mani et al. method experience more significantly in-
creases and its results line is steeper than our proposed method.
For lower numbers of transactions from 1-3 transactions,
the performance gap between the two methods is negligible,
but as the transaction number increases the performance gap
increases. This is because of the difference in how each
scheme scales with workload. This performance gap shows
that Mani’s scheme has scalability issues and higher compu-
tational complexity. Thus, the performance pattern suggests
that our proposed scheme is more scalable and demonstrates
better performance, indicating it is a better choice for practical
applications with high transaction loads and where computa-
tional efficiency and scalability are critical.

Figure 11 compares time consumption across three key
tasks; contract deployment, adding agents/nodes, and permis-
sion access between the proposed scheme and the method pro-
posed by Mehbodniya et al. [49]. Both methods show similar
performance for contract deployment and adding agents/nodes.
However, the proposed method demonstrates significantly
faster execution times for permission access cases that indicate

our proposed solution offers greater efficiency in scenarios
where frequent permission access is required.

3) User Identity Control, Privacy, and Decentralization:
The proposed scheme offers selective disclosure and validated
credentials. Users can limit the amount of data shared and
increase user control and privacy by sharing only the necessary
data and hiding the optional ones. Also, individuals have
complete control over their digital identities thanks to their
identity wallets, which allow them to maintain their data
autonomously. Users can view a summary of the data they have
shared and with whom in their digital wallet. The security of
user data is ensured by the fact that personal data is maintained
on a blockchain. Because a verifier need not directly contact
an issuer during the verification process, our technique also
prevents issuing organizations from tracking user interactions.

In our proposed scheme, users take charge of their iden-
tity and information through an individual digital wallet.
Unlike traditional models that centralize data storage, our
method stores credentials in digital wallets spread across
the network’s periphery, granting users full autonomy over
their personal details. Consequently, even if specific systems
are compromised, there wouldn’t be a massive repository
holding the personal details of countless individuals, making
any attack significantly more challenging. Additionally, the
incorporation of distributed ledger technology bolsters data
reconciliation, providing a trustworthy data record. Whenever
user data undergo alterations, there’s a risk of data loss or
inaccuracies seeping into the process. With a decentralized
datastore, all participants can access a synchronized, real-time
view of the information. However, given their pivotal role in
preserving and processing user identity details, the security
of both the wallet and the distributed ledger required careful
considerations.

C. Attack Mitigation Strategies

This paper discusses a variety of potential cyberattacks
that may exploit vulnerabilities in edge and fog computing
environments. The distributed nature of fog computing makes
it vulnerable for various attacks, such as distributed denial of
service attacks, eavesdropping, access control attacks, Man-
in-the-Middles attacks, and data theft. However, the integra-
tion of blockchain technology with edge and fog computing
can mitigates some of these cyberattacks, but the drawbacks
in consensus mechanisms, smart contract vulnerabilities, the
possible compromise of resource-constrained edge nodes, and
threats to the integrity of the system may leading the risk
in data privacy and the possibility of network segmentation
and raises some additional security challenges. The complex
attack vectors created by these vulnerabilities could be ex-
ploited by malicious actors. Blockchain-based fog computing
systems face a unique difficulty from sybil attack that creates
many fake identities in an attempt to obtain influence in or
gain access to the network. Consensus mechanisms may be
manipulated or exploited through this attack by malicious
users to disrupt services and use up computing resources
[50]. Moreover, the eclipse attack isolates fog nodes from the
network and can cause data manipulation, resource exhaustion,



privacy breaches, and service disruption [51]. SSI can mitigate
this type of attack by generating Decentralized Identifiers
(DIDs). DIDs are distinct and verifiable identities which are
difficult to recreate. Decentralized reputation systems can also
be incorporated into SSI, which makes it more difficult for
attackers to create many identities. However, to mitigate the
eclipse attack and prevent the nodes from isolation, blockchain
technology provides decentralized peer selection that effec-
tively stops eclipse attack. Thus, by enabling identity-based
routing techniques, SSI can further increase the difficulty of
network topology manipulation by attackers.

Distributed Denial of Service (DDoS) attack is one of the
major threats to blockchain-based fog computing environments
that can be used to overwhelm edge and fog nodes by over-
loading computational resources. Therefore, putting a strain on
the limited computational resources and disrupting network
connectivity [52]. Therefore, to mitigate DDoS attacks, the
SSI distributes identity verification methods around the net-
work to stop the attackers from overwhelming the network.
Additionally we apply decentralized rate limitation based
on confirmed identities. Similarly, in the blockchain-based
edge/fog computing, the Man-in-the-Middle (MitM) attack, an
attacker can listen to communication between edge devices and
can create malicious transactions that can be injected into the
network. Malicious actors may be able to alter transactions or
data which can lead to the execution of identity spoofing in
which attackers can pose as legitimate devices to gain access
and can compromise the integrity of fog nodes [53]. Thus, the
use of blockchain-based decentralized public key infrastructure
(DPKI) to remove central points of failure and increase the dif-
ficulty of communication interception by attackers. Moreover,
it employs verified credentials to guarantee the authenticity and
integrity of data while it is being transmitted that successfully
mitigate MitM attack. Furthermore, the use of cryptographic
proofs to validate identities helps to prevent identity spoofing
and makes it difficult for attackers to impersonate the identities
of legitimate users. Figure 12 shows a brief analysis of our
proposed architecture. However, the vulnerabilities in smart
contracts are growing concern as more blockchain-based fog
computing systems incorporate these programmable contracts.
Therefore, exploiting vulnerabilities in smart contracts can
lead to unauthorized access or manipulation data putting the
identities and devices on the network at risk. Smart contracts
implemented on blockchain-based platforms are vulnerable to
many attacks, such as logic errors, reentrancy attacks, and
integer overflows, and underflows. These vulnerabilities could
be exploited to manipulate the results of data processing, use
up resources of fog nodes, and interfere with the availability
of services [54].

The proposed system’s layered design and security issues
are depicted in the figure 12. It draws attention to vulnera-
bilities at the edge, fog, and cloud layers, this includes mal-
ware threats, man-in-the-middle attacks, data interception, and
eclipse attacks. This emphasizes the need for a secure, decen-
tralized, and self-sovereign identity strategy in fog computing
environments. Overall, the figure supports the need for the
proposed secure user verification strategy, utilizing blockchain
technology and SSI to address the identified vulnerabili-

ties in fog-based IoT systems. The proposed self-sovereign
identification method can significantly mitigate cyberattacks
in blockchain-based edge and fog computing environments
through several key mechanisms as follows:

« By using enhanced authentication and access control in
which SSI leverages decentralized identifiers and veri-
fiable credentials to enable stronger and more flexible
authentication without relying on centralized authorities.
This reduces single points of failure and allows for better
access control, where users can selectively disclose only
necessary data while protecting other sensitive informa-
tion [55].

o SSI improves data privacy and consent management by
giving users greater control over their personal data,
allowing it to be stored locally on their edge devices
rather than in centralized databases. This reduces attack
surfaces and enables more precise consent mechanisms
for data sharing. With the DIDs and validated creden-
tials, SSI enables secure device-to-device communication
that enables reliable connections between edge devices
without the need for centralized authority. Consequently,
it enables easy implementation of end-to-end encryption
and is helpful in locating and isolating compromised
devices [56].

o Using distributed SSI increases system resilience overall
that reduces attack risk. The distributed design protects
against denial-of-service attacks and compromised cre-
dentials or data can be revoked without compromising
a user’s complete digital identity. Although SSI has a
lot of potential to improve security in edge/fog environ-
ments based on blockchain technology. However, it has
some issues, such as scalability, interoperability, and user
experience [57].

o Governance frameworks must be carefully considered
before SSI is implemented in order to guarantee appropri-
ate management of decentralized identities while giving
user control and privacy. As the technology develops
the distributed computing situations including identity
management and access control could be completely
transformed by SSI, which offers a more user-centric and
safe solution than conventional centralized solutions.

VII. CONCLUSION AND FUTURE WORKS

In this paper, we proposed a novel scheme to enhance user
verification and data security in LSMAS by leveraging a self-
sovereign identification scheme under fog computing scenario.
The proposed scheme utilizes the Ethereum blockchain and
smart contract technology to securely register and verify digital
identities. By leveraging the advantages of self-sovereign iden-
tification, such as privacy, transparency, and decentralization,
we have demonstrated the potential to enhance the overall se-
curity posture of LSMAS. We have evaluated the effectiveness
of the proposed scheme via extensive experiments conducted
on the Ethereum blockchain environment. Simulation results
demonstrate that the proposed scheme outperforms than the
other state-of-the-art methods in terms of transaction gas and
execution cost for both identity registration and verification.
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communication.

While the proposed scheme has shown promising results.
However, there are certain limitations as one assumption
made in our scheme is that the fog node is trustworthy after
initialization and remains trustworthy within the computing
environment. However, if the fog server itself is compromised
or malfunctions, the entire system could be affected. Address-
ing this limitation and ensuring the trustworthiness of fog
nodes will be an important aspect of future work.
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