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ABSTRACT

Continuous authentication can provide a mechanism to continuously monitor mobile devices while a
user is actively using it, after passing the initial-login authentication phase. Touch biometric is one
of the promising modality to realise continuous authentication on mobile devices by distinguishing
between the touch strokes performed by the legitimate and illegitimate users through classification
algorithms. While the benefit of the scheme is promising, the effectiveness of different classification
methods are not thoroughly understood. Little consideration has been given on the combination of
multiple classifiers to perform continuous authentication. In this paper, we propose a novel classifica-
tion framework for touch-based continuous mobile device authentication (CMDA), utilising dynamic
selection of classifiers (DS). Instead of classifying all touch strokes using the same classifier, the pro-
posed framework classifies each touch sample using the most promising classifier(s) from a pool of
classifiers. Based on the proposed framework, we evaluated various DS methods in multiple scenarios
across four touch datasets. The aim of this evaluation is to assess the feasibility of DS on touch-based
CMDA. We then compared these DS methods with well-known single classifiers and static ensemble
methods. The experimental results show the potential and feasibility of the DS methods to improve the
authentication performance of touch-based CMDA against the benchmark methods. We found that
DS methods are capable of producing promising results with relatively low equal error rate (EER)
in many scenarios of the datasets, with relatively high consistencies. The obtained results would be
valuable for further enhancement of existing user classification methods and the development of new

DS methods in touch-based CMDA.

1. Introduction

Mobile devices have become a ubiquitous and primary
computing device for most people in recent years. Mobile
devices (especially smartphones) have become an insepara-
ble part of our daily lives, not only for phone calling and
text messaging, but also other personal and business pur-
poses such as online shopping, banking, and data storage.
Due to its portable size, the device can easily be stolen or
lost, which will not only cost the users in terms of monetary
loss, but also potential information leakage. Besides, as an
Internet of Things (IoT) device, it also transmits data to and
from other IoT systems such as smart watches [1], vehicle to
grid (V2G) system [2], and cloud computing [3]. Therefore,
some form of security mechanism is needed to protect the
integrity of the device and to ensure the information stored
on the device as well as the data transferred from and to the
device are protected.

Traditional password-based authentication method, which
includes PIN and swipe pattern codes are still commonly
used. However, these authentication methods have several
drawbacks such as an easily-guessed simple password [4],
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shoulder surfing [5], and smudge attack [6]. Biometric au-
thentication methods such as fingerprint and face recogni-
tion are common authentication methods nowadays to ad-
dress the shortcomings of traditional password-based meth-
ods [7]. However, such biometric methods require specialised
hardware such as front-facing camera and fingerprint scan-
ner, which might increase the implementation cost [7]. On
top of that, all the authentication methods mentioned above
can only provide one-time initial-login authentication. In the
case where an illegitimate user can bypass the initial-login
authentication or the legitimate user left the device without
setting it to be automatically locked, the device may not be
able to detect illegitimate access any longer. In order to com-
plement these authentication methods, several studies are fo-
cussing on continuous authentication methods for mobile de-
vices [8]. It is an authentication scheme that can monitor the
device usage continuously after the one-time authentication.
There is a growing number of studies on continuous authen-
tication schemes based on touch biometrics, one of the be-
havioural biometric modalities that is based on how a user
performs touch interactions on a touchscreen-based mobile
device [9].

Touch biometric is one of the promising methods in con-
tinuous authentication because it allows the user to keep in-
teracting with the device, while the authentication mecha-
nism transparently performs the authentication task in the
background without interfering with users’ activity [10]. It
is a non-intrusive and passive authentication method that
does not require installation of additional hardware or spe-
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cialised equipment [11]. Therefore, it is a suitable authen- scheme from the perspective of classification performance
tication method to complement the existing initial-login au- is crucial in this domain. To the best of our knowledge,
thentication methods. Several studies have shown that this no study in the domain of touch-based CMDA has explored
behavioural biometric modality has discriminative ability to classification methods based on dynamic selection method

distinguish between the legitimate and illegitimate users [10, (DS). DS is a method in MCS that performs classifier selec-
12, 11, 13, 14, 15, 16, 17]. Both the legitimate and illegiti- tion for each test sample, instead of using the same classifier
mate users can be distinguished using a classification algo- to classify all test samples. This method consists of three

rithm based on the behavioural features extracted fromtouch ~ phases: (1) pool of classifiers generation, (2) selection of

actions such as touch coordinate, pressure, size of a touch the most competent classifier or a subset of the most compe-

area, and duration of a touch. tent classifiers, and (3) aggregation of selected classifiers. If
only one classifier is selected, the last phase is not necessary.

1.1. Motivation

Many classification methods for user classification have  1.2. Objective and Contribution

been employed in the area of touch-based continuous mobile In this paper, we present a framework for user classifi-

device authentication (CMDA). Machine learning-based clas-  cation in touch-based CMDA, utilising DS method. The re-

sification methods such as Support Vector Machine (SVM) search objectives (RO) are:

[10, 18, 12, 11, 19, 17], K-Nearest Neighbour (KNN) [10,

12, 11, 19], Decision Tree (DT) [12, 14, 16], Naive Bayes e RO1: To investigate and analyse the performance of
(NB) [12, 19, 14, 16, 17], Logistic Regression (LR) [12, 19, single classifiers and static ensemble methods across
171, Neural Network (NN) [12, 11, 14, 16, 17], and Ran- various scenarios in touch-based biometric datasets.

dom Forest (RF) [12, 11, 19, 17] have been employed to
perform the classification task. However, these classifiers
are static classification methods, where the same classifier
will be used to classify all touch strokes. Authentication er-
ror is a multifaceted problem because there is a wide range

e RO2: To propose and develop a novel user classifica-
tion framework in touch-based CMDA using dynamic
selection of classifiers, intending to reduce the authen-
tication error.

of factors that can influence its reliability, such as feature ex- e RO3: To assess the feasibility of the classification
traction methods, feature preprocessing methods, and train- framework by evaluating various DS methods on touch-
ing samples used. Authentication error is further challenged based biometric datasets across different scenarios.

by the nature of the touch data that has high intra-class vari-

ability due to behavioural changes over time affected by sev- For DS methods, we used a pool of heterogeneous clas-
eral factors such as the hardware and software of the device, sifiers (analysed in RO1) because of the fact that different

psychological and physiological states of the users, and the classifiers may have a different view on the same samples to
environment [20, 21, 11, 17]. Besides, according to the "no be classified, and their outputs can complement each other
free lunch" theorem [22], there is no single algorithm that [27]. The DS method will dynamically select the most com-

can solve all users’ authentication and classification prob- petent classifier or a subset of the most competent classi-
lems. Therefore, using a single classifier for authentication fiers to perform the classification task for each test sample
decision may produce inconsistent performance. (touch stroke). The selection is based on the competence
Multiple classifier systems (MCS) or ensemble learning of a classifier in the local region of the feature space. This
method has advantage over the single classification meth- work is inspired by the outstanding results of DS methods in
ods, where the former can overcome the weakness of single other domains such as hand-digit recognition [28], remote
classifiers by combining the advantage of several classifiers. sensing [29], credit scoring [30, 31, 32], process monitor-
Since not every classification algorithm can solve all classifi- ing [33], signature verification [34], face recognition [35],
cation problems and a particular algorithm utilises different and lip-based biometric verification [36]. Finally, the main
methods to approximate the feature vectors and its class [23], contributions of this paper can be summarised as follows:

several classifiers can complement each other [24]. Stud-
ies [11, 17] have shown that Random Forest, an ensemble
learning method based on multiple Decision Trees, produced
promising results. Random Forest, however, uses a homo-
geneous pool of classifiers based on Decision Tree. This

1. The introduction of DS method into touch-based CMDA.
We realised this framework by evaluating several DS
methods on various publicly available touch-based bio-
metric datasets.

method grows a diverse tree to generate the pool of clas- 2. Ananalysis of the performance of DS methods by com-

sifiers instead of combining the classifiers from pre-defined paring the methods with state-of-the-art single classi-

base classifiers [25]. Besides, the same ensemble model will fiers and static ensemble methods.

also be used for classifying test samples, which is similar to 3. A demonstration of the potential of DS method to re-

single classifiers. duce the authentication error in touch-based CMDA.
Since one of the factors that influence the overall per- Also, the outcome of this study help pave the way to

formance of a continuous authentication scheme is the clas- explore the usage of DS method in touch-based CMDA

sification methods [26], improving the performance of the
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The remainder of this paper is organised as follows. Sec-
tion 2 presents the background and related works on touch-
based CMDA. In Section 3, we present the proposed clas-
sification framework. Section 4 describes the experimental
setup used in this work. Section 5 discusses the results of the
experiments. Finally, in Section 6, we conclude our findings
and discuss some potential future works.

2. Background and Related Work

This study focusses on user classification in touch-based
CMDA. Therefore, in this section, we first present an overview
of touch-based CMDA, classification of users in touch-based
CMDA, and related works in the area. We also provide an
overview of MCS.

2.1. Touch-based Continuous Mobile Device
Authentication (CMDA)

Continuous authentication is a user authentication scheme
that allows continuous monitoring while a user is using the
device. The continuous authentication scheme starts after
the user has passed the initial-login session, which is the
static authentication. The primary purpose of the continu-
ous authentication scheme is to lock the illegitimate user out
from the system once he or she is detected not to be the le-
gitimate user. If the scheme does not detect any illegitimate
access, the current user who is using the device will be able
to continue with using the device. Touch operations on a
mobile device’s touch screen is a behaviour biometric where
the biometric data can be collected while the user is using
the device. Unlike physiological biometrics such as face and
fingerprint, which requires the user to pay attention during
the data acquisition phase, touch behaviour allows the data
collection to be performed while the user is using the device.
This biometric modality makes it more suitable for contin-
uous authentication due to the ability for a transparent data
acquisition.

In touch-based CMDA, there are two phases: enrolment
and authentication phase. The enrolment phase starts with
the collection of raw touch data. Raw touch data such as
touch coordinates, touch pressure, touch area, and timestamp
are collected from the touchscreen sensor of the mobile de-
vice. After preprocessing the raw data, features that repre-
sent the behaviour of a user will be extracted from these raw
data to create a user profile. A classification algorithm is
then used to model the behaviour of the user and store the
user model in a database.

During the authentication phase, raw touch data from
new touch samples are collected, and the features are also ex-
tracted. These features will be compared with the stored user
model using a classifier to determine whether the collected
touch sample belongs to legitimate or illegitimate users. The
main focus of this study is on the classification part of the
continuous authentication scheme. In the next section, we
explain in detail how user classification is performed in touch-
based CMDA.

2.2. User Classification in Touch-based CMDA

A touch-based CMDA scheme performs classification
tasks to determine whether a particular touch stroke belongs
to the legitimate user or not. Each touch stroke is represented
by a feature vector. If the scheme classifies the feature vec-
tors belong to an illegitimate user, the scheme will lockout
the user. Otherwise, it will let the current user to continue
with operating the device.

During touch operation, each touch stroke produces a
vector of raw data that contains touch location, pressure,
area, timestamp, and finger orientation [10]. A touch stroke
(touch sample) x € X of a user w;,/ € {I,L} is repre-
sented by a vector of N features F = {f}, f5,...fn} €x-
tracted from the raw data. A binary classifier ¢; can be used
used to classify whether the features F of the touch sample
x; belongs to the legitimate user w, or illegitimate user w;
where {w;,w;} € Q are class labels for the classification
problem. A threshold 8 determines the classification deci-
sion y(x;) made by classifier ¢; for touch sample x;. If the
classification score is higher than the threshold 8, the touch
sample x; is classified as belongs to the legitimate user @,
or otherwise it belongs to an illegitimate user w;.

yx) = w; if /l(xj,.c,») >0
w; otherwise

where A(x i ¢;) is the classification score for a touch sample

x; using classifier ¢; and 6 is the threshold.

Many classification methods have been employed in this
domain. One of the earliest works in touch-based CMDA
can be found in work by Frank et al. [10]. The authors
proposed a framework for user classification based on the
touch interaction of users on the touch screen of mobile de-
vices. They proposed 30 behavioural features from vertical
and horizontal strokes. The authors employed two classifiers
which are Support Vector Machine (SVM) and K-Nearest
Neighbour (KNN) to distinguish between the features of le-
gitimate and illegitimate users. The classifiers achieved an
equal error rate (EER) between 0.00% to 4.00%.

Lietal. [18] proposed a continuous authentication scheme
based not only on swipe gestures, but also tap gestures. For
each type of gesture, several features were extracted. The au-
thors collected the touch data from 75 mobile phone users.
The users were allowed to use the device freely without any
pre-defined tasks. Thirteen and three features were extracted
from swipe and tap gestures, respectively. One classifier,
which is SVM, was employed in the study. It achieved a
minimum accuracy of 95.78% for sliding up gesture.

Compared to the works by Frank et al. [10] and Li et al.
[18], Serwadda et al. [12] carried out a benchmark evalua-
tion with more classifiers (10 classifiers) on a touch dataset
using 28 features. The authors collected data from 190 sub-
jects and performed the evaluation using SVM, Naive Bayes,
Random Forests, KNN, Bayesian Network, Neural Network,
Decision Tree, Logistic Regression, Scaled Manhattan, and
Euclidean Verifier. They found that Logistic Regression per-
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formed the best when tested on horizontal strokes in land-
scape screen orientation, which achieved an EER of 10.50%.

Shen et al. [11] studied the performance of touch-based
CMDA by considering different types of touch operations
(i.e. up, down, left, and right) across different application
tasks (i.e. document reading, picture browsing, web surf-
ing, and free task) and on different application scenarios (i.e.
short, middle, relative-long, and long periods of authentica-
tion). The authors implemented four classifiers which are
KNN, SVM, Backward Propagation Neural Network (BPNN),
and Random Forest on 58 behavioural features. Based on
their findings, Random Forest achieved the lowest EER of
around 1.80% for left and right operations. Apart from that,
the authors discovered that a combination of different types
of touch operations could produce a more stable and discrim-
inative authentication capability. Moreover, the authentica-
tion error in a specific task is lower than a free task. Specific
task here refers to the task during data collection where sub-
jects were asked to do some pre-defined tasks on the device
such as document reading, picture browsing, and web surf-
ing. On the other hand, free task refers to the task where
the subjects can use the device freely. Lastly, the authors
discovered that small time spans between training and test-
ing are capable of producing reasonably good authentication
performance.

Mahbub et al. [19] collected raw data from mobile de-
vices using three main sensors: front camera, touchscreen,
and location sensors. They carried out the experiments sep-
arately on the data collected from each sensor. For the touch-
screen sensor, the authors collected swipes actions from users
without any pre-defined task. Twenty-four features were ex-
tracted from each touch stroke. Seven classifiers were em-
ployed, namely KNN, SVM, Naive Bayes, Linear Regres-
sion, Random Tree with Linear Regression, Random Forest,
and Gradient Boosting Model (GBM). The results show that
Random Forest outperformed other classifiers with an EER
of 22.10%.

Fierrez et al. [13] also investigated the performance of
touch-based CMDA by considering different types of touch
operations. They compared the performance of the scheme
in three authentication scenarios. These scenarios are intra-
session, inter-session, and the combination of both scenar-
ios. A session is a period where a user starts to use the device
and ends when the user stops using the device in a certain pe-
riod. An intra-session scenario refers to the scenario where
the training and testing of a classifier are carried out on the
same session. On the other hand, an inter-session scenario
refers to the scenario where the training and testing of a clas-
sifier are carried out on different sessions. They extracted 28
features based on the work by Serwadda et al. [12] and an ad-
ditional five features adopted from Martinez-Diaz et al. [37].
Three classification methods were used in their experiments
which are SVM, Gaussian Mixture Model (GMM), and the
fusion of these two classifiers. In most cases, the perfor-
mance of the fusion method is better than a single classifier.
For single classifier, GMM performs better when compared
to SVM with an EER of 3.60% for a right swipe in an intra-

session scenario using one of the chosen datasets. They also
found that the use of the data from the latest session for en-
rolment could mitigate the variance in the data.

Meng et al. [14] studied the performance of touch-based
CMDA under two scenarios. First, based on users’ free de-
vice usage and second, web browsing usage. Based on 21
touch features from 48 subjects, they conducted a compara-
tive study using five classifiers, namely Decision Tree (J48),
Naive Bayes, Kstar, Radial Basis Function Network (RBFN),
and BPNN. Besides, they also included a combined classi-
fier Particle Swarm Optimisation with RBFN (PSO-RBFN)
in their study. They found that the behaviour deviation is
smaller during web browsing compared to the scenario of
free usage with PSO-RBFN performed the best with EER of
2.38%.

Syed et al. [17] studied the effect of user posture, device
size, and device configuration to improve the performance
of existing touch-based CMDA. The authors proposed 14
features and employed five classifiers: SVM, Logistic Re-
gression, Naive Bayes, Random Forest, and Multilayer Per-
ception (MLP). They found that Random Forest produces
the best results. The best EER is recorded at 3.80% when
the model was trained and tested using the same posture,
which is when the device was held in landscape orientation.
The study shows that user posture, device size, and device
configuration have a significant effect on the classifier per-
formance and thus should be considered when developing a
touch-based CMDA scheme.

In general, the literature summarised above employed
single classifiers to perform user classification (see Table
1). It can be observed from different studies that the per-
formance of a particular classifier varied from one study to
another. This issue might be due to the differences in data
acquisition protocol, feature extraction methods, and experi-
mental setup that varies from one study to another. Besides,
intra-class variability can also affect the performance of the
classifiers. Thus, using the same classifier on different sce-
narios may lead to an unstable performance of the continu-
ous authentication scheme. One possible way to overcome
the drawback of single classifiers is by using multiple clas-
sifier systems (MCS) or also known as ensemble learning
method, by combining the outputs of multiple classifiers for
user classification tasks. Some studies [12, 11, 19, 17] used
Random Forest, an ensemble learning method for the classi-
fication task. However, there is a lack of study on MCS in the
domain of touch-based CMDA. The next section presents an
overview of MCS.

2.3. Multiple Classifier Systems (MCS)

Multiple classifier systems (MCS) or ensemble learning
is a classification method that performs classification deci-
sion based on the combination of several classifiers to over-
come the drawbacks of single classifiers [38] and to improve
the performance of a classification task [39]. In other words,
the classification problem does not rely only on a single clas-
sifier, but by a joined decision of classifiers [40]. Many clas-
sification methods had been proposed in the literature. It is

AZ Zaidi et al.: Preprint submitted to Elsevier

Page 4 of 25



A framework of dynamic selection method for user classification in touch-based continuous mobile device authentication

Table 1

Summary and performance of single classifiers in the chosen literature

Author Dataset Feature Classifiers SVM KNN DT NB LR NN RF Performance (%)
Frank et al. [10] 1 27 2 v v - - - - - EER = 0.00-4.00
Li et al. [18] 1 16 1 v - - - - - ACC=9578
Serwadda et al. [12] 1 28 10 v v v v a v v EER =10.50
Shen et al. [11] 1 58 4 v v - - - v @ EER=180
Mahbub et al. [19] 1 24 7 v v - v v - v EER = 22.10
Fierrez et al. [13] 4 33 2 v - - - - - - EER = 3.60
Meng et al. [14] 1 21 6 - - v v - vl - AER = 2.38
Meng et al. [16] 1 9 5 vl - v v - v - AER = 4.66
Syed et al. [17] 1 14 5 v - - v Vv v @ EER=380

Abbreviations have the following meaning: SVM = Support Vector Machine, KNN = K-Nearest Neighbour, DT = Decision
Tree, NB = Naive Bayes, LR = Logistic Regression, NN = Neural Network, RF=Random Forest, EER = Equal error rate, AER =
Average error rate, ACC = Classification accuracy. v indicates the classifier employed in the study and @ indicates the classifier

was the best in the study.

generally acknowledged that no one classification algorithm
is effectively capable of handling all classification problems
[41]. Satisfactory results of MCS can be achieved if the base
classifiers in the pool are of high quality and the preparation
of the classification model depends on the structure of the
ensemble method [36].

A diverse and accurate pool of classifiers has to be gen-
erated to achieve a satisfactory result of a MCS [41, 42].
The pool can comprise of homogeneous classifiers or het-
erogeneous classifiers [41, 42]. A diverse pool of classifiers
can be generated based on different initialisation, parame-
ters, architectures, classifiers models, training sets, and fea-
ture sets [42]. This diversity will create a pool of classi-
fiers C = {cy,...,cps}, with M amount of classifiers. The
scheme will generate several models where the decision is
made based on the combination of the models either by us-
ing classifier fusion or classifier selection [43].

In classifier fusion, each classifier in the pool contributes
towards the final decision [44]. The outputs of each model
are combined to achieve higher accuracy compared to a sin-
gle classifier [29]. It assumes that all classifiers are com-
petent in the entire feature space [29]. The fusion can be
performed in several methods such as minimum, maximum,
average, median, and majority vote. It is worth to note that
classifier fusion is a form of decision-level fusion method
[29]. If there exist some redundant and inaccurate classifiers
in the pool, the performance of this method will be affected
[43].

On the other hand, classifier selection performs the fi-
nal classification decision based on the selection of a single
classifier or a subset of classifiers [43]. It can achieve a better
performance than classifier fusion since classifier selection
chooses the most promising single classifiers from the pool
instead of smoothing out the differences of singe classifiers
[33]. Generally, there are two main classifier selection meth-
ods, which are static selection and dynamic selection (DS)
[41, 42].

Static classifier selection method performs the selection
of classifier(s) during the training phase, where it will use

the same classifier(s) to classify all test samples. On the
other hand, DS method selects the most promising classi-
fier(s) for each test sample during the test phase (different
classifiers have different expertise in the local region of the
feature space). Besides, DS method performs the selection
according to the competence of a base classifier in the pool.
The selection is based on the measure of competence in each
region of competence of a test sample. It is worth to note
that test samples, in general, have different classification dif-
ficulties. Therefore, using the relevant classifier for each test
sample is useful compared to using the same classifiers for
all test samples as different classifiers have different exper-
tise in handling a particular classification task [45].

In the domain of touch-based CMDA, Meng et al. [16]
have presented a classification selection method based on an
intelligent cost mechanism that can select a less costly clas-
sifier from a pool of heterogeneous classifiers. The selection
was performed periodically. The pool of classifiers consists
of Decision Tree, Naive Bayes, RBFN, BPNN, and SVM.
The performance of the method is relatively better and more
stable compared to a single classifier. However, an extensive
study is necessary to explore various methods of classifier
selection, especially DS that has the ability to select the most
competent classifier(s) for each test sample. This exploration
may be helpful in improving the authentication performance
as the outstanding results in other domains have been shown
in several studies [28, 29, 34, 35, 30, 33, 31, 32, 36]. Our
work further explores different classifier selection methods.
Our focus will be on DS methods. There are two types of se-
lection approach in DS: dynamic classifier selection (DCS)
and dynamic ensemble selection (DES). The former selects
a single classifier to perform the classification task, while
the latter selects a subset of classifiers and combine them
to perform the classification decision. The next section will
explain further on these two types of selection approaches.
Specifically, Section 3.3.3 explains these two selection ap-
proaches.
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3. Proposed Framework

In this section, we present a classification framework for
user classification in touch-based CMDA. We first introduce
the concept of DS method and describe each step in the frame-
work.

3.1. Overview

Various classification methods have been employed in
the area of touch-based CMDA. However, these methods are
static classification methods, where the same classifier will
be used to classify all touch strokes. Authentication error
is a crucial problem because there is a wide range of fac-
tors that can influence its reliability. Authentication error is
also further challenged by the nature of the touch data that
has high intra-class variability. On top of that, according
to the "no free lunch" theorem [22], there is no single al-
gorithm that can solve all users authentication and classifi-
cation problems. Therefore, using a single classifier for au-
thentication decision may produce inconsistent performance
and may also challenge the reliability of the authentication
scheme.

The rationale behind DS method is the selection of the
most competent classifier ¢; or a subset of the most compe-

tent classifiers C’ from a pool of M classifiers C = {c, ..., cps }

to perform the classification task for a test sample x;. The
method estimates the competence level §;; of each base clas-
sifier ¢; € C [42]. The competence level §;; is estimated
using a measure of competence in the local region 6; of the
feature space where a test sample x; is located. It is pre-
sumed that each classifier is an expert in its local region in
the feature space [29]. This idea can be seen in the real world
where a particular decision can be made based on experts
with different background and expertise.

DS method performs the selection of classifier(s) for each
test sample x; during the test phase, where it selects a sin-
gle classifier ¢; or a subset of classifiers C’ [42]. Figure
1 show the proposed framework for user classification in
touch-based CMDA based on DS method. There are three
main phases in this framework: (1) generation, (2) selection,
and (3) aggregation.

In order to realise this framework, we evaluated various
DS methods. Table 2 shows the DS methods evaluated in
this study. The methods chosen in this study differ in terms
of the region of competence definition, selection criteria, and
selection approach. It is worth to note that the main chal-
lenges in DS are the region of competence definition and the
measure of competence of base classifiers [46]. Therefore,
in this study, we evaluated the DS methods that have dif-
ferent ways of defining the region of competence (Section
3.3.1) and measure of competence level of base classifiers
(Section 3.3.2). Algorithm 1 presents the general phases in
DS methods.

3.2. Pool of Classifiers Generation

Multiple classifiers can be generated based on different
methods such as based on homogeneous or heterogeneous
base classifiers. Pool of homogeneous classifiers can be gen-

erated based on algorithm initialisations, parameter settings,

algorithm architecture, training sets, and feature sets [42].

On the other hand, pool of heterogeneous classifiers can be

generated based on different types of classification algorithms
(eg. SVM, KNN and etc.) [42].

The classifiers in the pool should be accurate and diverse[56].
Accurate classifiers refer to the classifiers that have a classi-
fication error rate lower than random guessing, whereas di-
versity refers to the error made by the classifiers are different
from each other. It is worth to note that an MCS will not be
able to outperform the base classifiers if the classifiers in the
pool are same [57]. Therefore, ensuring the diversity of the
pool is crucial. On top of that, the base classifiers in the pool
are trained using a training set D,,,;,-

In this study, we focus on the generation of pool classi-
fiers C = {cy,..,cpr}, of M = 6 heterogeneous classifiers.
Existing studies in the domain have employed various clas-
sification algorithms to classify users. Therefore, we used
some of the classifiers that have been widely employed in
the literature to generate the pool of base classifiers. Below
are the six shortlisted base classifiers:

1. K-Nearest Neighbour (KNN) [58]: An instance-based
classification method that assumes the new sample of
touch stroke from the test set is similar to the data in
training set. The algorithm finds the touch strokes in
the training samples that are close to the touch strokes
from test set based on a Euclidean distance measure.

2. Support Vector Machine (SVM) [59]: A discrimi-
native classification method that separates the features
of a legitimate user and illegitimate users using max-
imised hyperplane [60]. A new touch sample will be
mapped into the separated space and classified to be-
long as the sample from a legitimate or an illegitimate
user.

3. Decision Tree (DT) [61]: A non-parametric classifi-
cation method that creates a tree model. The tree is
created by choosing features as the decision nodes. A
touch sample is classified based on these nodes.

4. Naive Bayes (NB) [62]: A probabilistic method based
on Bayes theorem [63]. It classifies a touch stroke
based on the probability that it belongs to a particu-
lar class.

5. Logistic Regression (LR) [64]: A statistical method
based on linear regression where the prediction of the
legitimate user is transformed using the logistic func-
tion. Touch samples from the training data estimate
the coefficients of the model using maximum-likelihood
estimation.

6. Neural Network (NN) [62]: This method was inspired
by the neural network of the human brain. It con-
sists of an input, hidden layers, and an output [65].
The neurons in the input layer receive touch features
of each user where the algorithm assigns each neuron
with a weight based on a particular function. This in-
formation is transferred within the hidden layers. The
algorithm produces an output at the output layer after
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Figure 1: The framework of user classification in touch-based CMDA using DS method.
It consists of three phases: (1) generation, (2) selection, and (3) aggregation. During the
test phase, a touch stroke x; will be classified by the most competent classifier ¢; € C or
a subset of classifiers C’ € C. In the later case, fusion is needed to combine the selected

classifiers.

Table 2

DS methods evaluated in this work, summarised in terms of the region of competence
definition, selection criteria, and selection approach.

Technique Acronym Region of competence definition  Selection criteria Selection approach
Classifier Rank [28] DCS-Rank KNN Ranking DCS
Overall Local Accuracy [44] DCS-OLA KNN Accuracy DCS
Local Class Accuracy [44] DCS-LCA KNN Accuracy DCS
A Priori [47] DCS-Priori KNN Probabilistic DCS
A Posteriori [47] DCS-Posteriori  KNN Probabilistic DCS
Multiple Classifier Behavior [48] DCS-MCB KNN Behaviour DCS
Modified Local Accuracy [29] DCS-MLA KNN Accuracy DCS
DES-Clustering [49, 50] DES-Clustering  Clustering Accuracy & Diversity DES
DES-KNN [49, 50] DES-KNN KNN Accuracy & Diversity DES
K-Nearest Oracles Eliminate [51] DES-KNORAE  KNN Oracle DES
K-Nearest Oracles Union [51] DES-KNORAU  KNN Oracle DES
DES-Exponential [52] DES-Exp Potential function Probabilistic DES
DES-Logarithmic [52] DES-Log Potential function Probabilistic DES
DES Minimum Difference [53] DES-MD Potential function Probabilistic DES
DES Randomized Reference Classifier [43] DES-RRC Potential function Probabilistic DES
DES Performance [25] DES-P KNN Accuracy DES
DES Kullback-Leibler [25] DES-KL Potential function Probabilistic DES
K-Nearest Output Profiles [54] DES-KNOP KNN Behaviour DES
META-DES [55] META-DES KNN Meta-Learning DES

several iterations. Specifically, multi-layer perceptron
(MLP) was used in this study.

We maintain the number of base classifiers to be small
since increasing the size of the pool may increase the pos-
sibility of choosing a non-competent classifier [66]. Also,
we used different types of classifiers to ensure the diversity
of the pool. On the other hand, an MCS with homogeneous
classifiers requires more advanced training to create diver-
sity amongst the base classifiers (e.g. different training sets
and different feature sets) [36].

3.3. Selection

The main difference between DS and static classifier se-
lection methods is the selection of classifier(s) are performed
during the test phase. During the test phase, the region of
competence of a test sample x; will be determined. Based

on the selected region, the most competent classifier(s) in
the region will be selected to perform the classification task.

3.3.1. Region of Competence Definition

The region of competence of a base classifier is first de-
fined based on different parts of the feature space, where the
region is also known as local regions [31]. The region of
competence ¢; of a touch stroke x; is the K data points in
the validation set D, such that 6; = {x, ..., xg }. The fea-
ture space is divided into different regions where the most
competent classifier is determined based on these partitions.

In this study, we evaluated various methods of defin-
ing the region of competence based on the DS methods em-
ployed in Table 2. These methods include K-nearest neigh-
bours [28, 44, 47, 48, 29, 49, 50, 51, 54, 55], clustering
[49, 501, and potential function [52, 43, 25]. For KNN, the
region of competence 6; of a test sample x; is defined as the
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Algorithm 1: General DS Algorithm

Input: Training set D,,;,, validation set D, ,, test set D

a pool of classifiers C, size of competence region K.

Output: The most competent classifier ¢; € C or a subset of the most competent classifiers C' C C for each test

sample x; € D,,g.

Train M base classifiers C = {cy, ..., ¢;s } using training set D,,,;, (as described in Section 3.2) ;

for each test sample x; € D, do

test

if C’ # ( then

methods as described Section3.3.3) ;

else

described in Section 3.3.3) ;
Use the selected classfier ¢; to classify x; ;
end if
end for

Define the region of competence using one of the methods described Section 3.3.1 ;
Compute the level of comptence §;; for each classfier ¢; € C using one of the methods desribed in Section 3.3.2 ;

Select a subset of the most competent classifiers C’ from the pool of classfiers C (i.e. using one of the DES
Combine C’ using the aggregation method as described in Section 3.4 to classify x s

Select the most competent classifier ¢; from the pool of classfiers C (i.e. using one of the DCS methods as

K-nearest samples in the validation set D, from x;. The
step will be carried out during the test phase. In order to
find the K-nearest neighbour of x s the distance from x ;o
all data points in D,,; has to be computed. This process will
increase the computational time if the size of D, is large
[33]. Also, determining the number of K is a challenging
task since the choice of the number may affect the perfor-
mance of the DS method [48]. In this study, we set the num-
ber of K = 7 because it is commonly used in existing DS
studies [42, 31, 23].

On the other hand, for clustering methods, the region of
competence ¢; is defined using a clustering algorithm dur-
ing the training phase, and the most competent classifiers
are determined for each cluster. During the test phase, the
scheme will determine which cluster of a test sample x; be-
longs to by calculating the distance between sample x; and
the centroid of each cluster. Therefore, the sample x j will be
assigned to a cluster that has the shortest distance with the
centroid. As a result, this method requires lower computa-
tion cost since only the distance between the test sample and
the centroid of each cluster is calculated. However, the defi-
nition of region of competence using the clustering method
is less precise compared to KNN method [42]. In this study,
we set the number of cluster to 2.

In contrast to both KNN and clustering methods that de-
fine the region of competence ¢; by considering only some
of the samples in the validation set D,,;, potential function
[67] utilises the whole D, to measure the level of compe-
tence of a classifier ¢; by weighting it with the distance of
sample x, k € D, with the test sample x;, j € D, us-
ing a potential function. Therefore, this method originally
does not need to set the number of nearest neighbours or the
number of clusters. However, it needs a higher computa-
tional cost due to the computation of the distance between
the test samples and the samples in the validation set D,
[42]. Therefore, in our study, to reduce the computational

cost, we set the size of the region to 7.

3.3.2. Level of Competence Estimation

In each region of competence, the most competent clas-
sifier will be determined based on a particular measure of
competence. During the test phase, the scheme will deter-
mine which local region where a test sample belongs to and
perform classification based on the most competent classi-
fier for that region. Several criteria have been proposed to
estimate the competence level of a classifier. The validation
set D, is utilised to evaluate the base classifiers, and there-
fore the outcome will be used to measure the competence of
each base classifier x;.

The DS methods employed in this study estimate the com-
petence of a classifier based on the criteria such as rank-
ing [28], accuracy [44, 29], accuracy and diversity [49, 50],
probabilistic [47, 52, 43, 25], classifier behaviour [48, 54],
Oracle [51], and meta-learning [55]. The next section will
explain about the DS methods based on the aforementioned
selection criteria.

3.3.3. Selection Approach

In the selection phase, one or more classifiers will be
selected to perform the classification task. There are two
main selection approaches in DS method, namely Dynamic
Classifier Selection (DCS) and Dynamic Ensemble Selec-
tion (DES). DCS will select the classifier that has the highest
competence level in a particular region of the feature space
to perform the classification task. The selection of a sin-
gle classifier depends on the generalisability of the classifier
[66]. On the other hand, DES will select a subset of the most
competent classifiers and aggregate them to make the classi-
fication decision [42]. This approach can reduce the risk of
over-generalise of a selected single classifier by distributing
the risk through selecting a subset of classifiers from the pool
[66]. This selection approach can be considered as the com-
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bination of classifier selection and classifier fusion, where a
subset of classifiers are selected and aggregated using a fu-
sion method.

In this study, seven DCS methods were employed as fol-
lows. The classifier that has the highest competent based on
each particular method will be selected to perform the classi-
fication of the test sample x;. For all methods, the region of
competence 6 ;= {x{, ..., x; } is defined using the K-nearest
neighbour of test sample x;.

1. Classifier Rank (DCS-Rank) [28]: The competence
level 6;; of a base classifier ¢; is estimated by first cal-
culating the number of consecutive correct classifica-
tion of samples in the region of competence 6; of a test
sample x ;. Then, classifier ¢; will be given the highest
rank if it has the highest number of correct classifica-
tion for consecutive samples and selected as the most
competent classifier.

2. Overall Local Accuracy (DCS-OLA) [44]: The com-
petence level 6;; of a base classifier ¢; is estimated
based on the accuracy of correct classification of sam-
plesin the local region 6; of a test sample x ;. The clas-
sifier with the highest competence level based on this
measure will be selected to classify the test sample x ;.

3. Local Class Accuracy (DCS-LCA) [44]: The com-
petence level 6;; of a base classifier ¢; is also estimated
based on the accuracy of correct classification of sam-
ples in the region of competence 6; of a test sample x ;,
but defined only for the class label assigned for a sam-
ple x; by classifier ¢;. The classifier with the highest
competence level based on this measure will be se-
lected to classify the test sample x;.

4. A Priori (DCS-Priori) [47]: The competence level
0;; of a base classifier ¢; is estimated based on the
posterior probability of each class label. The measure
then weighted with the distance (based on Euclidean
distance) from a test sample x;; to the samples in the re-
gion of competence ;. The classifier with the compe-
tence measure higher than a predefined threshold will
be selected to classify the test sample x; (significantly
better than the other base classifiers). If no such a clas-
sifier exists, all base classifiers will be aggregated us-
ing a majority voting rule.

5. A Posteriori (DCS-Posteriori) [47]: The competence
level §;; of a base classifier c; is also estimated based
on the posterior probability but also based on the class
predicted by the classifier ¢;. The measure is then
weighted with the distance (based on Euclidean dis-
tance) from a test sample x; to the samples in the local
region 6;. The classifier with the competence measure
higher than a predefined threshold will be selected to
classify the test sample x; (significantly better than the
other base classifier). Otherwise, all base classifiers
will be aggregated using a majority voting rule.

6. Multiple Classifier Behavior (DCS-MCB) [48]: The
competence level §;; of a base classifier c; is estimated
based on the similarities between the output profile of

a test sample x; and the region of competence using
BKS algorithm [68]. The region of competence 6;
is vary depending on this similarity. The samples in
the region with lower similarity than the predefined
threshold will be removed from the region of compe-
tence 6;. The competence level §;; of a base classifier
c; is then estimated as the classification accuracy of the
final region of competence ¢;. Therefore, the classi-
fier ¢; that is higher than a predefined threshold will
be selected to classify the test sample x;. Otherwise,
all base classifiers will be aggregated using a majority
voting rule.

. Modified Local Accuracy (DCS-MLA) [29]: The

region of competence 6; of a test sample x; is defined
in such a way that the distance between the samples in
the region of competence 6; and the test sample x; is
considered to overcome the issue where a larger num-
ber of samples in the region will include samples that
are not similar to x; while a lower number of sam-
ples will exclude samples that are similar to x;. The
samples in the region of competence 6; is weighted by
their Euclidean distance to the test sample x; so that
the samples in the region of competence 6; that are
closer to the test sample x; have a greater influence
in estimating the competence level. The competence
level §;; of the classifier will be estimated based on
the accuracy in this defined region ¢;. The classifier
that has the highest competence level will be selected
to classify the test sample x;.

For DES, 12 methods were employed. These methods
differ in the criteria used for estimating the level of compe-
tence and the method used for defining a region of compe-
tence. The DES methods are described as follows.

1. DES-Clustering [49, 50]: The competence level 6, ;

of a base classifier c; is estimated by considering the
accuracy and diversity (based on Double Fault mea-
sure [69]) of the classifier. The ranking is made so that
the accuracy is in decreasing order, and the diversity is
in increasing order to rank the most accurate and the
most diverse classifiers, respectively. The region of
competence ¢; is defined using the K-Means cluster-
ing algorithm by partitioning the validation set D,
during the training phase. The selection of the sub-
set of the most competent classifiers C’ is performed
during the training phase for each respective cluster.
During the test phase, the distance between the cen-
troid of each cluster and a test sample x; is calculated
to find the closest cluster, where each cluster has been
determined to have the most competent classifiers C’
during the training phase. Finally, the top N accurate
and J diverse classifiers will be selected as the most

competent classifiers C’ to classify the test sample x ;e

. DES-KNN [49, 50]: The competence level 6, ] of a

base classifier ¢; is estimated by considering the ac-
curacy and diversity (based on Double Fault measure
[69]) of the classifier, by ranking accuracy in decreas-

ing order, and diversity in increasing order, to rank the
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most accurate and the most diverse classifiers, respec-
tively. The region of competence ¢; is defined using
K-nearest neighbour of a test sample x;. The top N
accurate and J diverse classifiers will be determined
as the most competent classifiers C’ by utilising the
samples in the region of competence 6;.

. K-Nearest Oracles Eliminate (DES-KNORAE) [51]:
The competence level 6;; of a base classifier ¢; is esti-
mated based on the concept of Oracle [70]. The clas-
sifiers that can correctly classify all samples in the re-
gion of competence ¢; will be selected to form a subset
of classifiers C’. If there are no such classifiers, the re-
gion of competence 6; will be reduced by eliminating
some samples in the region. The search for the clas-
sifiers that can meet this criterion will continue until
the criterion is achieved. Once this criterion achieved,
those classifiers are selected as the most competent
classifiers C’.

. K-Nearest Oracles Union (DES-KNORAU) [51]: The
competence level 6;; of a base classifier ¢; is also es-
timated based on the concept of Oracle [70]. It per-
forms the selection of all classifiers that can correctly
classify at least one sample in the region of compe-
tence 0;. The classifiers that correctly classifies the
sample in the region of competence 6; will provide
the votes, and the votes will be used for the classifi-
cation decision. The number of votes of a classifier c;
is equal to the number of correctly classified samples
in the region of competence ;. These votes are col-
lected from all base classifiers to be aggregated for the
final classification decision.

. DES-Exponential (DES-Exp) [52]: The competence
level 6;; of a base classifier ¢; is estimated with respect
to random guessing. This method utilises the class
support produced by the classifier c; for class w,;. It
defines the source competence of the classifier c; at a
point x; in the validation set D,,,; using an exponen-
tial function. The competence level §;; of classifier
¢; is generalised to the entire feature space by weight-
ing the source competence with a potential function.
The classifier is competent if the competence level is
greater than 0 and will be selected and aggregated to
perform the classification task.

. DES-Logarithmic (DES-Log) [52]: The competence
level 6;; of a base classifier ¢; estimated with respect to
random guessing. This method utilises the class sup-
port produced by the classifier ¢; for class w;. It de-
fines the source competence of the classifier c; at at a
point x; in the validation set D, using a logarithmic
function. The competence level §;; of the base clas-
sifier ¢; is then generalised to the entire feature space
by weighting the source competence with a potential
function. The classifier is competent if the compe-
tence level is greater than 0 and will be selected and
aggregated to perform the classification task.

. DES Minimum Difference (DES-MD) [53] : The
source of competence of a base classifier c; is first es-

10.

11.
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timated based on the uncertainty of the classifier’s de-
cision and its correctness. This criterion is known as
Minimal Difference. If the source of competence is
higher than 0, the classifier ¢; is considered as com-
petent. Otherwise, it is considered as incompetent,
where the source of competence te is lower than 0.
These values then generalised to the entire feature space
using a potential function. The subset of the most
competent classifiers C' € C are selected and aggre-
gated.

Randomized Reference Classifier (DES-RRC) [43]:
The competence level 6;; of a base classifier ¢; is es-
timated based on the concept of a hypothetical ran-
domised reference classifier (RRC), where the proba-
bility of correct classification by RRC is utilised. The
RRC produces the class supports based on random
variables produced by a beta probability distribution,
where expected values of the class support produced
by the RRC is equal to the class supports produced by
a base classifier ¢;. The competence level 6;; of a base
classifiers c; is generalised to the entire feature using
a potential function. The subset of classifiers C' C C
are selected for the classification task if the compe-
tence is higher than the probability of RRC.

. DES-Performance (DES-P) [25]: The competence

level ;; of a base classifier ¢; is estimated based on the
difference between the accuracy of the base classifier
¢; in the region competence 6; (defined by weighted
KNN [29]) and the performance of the random clas-
sifier cpc that randomly chooses a class with equal
probabilities. A subset of classifiers C' C C with a
positive value of competence level 6;; are selected c’
performs better than cg.) and aggregated to perform
the classification task for the test sample x;.

Kullback-Leibler (DES-KL): The competence level
0;; of a base classifier ¢; is estimated based on in-
formation theory perspective, which is calculated as
the Kullback-Leibler divergence between the uniform
distribution and the vector of class support of the clas-
sifier ¢;. It measures the closeness between the func-
tions and the probability of random classification. This
source of competence then generalised to the entire
feature space using a potential function. A subset of
classifiers C’ C C with a positive value of compe-
tence level §;; are selected and aggregated to perform
the classification task for the test sample x;.

K-Nearest Output Profiles (DES-KNOP) [54]: The
competence level §;; of classifier ¢; is estimated based
on the similarity between the test sample x; and the
samples in the region of competence 6, in the form
of output profiles. The region of competence ¢; is de-
fined based on the output profiles, which is the deci-
sion of the base classifier ¢;. This method performs
the selection of classifiers that correctly classified at
least one sample in the region of competence ;. Each
classifier provides the vote, and the votes from all clas-
sifiers are aggregated for the final classification deci-
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sion.

12. META-DES [55]: The competence level 6; ; of a base
classifier ¢; is estimated based on multiple criteria,
which include neighbours’ hard classification, poste-
rior probability, overall local accuracy, output profiles
classification, and classifier’s confidence. This method
views the criteria as a meta-problem, where it extracts

meta-features of each criterion and trains a meta-classifier

(using Naive Bayes) to determine whether the base
classifier ¢; is competent or not (meta-classes) to clas-
sify the test sample x;. The base classifiers C’ that
achieved a certain level of competence are selected
and then aggregated for the final classification deci-
sion.

3.4. Aggregation

In the aggregation phase, if more than one classifier were
selected (i.e. DES methods), a fusion method is used to
make the final decision [41]. Combination rules such as ma-
jority voting (MV), maximum, minimum, or trainable fusers
(e.g., stacking) are usually used. In the case where only one
classifier is selected (i.e. DCS), no aggregation is needed
[41]. In this study, all DES methods use majority voting as
the aggregation method. The reason of this choice is the
simplicity of MV in combining multiple classifiers.

4. Experimental Setup

In this section, we present the experimental setup to eval-
uate our proposed framework. The experimental setup con-
sists of several components, namely, datasets, benchmark
methods, model training and testing, and evaluation metrics.
We also describe the statistical test of significance that we
used for our analysis.

All experiments in this study were carried out using the
Python machine learning package, Scikit-learn [71] and an
ensemble learning library, DESIib [72] for the DS methods.
The experiments were performed on a PC with 2.4 GHz, In-
tel(R) Xeon(R) CPU and 32 GB RAM, using the Microsoft
Windows 10 Enterprise operating system.

4.1. Dataset

We performed the experiments in this study using four
publicly available touch biometric datasets. All datasets con-
sist of swipe gestures as the touch operation. Swipe gestures
are the most frequently performed strokes during normal de-
vice usage where users perform activities such as browsing
web pages, reading texts, and viewing images. Therefore,
this type of gesture is suitable for touch-based CMDA [12].

Table 3 shows the details of the datasets. The datasets
differ in terms of the number of subjects, the number of ses-
sions, the duration taken to acquire the data, data collection
environment, and the number of features. We also used the
original features presented by the authors of the datasets to
investigate the performance of the proposed method with
different kinds of features.

4.1.1. Frank Dataset

Frank dataset [10] consists of swipes data from 41 sub-
jects on Android smartphones. The subjects were required
to read texts and compare images, which produced vertical
and horizontal strokes, respectively, in several sessions. Ini-
tially, there were three sessions for text reading and two ses-
sions for image comparison on the same day. Between each
session, there were several minutes of intervals before con-
tinuing to the next session on that day. After at least a week,
some subjects participated in another session of data collec-
tion for the same tasks, but only one session for each text
reading and image comparison. The authors presented 27
touch-based features.

4.1.2. Serwadda Dataset

Serwadda dataset [12] consists of swipe data from 190
subjects using an Android device, in two separate sessions
with an interval of at least one day. In each session, subjects
were required to answer a series of multiple-choice ques-
tions. The tasks produced horizontal and vertical swipes
when subjects swiped back and forth to answer the ques-
tions. Any short strokes that have four or fewer touchpoints
were considered as outliers and were discarded. For this
dataset, the portrait and landscape orientation of the screen
were processed separately. Compared to Frank dataset, the
orientation of the screen is included as part of the features.
In Serwadda dataset, for each direction of stroke, there are
two screen orientations involved. The authors presented 28
features for each swipe action.

4.1.3. Antal Dataset

Antal et al. [73] collected touch data from 71 subjects
using eight different Android devices in four weeks. The
subjects were required to perform tasks related to the read-
ing of documents and browsing of an image gallery, which
produce vertical and horizontal swipes, respectively. Each
subject was required to perform the tasks in multiple sessions
and might have used different devices in different sessions.
The authors presented 15 features for each swipe action.

4.1.4. Mahbub Dataset

Mahbub et al. [19] presented a multi-modal dataset, called
as the University of Maryland Active Authentication Dataset
02 (UMDAA-02) dataset. It is originally a multi-modal dataset
for continuous authentication. The data were acquired from
multiple sensors, including the front-facing camera, touch-
screen, gyroscope, accelerometer, magnetometer, light sen-
sor, GPS, Bluetooth, WiFi, proximity sensor, temperature
sensor, and pressure sensor. The data were collected from 48
subjects using smartphones for a period of over two months.
We chose this dataset for our experiments because it includes
touch data from swipes actions. We did not use data from
other sensors other than those from the touchscreen in this
study, as our main focus is on touch-based CMDA. Besides,
there are no pre-defined tasks to perform during data collec-
tion (or in other words, free tasks), which is quite different
from all the other datasets. Compared with other datasets
that have multiple sessions, the sessions of Mahbub dataset
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Table 3

Summary of the selected datasets
Dataset Subject  Session  Duration Interval Environment  Features
Frank [10] 41 7 25 - 50 minutes  Several minutes  Controlled 30
Serwadda [12] 190 2 - > 1 day Controlled 28
Antal [73] 71 - 4 weeks - Controlled 15
Mahbub [19] 48 ~248 1 week - Uncontrolled 24

are not based on a specific duration, but instead, each ses-
sion starts and ends when the device is unlocked and locked,
respectively. There are 24 features presented by the authors.
To prevent outliers, swipes with less than five data points
were discarded in our study.

For all datasets, there are different types of touch-based
features. The range of values varies from one feature to
another. To avoid any bias in model building, we trans-
formed the feature data by scaling the values of all features
in the range of [0, 1] using Min-Max Scaler. Besides, these
datasets can also be obtained from [13].

4.2. Benchmark Methods and Hyper-parameter
setting

To evaluate the performance of the DS methods, we com-
pared their performance with some benchmark methods. The
first group of benchmark methods are the single classifiers
that form the pool of classifiers. The single classifiers in-
clude SVM, NB, DT, KNN, LR and NN (MLP), as described
in Section 3.2. Second, we employed static ensemble meth-
ods, which include:

e Random Forest (RF) [74]. It generates multiple deci-
sion trees and combines each output of the trees using
majority voting to obtain the final classification deci-
sion.

e Majority Voting (MV) [75]: The outputs of each base
classifier in the pool, as discussed in Section 3.2, are
combined using the majority voting rule to make the
classification decision.

o Static Selection (SS) [76]: It selects the best-performing

classifiers in the pool and combines them.

o Single Best (SB) [76]: It selects the base classifier in
the pool that achieve the highest accuracy based on the
validation set D, ;.

It worth to note that RF is a homogeneous ensemble clas-
sifier that consists of multiple decision trees (the same type
of classification algorithm), whereas MV, SS and SB are
heterogeneous ensemble classifiers that consist of different
types of classifiers as discussed in Section 3.2. RF and MV
aggregate all base classifiers in the original pool of classi-
fiers C. On the other hand, SB and SS perform classifier(s)
selection first before performing the final classification de-
cision. Also, we would like to note that SB only selects a

single classifier ¢; € C while SS selects a subset of clas-
sifiers C’ C C. Finally, if an MCS involves a selection of
classifier(s), (i.e. SB and SS), the same selected classifier(s)
will be used to classify all test samples. This type of MCS
is known as a static selection of classifier(s), which differ-
ent from DS [41, 42], where the selection of classifier(s) is
performed for each test sample.

Also, it is recommended that for a DS method to surpass
MYV, SS, and SB of the same pool as the minimum require-
ment [41]. The classification methods mentioned above also
have hyper-parameters that may impact the performance. There-
fore, we employed a grid search algorithm to tune the hyper-
parameters for each classification algorithm. Table 4 shows
the hyper-parameters for each classification algorithm and its
respective values. The hyper-parameters that are not men-
tioned in this table used the default setting based on their
respective algorithm’s implementation.

4.3. Model Training and Evaluation

We treated the classification problem as a binary classi-
fication task, where device-sharing is possible (i.e. children,
family members, or acquaintances might borrow the device)
[77]. Therefore, we employed binary classifiers to model
a user profile considering this situation. For each subject,
we first choose one of the subjects as the legitimate user.
We then randomly choose some other subjects as illegiti-
mate users. We repeated this step for all users in the dataset.
We aim to simulate the situation where the illegitimate users
have gained access to the device and are trying to access the
information stored on the device. In other words, we assume
that the device was unlocked, which allows the illegitimate
users to access it, or the illegitimate users could by-pass the
initial login session. This simulation can be considered as
the approximation to the real situation of unknown attacker
[20]. In this case, our threat model is considered as random
attacks. In other words, illegitimate users do not have the in-
formation about the legitimate user to imitate the legitimate
user’s touch gestures.

The base classifiers were trained using a training set D,,.,;,,.
N randomly chosen samples from a legitimate user’s data
and also N samples combined from the other N /10 ran-
domly chosen subjects as the illegitimate user’s data. Thus,
each illegitimate user contributes 10 training samples. In
this study, we used N = 40 training samples to train the
classifiers, and the other four users were randomly chosen as
the data of illegitimate users. As discussed in the work by
Serwadda et al. [12], we also set the same number of training
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Table 4
Summary of parameters and settings associated to each classifier
Model  Hyper-parameter Value
SVM Regularization parameter, C [0.001, 0.01, 0.1, 1, 10, 25, 50, 100, 1000]
Kernel RBF
Kernel coefficient, y 1 / number of features
Tolerance for stopping criterion le~?
NB - -
DT Maximum depth of the tree [none, 5, 10, 15,20, 25, 30]
Minimum number of samples to split [2, 4, 6, 8, 10]
Minimum number of samples at a leaf [1, 2, 3,4, 5]
KNN  Number of neighbours [1,...,10]
Algorithm KD tree
Distance metric used for finding neighbours  Euclidean
LR - -
NN Number of hidden layers 1
Number of hidden nodes 50
RF Number of trees 100

samples across different subjects to obtain the most uniform
results and to avoid any bias that may arise in the case where
some users have more or fewer samples. In order to ensure
this requirement is met, we set the minimum number of sam-
ples for each user to 60 for a particular scenario of the ex-
periments. Subjects who did not meet this minimum number
of samples in a particular scenario were excluded from the
evaluation. Furthermore, the samples that were not chosen
as training samples for both legitimate and illegitimate users
were used as the test samples to form the test set D,,;. It is
worth noting that some datasets have two main scenarios in
the experiments, which are intra-session and inter-session.
In the former scenario, we trained and tested a model on the
dataset of the same session. While in the latter scenario, we
trained a model with one session and tested it with a later
session to ensure that the test samples have been generated
later than the training samples.

Besides, in order to estimate the competence of classi-
fiers, we used a validation set D, ;. Similar to [78], due to
the low sample size from each user, the whole training set
was used as the validation set. The region of competence of
a test sample was defined using this validation set. We esti-
mated the competence of the base classifiers in the pool to
classify a particular test sample by considering the samples
that belong to this region.

4.4. Evaluation Metric

Evaluation metric plays a vital role in evaluating the per-
formance of a classification method. Since this study fo-
cusses on the security mechanism of mobile devices, it is
crucial to choose the right evaluation metric that suits the
purpose. In this study, we evaluated the performance of
the classification methods based on the authentication error
rates. The error rates can be measured in terms of false ac-
ceptance rate (FAR) and false rejection rate (FRR).

FAR is the ratio between the number of touch strokes of
illegitimate users that were wrongly classified as the touch
strokes of the legitimate user, and the total number of test
samples of the illegitimate user, as shown in Equation 1:

Y XU, L)
Y X()

where X (I, L) is the number of touch samples of illegitimate
users that are classified as touch samples from the legitimate
user, and X (1) is the total number of touch samples of ille-
gitimate users.

On the other hand, FRR is the ratio between the number
of test samples of the legitimate user that were wrongly clas-
sified as the touch strokes of illegitimate users, and the total
number of touch strokes of the legitimate user. Equation 2
shows the calculation of FRR.

FAR = x 100% €))

> X(L,I)
Y X(L)

where X (L, I') is the number of touch samples of legitimate
users classified as touch samples from the illegitimate user
and X (L) is the total number of touch samples of legitimate
users.

FAR and FRR, respectively measure the security and us-
ability of a particular scheme. A threshold can be adjusted
to make the scheme more usable or more secure [17]. The
threshold can be lowered to increase the usability with low
FRR, but at the cost of high FAR (less restrictive). On the
other hand, the threshold can also be increased to be more
restrictive with low FAR, but high FRR (less usable). In
this study, we varied the threshold for each user to obtain an
equal error rate (EER). EER measures the trade-off between

FRR = x 100% )
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security as well as usability and the overall performance of
a scheme. Equation 3 shows the calculation of EER.

EER:FAR+FRR 3)
2
where the difference between FAR and FRR should have the
smallest value based on the variation of thresholds [79].

Therefore, we used EER to compare the overall perfor-
mance of a classification method. A lower value of EER sug-
gests a better classification method. We experimented each
classification method for each user and reported the results
for a particular experiment as the average of all users.

To compute EER, we employed the classification score
(prediction probability) generated from a particular classifi-
cation algorithm. Each test sample (a touch stroke) was eval-
uated using the classification algorithms in this study. The
score represents the algorithms’ certainty in predicting a test
sample belonging to either a legitimate or illegitimate user.
The score is in the range of 0 and 1. The higher the value,
the more confident the classifier is on predicting the class.
For example, if the score for predicting the legitimate user
is larger than the threshold, the test sample is assigned as
belongs to the legitimate user, or otherwise, the illegitimate
user. Similar to other related studies [10, 12, 11, 13], we
also used an average score of multiple consecutive strokes
for the authentication decision instead of the score of a sin-
gle stroke. In this study, we used the average score of 10
strokes.

Even though this metric can show the performance of
each classification method, it may not be sufficient to show
its superiority by using the metric alone. Statistical tests are
needed to show that a particular method is significantly dif-
ferent from others.

4.5. Statistical Tests of Significance

We further analysed the results of the experiments by ex-
amining the statistical significance of the classification meth-
ods. There are several scenarios in each dataset. For ex-
ample, in Antal datasets, there are two scenarios: vertical
and horizontal strokes. For each scenario of a dataset (see
more in Section 5), the classification method that achieved
the lowest average EER across all users in a particular sce-
nario was ranked at 1, followed by the second lowest EER as
rank 2, and so forth. In case of a tie (more than one method
achieved the same EER), their ranks were averaged. Finally,
the average rank for each classification method is then ob-
tained by considering all scenarios across all datasets. Thus,
the best method is the one that has the highest average rank
(lowest in value) throughout different scenarios.

We employed Friedman test [80], to statistically compare
the ranks of various classification methods in this study. We
chose this non-parametric test because the assumptions of
parametric tests tend to be violated in our comparisons (i.e.
normal distribution or homogeneity of variance). It tests the
null hypothesis that there is no difference between the evalu-
ated methods. The test was conducted for multiple methods

on multiple scenarios across different datasets. The Fried-
man statistic was computed as follows:

) 12D , K(K+1)?
== _ AR? - ——— 4
YFZ KK+ 1) ; J 4 » @

where K is the number of classification methods and D is
the number of scenarios combined from all datasets. AR y
denotes the average rank of the j-th method over all the sce-
narios i € D that is:

D
AR, =5 D7, 5)

i=1

If the null hypothesis of Friedman’s test is rejected (at
a = 0.05), it indicates a significant difference among the
evaluated methods in terms of the average ranks of EER.
Then, we used the Nemenyi post-hoc test [81] to test the
comparison of the pairwise comparison of the methods on
multiple scenarios. The test states that the performances of
two or more methods are significantly different if their aver-
age ranks differ by at least the critical difference (CD). The
CD is computed as:

K(K+1
CD = gyen = . ©)

where ¢, ., k is the value based on the Studentized range
statistic. We displayed the results of the comparison using a
CD diagram [82, 83] to visualise the ranking of the perfor-
mance of the evaluated classification methods. The diagram
also displays the critical difference between each method to
show its significant difference.

The next section presents our results and finding based
on the experiment setup in this section.

5. Results and Discussion

In this section, we present the experimental results of our
study. The DS methods presented in Section 3 were evalu-
ated across four touch-based biometric datasets on different
scenarios. The scenarios for each dataset are shown in Table
5. The scenarios differ in several aspects. The first aspect
is the direction of strokes. It is either vertically (scroll up or
down) or horizontally (scroll to the left or right). Second, in
Serwadda dataset, there are two types of screen orientations
- either portrait or landscape. We followed the setup based
on the original paper of each dataset by building the mod-
els separately on different directions of strokes and different
screen orientations.

On top of that, for datasets that were collected in several
sessions, we carried out experiments in two setups: intra-
session and inter-session. A session here refers to one period
where a user was instructed to start using the device and end
when he or she was asked to stop using the device. The dura-
tion depends on a particular dataset. Based on the definition,
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Table 5

List of scenarios across all datasets

Dataset Scenario Notation

Frank Vertical strokes in intra-session FRK,
Horizontal strokes in intra-session FRK,
Vertical strokes in inter-session FRK,
Horizontal strokes in inter-session FRK,
Vertical strokes in inter-week FRK,
Horizontal strokes in inter-week FRK,

Serwadda  Vertical strokes on portrait screen orientation in intra-session SWD,
Horizontal strokes on portrait screen orientation in intra-session SWD,
Vertical strokes on portrait screen orientation in inter-session SWD,
Horizontal strokes on portrait screen orientation in inter-session SWD,
Vertical strokes on landscape screen orientation in intra-session SWD,
Horizontal strokes on landscape screen orientation in intra-session ~ SWDg
Vertical strokes on landscape screen orientation in inter-session SWD,
Horizontal strokes on landscape screen orientation in inter-session  SWDg

Antal Vertical strokes ANT,
Horizontal strokes ANT,

Mahbub Combined strokes across all sessions MHB

we carried out experiments on both intra-session and inter-
session scenarios. The purpose of carrying out this kind of
experiment is to investigate the performance of a particu-
lar classification method across different times. Since touch
gesture is a behavioural biometric, it is worth to investigate
the performance of a classifier across a different period.

For the intra-session scenario, we trained and tested a
model on the dataset of the same session according to the
data splitting method elaborated in Section 4.3. For inter-
session, we trained the model with one session and tested it
with a later session. For Frank dataset, it has several ses-
sions in one day and another session in another week. We
carried out the experiments in intra-session, inter-session,
and inter-week scenarios. For Serwadda dataset, we carried
out the experiments based on intra-session and inter-session
as well. It is worth to note that the duration of each session
and the interval from one session to another is different, for
each dataset (see Table 3). For Antal dataset, it was not di-
vided based on multiple sessions. Therefore, we were not
able to separate it according to several sessions. For Mah-
bub dataset, the data were collected without any fixed dura-
tion for each session. Instead, the author defined one session
as when a user unlocked and locked the device. Therefore, a
session for a particular user is not the same as another user.
Since this dataset does not have any fixed period for every
user, we did not carry out the inter-session experiment for
this dataset. Instead, all sessions were combined.

We compared the performance of DS methods with the
single classifiers in the pool and static ensemble methods
based on equal error rate (EER). The results in terms of EER
are an average across different users in a particular scenario.

5.1. Comparison of Single Classifiers
In this section, we present the performance of single clas-
sifiers in the pool of classifiers. Six classifiers in the pool

of classifiers, namely, SVM, NB, DT, KNN, LR, and NN
(MLP) were evaluated on the four datasets across different
scenarios. These classifiers were commonly used in the do-
main (see Section 2.1). Therefore, before generating a pool
of classifiers for the DS methods, we first evaluated the per-
formance of these classifiers. This evaluation was carried
out to achieve our first objective (RO1). Table 6 shows the
average EER of each single classifier on different scenarios.
The best classifier for each scenario is highlighted in bold.

For Frank dataset, the experiments were carried out on
intra-session, inter-session, and inter-week scenarios. For
each scenario, we modelled the user’s touch strokes based
on vertical and horizontal strokes separately. In the intra-
session scenario, the best single classifier on vertical strokes
(FRK,) was KNN with an EER of 1.16%. For horizontal
strokes (FRK,), the best classifier was also KNN with EER
of 0.94%. In the inter-session scenario, the performance of
each classifier degraded for both types of strokes. This result
is common in touch dataset due to the behavioural changes
after some period [10, 11, 13]. The best classifier for ver-
tical (FRKj3) and horizontal (FRK,) strokes in inter-session
scenario was NN (EER = 14.72%) and KNN (EER=3.59%),
respectively. Lastly, in the inter-week scenario, the overall
performance further degraded compared to the inter-session
scenario. This result is expected since the model was built
and evaluated with the data of two different weeks. The best
classifier were KNN and NN for vertical (FRKs) and hor-
izontal (FRKg) strokes, respectively, with EER of 10.08%
and 13.48%.

For Serwadda dataset, there were two main scenarios:
intra-session and inter-session scenarios. Compared to Frank
dataset, Serwadda dataset has landscape and portrait screen
orientations as a separate model for each screen orientation
and directions of strokes. Therefore, there were eight scenar-
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Table 6
Performance of single classifiers on all datasets according to EER (%)
Frank Serwadda Antal Mahbub
FRK, FRK, FRK; FRK, FRK; FRK; SWD, SWD, SWD, SWD, SWD, SWD, SWD, SWD, ANT, ANT, MHB
SVM 575 451 1819 7.08 1509 1447 6.82  8.65  22.83 1097 8.82  4.04 2266 11.80 540  11.95 35.00
NB  9.86 10.08 2242 1456 2445 2270 1586 876  31.39 10.06 1481 619 2453 1317 1042 13.96 37.89
DT 290 38 1756 7.91 1753 16.80 652 4091 3021 10.07 622 383 2577 1381 543  10.02 28.00
KNN 116 094 1483 359 1008 1432 3.54 280 2454 16.01 439 139 2057 1136 275 6.75 27.84
LR 475 535 1811 7.43 1859 1447 1177 9.69 2424 21.70 1400 530 2091 1345 1134 17.67 34.45
NN 151 151 1472 534 1400 13.48 472 430 2571 1845 466 214 2124 1120 3.90 7.78  28.49

ios altogether for this dataset. For intra-session scenario on
portrait screen orientation, KNN was the best single classi-
fier with EER of 3.54% and 2.80% for vertical (SWD,) and
horizontal (SWD,) strokes, respectively. For intra-session
scenario on landscape screen orientation, KNN was also the
best classifier with EER of 4.39% and 1.39% for vertical
(SWDs) and horizontal (SWDyg) strokes, respectively. It can
be seen that the performance of the classifiers on Serwadda
dataset is worst than the performance of the classifiers on
Frank dataset in the intra-session scenario. This result can
be explained by the fact that one session in Frank dataset
took around several minutes only. For inter-session scenario
on portrait screen orientation, the best classifiers were SVM
(EER = 22.83%) and KNN (16.01%) for vertical (SWDj3)
and horizontal (SWD,) strokes respectively. For landscape
screen orientation, the best classifier was KNN for both ver-
tical (SWD5) and horizontal (SWDg) strokes, with EER of
1.39% and 20.57%, respectively. In general, it can be seen
that the performance of all classifiers on the inter-session

scenarios of Serwadda dataset was worst than the Frank dataset.

This observation could be due to the intervals between each
session, where on Serwadda dataset, the interval was at least
one day while in Frank dataset, just a few minutes apart. We
also believe that the longer duration of a session in Serwadda
dataset contributed towards the aforementioned observation.
For Antal dataset, even though it was collected in 4 weeks,
it was not separated by sessions. Therefore, we can only
model the user’s behaviour based on all strokes during the
data collection on vertical and horizontal strokes. The best
classifier for both directions of strokes was KNN with EER

0f 2.75% and 6.75%, for vertical (ANT) ) and horizontal (ANT,)

strokes respectively. Since the dataset was not separated into
several sessions, we believe that this has caused the EER to
be slightly higher compared to the other datasets.

For Mahbub dataset, even though it was separated in ses-
sions, it was not collected in such a way that all sessions
performed the task in the same sessions. Instead, the ses-
sions started and ended when a user unlocked and locked
the device, respectively. Moreover, the data was collected in
an unconstrained environment and without a specified direc-
tion of strokes. Therefore, we were not able to run an exper-
iment with session-based and stroke’s direction-based sce-
narios. The best performing classifier in this dataset (MHB)
was KNN with 27.84%. It can be observed that the perfor-
mance of the classifiers on this dataset is worse compared to
other datasets. This result might be due to the duration of the

data collection was around one week, and there was a prede-
fined task that causes the variations of users’ behaviour.

In general, the performance of each classifier is not con-
sistent across different datasets and scenarios. However, KNN
outperformed the other classifiers in most cases. On the
other hand, NB is the worst classifier in most cases. Be-
sides, the performance of the classifiers on the intra-session
scenario were always better than inter-session scenarios. For
the datasets that have inter-session, the performance of each
classifier is degraded. This result can be explained by the
fact that a user’s behaviour could changes over time and thus
affect the performance of a classifier. We can see that the
performance of all classifiers on the dataset that was col-
lected in a longer period has worse performance. We can
also see that the performance of classifiers on the dataset
that was collected without any pre-defined task performed
poorly. Therefore, we can conclude that the performance of
a classifier in a pre-defined task performs better than those
in the free task. The experiments show that the time and task
have an impact on the performance of a particular classifier.
In the next sections, we aim to investigate the performance
of MCS on these datasets.

5.2. Comparison of Static Ensemble Methods

In this section, we aimed to analyse the performance of
MCS-based static ensemble methods. This analysis was also
carried out to achieve our first objective (RO1). We evalu-
ated static ensemble methods, which include Random Forest
(RF), Majority Voting (MV), Static Selection (SS) and Sin-
gle Best (SB). RF is a widely used ensemble learning method
in touch-based CMDA [12, 11, 19, 17]. It is a homogeneous
MCS based on diversified decision trees. On the other hand,
MYV, SS and SB are heterogeneous MCS based on the base
classifiers mentioned in Section 3.2. The purpose of the
experiments in this section is to investigate whether MCS
methods can improve authentication performance.

Table 7 shows the experimental results. We can see that
RF outperforms the other methods in this section in most
cases (9 scenarios). It is followed by SS (5 scenarios) and
MYV (3 scenarios). SB did not show any superiority in any
scenarios. By comparing the performance of static ensem-
ble methods with single classifiers, (Table 6), we can observe
that in most scenarios, the authentication performance of the
best single classifier can further be improved by at least one
of the methods belonging to static ensemble methods. For
example, in Mahbub dataset (MHB), the best single classi-
fier was KNN with an EER of 27.84% reduced to 19.33%
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Table 7
Performance of static ensemble methods on all datasets according to EER (%)
Frank Serwadda Antal Mahbub
FRK, FRK, FRK, FRK, FRK; FRK, SWD, SWD, SWD, SWD, SWD; SWD, SWD, SWD, ANT, ANT, MHB
RF 0093 084 1338 347 1103 958 281 182 2225 1405 290 177 1811 810 216 473  10.33
MV 104 075 1379 3.4 1097 10.86 295 191  20.90 13.47 334 124 1813 839 342 539 2275
SS 114 053 1449 257 1224 1169 259 172 2118 1382 299 1.4 1018 942 223 505  22.99
SB 469 238 1016 576 1341 1420 4.63 432 2813 17.81 582 240 2357 1358 331 766  27.86

by RF. On the other hand, except for vertical strokes on the
inter-week scenario of Frank dataset (FRKs5), the MV cannot
outperform the best single classifier, which was KNN.

The results in this section show the advantages of MCS
compared to single classifiers. Therefore, we can conclude
that utilising MCS for touch-based CMDA can improve the
authentication performance. However, the MCS methods
employed in this section used the same model to perform
the classification. In the next section, we investigate the per-
formance of a different type of MCS, which is DS, where
for each test sample, the method selects the most promising
model to perform the classification task.

5.3. Comparison of DS Method

In this section, we first analysed the performance of DS
method and compared it with other classification methods
in the previous sections. Table 8 shows the results of DS
methods across different datasets. In order to analyse the
overall performance of DS methods, we employed the Fried-
man test [80] to analyse the ranking of DS methods (see Sec-
tion 4.5 ). We chose to analyse the results based the ranking
of each DS method across different scenarios since we treat
each scenario independent of each other. Therefore, com-
paring EER across different scenarios may not be relevant.
As the p-value is lower than a = 0.05, we can reject the
null hypothesis that all methods are the same. We further
analysed the results by carrying out the Nemenyi post-hoc
test [81] to check whether the difference in the average rank
of DS methods was higher than the critical difference (CD).
The performance of the two DS methods is statistically dif-
ferent when their difference in average rank was higher than
the CD. Figure 2 shows CD diagram with the results of the
Nemenyi post-hoc test. It is worth to note that the DS meth-
ods where the difference in the average ranks is lower than
the CD are connected by a black bar. That bar shows the
performance is statistically equivalent.

There are several interesting finding from this experi-
ment. First, we can see that DES methods are superior when
compared to DCS methods. This result can be explained by
the ability of DES to aggregate the selected subset of the
most competent classifiers instead of a selection of just one
most competent classifier as in DCS. Selecting only one clas-
sifier may also cause the selection of a classifier with low
confidence in its classification decision. This result shows
that DES can benefit from the classification capability of
several competent classifiers instead of one classifier. Sec-
ond, the top six DS methods were DES-RRC, DES-Log,

DES-MD, DES-P, DES-Exp and DES-KL. It is worth to note
that these top six methods (except DES-P) were DS methods
based on a probabilistic measure of competence. As such,
we can conclude that probabilistic DS methods are superior
in our study.

We can also see that for DCS, the probabilistic DCS meth-
ods (i.e. DCS-Priori and DCS-Posteriori) are among the
top DCS methods, which rank higher than that of accuracy-
based DCS methods (i.e. DCS-OLA, DCS-LCA and DCS-
MLA). The superiority of probabilistic-based DS methods
may be due to its ability to measure the competence level of
base classifiers based on predicted class probabilities (“‘soft
classification") instead of merely using the predicted class
label, which is a “hard classification" method. We believe
that this type of method can handle a high degree of over-
lap between the classes due to intra-user variability in touch
biometric data.

Next, we also compared the performance of DS methods
with other classification methods chosen in this study. To
compare DS methods with other types of classification meth-
ods, we chose the top 10 DS methods in the previous exper-
iment and compare them with other classification methods.
These DS methods include DES-RRC, DES-Log, DES-MD,
DES-P, DES-Exp, DES-KL, META-DES, DES-KNORAE,
DES-KNORAU and DES-KNN. The rationale behind this
decision is to have a better visualisation with a smaller num-
ber of methods to highlight the top performer. We carried
out another rank test with these 20 methods, as shown in
Figure 3. Based on the Friedman test, the p-value is lower
than the significance level a = 0.05, so we can reject the null
hypothesis that these 20 methods are the same. Based on the
average rank, we can observe that the top six methods were
DES-RRC, DES-Log, DES-MD, DES-P, RF, and DES-Exp.
Amongst these top six methods, only RF is not a DS method.
However, it is still an MCS (a static ensemble method). From
the figure, we can also observe that single classifiers were
inferior compared to DS methods. We can further conclude
that employing DS methods can provide better performance
for the continuous authentication scheme..

We also analysed the best method for each scenario on
all datasets. Table 9 show the best method for each sce-
nario. It is interesting to find that, even though DES-RRC
was ranked first, it was not amongst the best method in any
scenario. However, RF and DES-Log seem to perform the
best in many scenarios. We believe this happened due to
the inconsistency of the methods. We further analysed it by
plotting the ranks of top six methods across all scenarios and
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Table 8
Performance of DS methods on all datasets according to EER (%)
Frank Serwadda Antal Mahbub
FRK, FRK, FRK, FRK, FRK;, FRK, SWD, SWD, SWD, SWD, SWD, SWD, SWD, SWD, ANT, ANT, MHB
DCS-Rank 1.71 2.57 16.21 4.77 1256 1435 4.25 3.48 24.85 16.29 4.78 2.31 22.08 11.51 3.43 7.09 28.23
DCS-OLA 1.81 2.57 16.16 4.77 1241 1418 4.26 3.49 24.85 16.32 4.80 2.32 22.10 11.49 3.43 7.09 28.42
DCS-LCA 3.58  3.98 16.35 6.13 16.73 13.79 6.00 5.36 2352 16.88  7.04 3.17 20.82 10.90 5.11 10.16  29.85
DCS-Priori 1.41 1.68 13.95 4.60 12.18 1453 422 3.25 23.31 16.36 4.24 213 20.19 10.60 3.82 6.01 27.13
DCS-Posteriori  1.82 2.51 1415 5.50 13.75 1510 4.35 4.06 22.65 16.57 4.64 2.46 20.39 10.88 6.48 7.07 27.86
DCS-MCB 1.33 1.74 15.01 3.90 1220 1564 3.85 2.93 22.98 16.27 3.92 1.87 19.91 10.91 3.82 6.16 27.41
DCS-MLA 3.58 3.98 16.35 6.13 16.73 13.79 6.00 5.36 23.52 16.88 7.04 3.17 20.83 10.90 5.11 10.16  29.85
DES-Clustering  1.29 1.12 1520 3.61 1169 1135 3.17 211 22.34 14.20 3.28 1.51 21.15 8.69 3.50 5.78 24.84
DES-KNN 1.07 1.02 13.72  3.10 11.33 1264 2.95 1.92 21.75 14.01 3.34 1.32 20.32 10.04 3.23 5.41 24.60
DES-KNORAE  1.16 0.92 13.28 2.32 1155 1211 2.76 2.05 20.69 14.09 2.96 1.35 19.66 9.22 2.50 4.65 25.06
DES-KNORAU  1.16 0.68 13.66 291 11.77 1219 2.83 2.01 22.76 14.07 3.33 1.39 19.49 9.24 3.24 5.48 2331
DES-Exp 0.96 0.57 13.47  2.89 11.46 1054 2.68 1.80 19.57 13.71 3.24 1.28 18.83 8.35 3.05 5.04 22.63
DES-Log 1.06 0.54 13.13 281 10.77 11.09 2.55 1.67 20.01 13.44 293 1.29 19.32 8.57 3.04 4.56 23.42
DES-MD 0.98 0.55 13.45 2.90 11.22  10.47 2.68 1.78 19.78 13.69 3.23 1.26 18.83 8.34 3.01 5.04 22.65
DES-RRC 0.97 0.55 13.48 2.87 11.24 1053 2.67 1.78 19.78 13.68 3.23 1.24 18.83 8.33 3.01 4.97 22.63
DES-P 0.96 0.58 13.52 2.84 11.48 1056 2.69 1.78 19.51 13.65 3.26 1.25 18.87 8.27 2.98 4.96 22.76
DES-KL 0.98 0.64 1335 2.88 11.39 10.62 2.76 1.80 19.62 13.76 3.34 1.30 18.80 8.35 3.41 5.19 22.72
DES-KNOP 1.25 0.88 1365 2.98 12.60 1256 2.90 2.06 23.19 14.27 331 1.35 19.71 9.34 3.21 5.47 23.99
META-DES 1.03 0.81 1334  2.72 12.04 1128 2.74 1.95 20.78 14.07 3.13 1.24 19.22 8.52 2.31 5.02 24.62
) CD =6.79 )
1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19
DES-RRC DCS-MLA
DES-Log DCS-LCA
DES-MD DCS-OLA
DES-P DCS-Rank
DES-Exp DCS-Posteriori
DES-KL DCS-MCB
METADES DCS-Priori
DES-KNORAE DES-Clustering
DES-KNORAU DES-KNOP
DES-KNN

Figure 2: Average rank of DS methods. The higher the rank, the better the method.

datasets in a box plot, as shown in Figure 4. From the figure,
we can see that even though RF and DES-Log performed the
best in many scenarios, these two methods were less consis-
tent compared to the other methods. Our experiment results
show that DES-RRC is more consistent than RF and DES-
Log. We argue that for the case of continuous mobile de-

vice authentication, a more consistent classification method
is preferable as the inconsistent perform may reduce the se-
curity and usability of the scheme.

The analysis in section was carried out to achieve our
second (RO2) and third objectives (RO3). The results pre-
sented in our study indicate that 1) probabilistic-based DS

‘ CD=17.19 )
f {
1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20
L | | | | 1 1 | | 1 | I | | 1 | I | 1 )
DES-RRC L— NB
DES-Log LR
DES-MD DT
DES-P SVM
RF SB
DES-Exp NN
SS KNN
DES-KL DES-KNORAU
METADES DES-KNN
MV DES-KNORAE

Figure 3: Average rank of DS methods for single classifiers and static ensemble methods.
The higher the rank, the better the method.
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Table 9
The best classification method in each scenario according to EER (%)

Dataset Scenario  Method Category EER

Frank FRK, RF Static ensemble  0.93
FRK, SS Static ensemble  0.53
FRK, DES-Log DS 13.13
FRK, DES-KNORAE DS 2.32
FRK, KNN Single classifier ~ 10.08
FRK RF Static ensemble  9.58

Serwadda SWD, DES-Log DS 2.55
SWD, DES-Log DS 1.67
SWD, DES-P DS 19.51
SWD, DES-Log DS 13.44
SWDg RF Static ensemble  2.90
SWD, SS Static ensemble  1.14
SWD, RF Static ensemble  18.11
SWDg RF Static ensemble  8.10

Antal ANT, RF Static ensemble  2.16
ANT, DES-Log DS 4.56

Mahbub MHB RF Static ensemble  19.33

20.0

17.51
15.0

12.54

5.0 @ \T‘ T/

2.5 A

0.0

Q

&
&

Classification method

Figure 4: Box plot of the average rank of top six methods

methods are superior amongst DS methods, 2) DS methods
are better than single classification, and 3) DES-RRC is more
consistent compared to other top six classification methods.
To further understand the efficiency of DS methods, we per-
form follow-up experiments by analysing the computational
time of all classification methods discussed in the next sec-
tion.

5.4. Comparison of Computational Time

We carried out an additional analysis to compare the com-
putational time of all classification methods used in this study.
The computational time here refers to the training and testing
of each method. Computational time is a crucial consider-
ation in continuous mobile device authentication. An ideal
continuous authentication is expected to be able to lockout
an illegitimate user quickly with high detection accuracy.

Table 10 shows the computational time of each meth-
ods in seconds. It is worth to note that, for MCS methods,

the computational time includes the training of each base
classifiers in the pool. Besides, Figure 5 shows the average
ranks of computational time across different scenarios on all
datasets. The higher the rank, the lower the computational
time.

From the figure, we discovered several findings. First,
the computational time of single classifiers has a higher rank
than MCS methods. Except for RF, which is ranked higher
than DT, other MCS methods have lower rank for computa-
tional time. This observation can be explained by the tun-
ing of various hyperparameters in DT using a grid search
method, which may lead to a higher computational time.
Since RF is the only homogeneous MCS, we believe that this
is why it has a higher rank, where the base classifiers of RF
did not perform parameter tuning. On the hand, other MCS
methods are based on a pool of heterogeneous classifiers,
which include the training of different types of classifiers in
the pool.

Besides, amongst the MCS methods (static ensemble meth-
ods and DS), DS methods in general have a lower rank in
computational time. This result can be explained by more
time needed to compute the region of competence in DS
methods. The distance between each test sample and all
samples in the validation set has to be computed. Even though
DS methods and most MCS methods require more computa-
tional time than single classifiers, they have a better perfor-
mance in term of EER.

The complexity of a DS method generally includes three
major operations: (1) pool of classifiers generation, (2) se-
lecting the most competent classifier or a subset of the most
competent classifiers, and (3) aggregating the subset of the
selected classifiers (if applicable). Suppose there are m clas-
sifiers in the pool. Each base classifier is trained separately
using » training samples. The first operation generates a pool
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Table 10
Computational time
datasets (seconds)

of single classifiers, static ensemble methods and DS

methods on all

Frank Serwadda Antal Mahbub
FRK, FRK, FRK, FRK, FRK, FRK, SWD, SWD, SWD, SWD, SWD, SWD, SWD, SWD, ANT, ANT, MHB

SVM 0.1710 0.1910 0.1680 0.1729 0.1826 0.1674 0.1828 0.1722 0.1705 0.1477 0.1449 0.1416 0.1426 0.1425 0.1450 0.1455 0.2873
NB 0.0018 0.0017 0.0018 0.0017 0.0017 0.0015 0.0018 0.0017 0.0023 0.0017 0.0021 0.0016 0.0020 0.0015 0.0021 0.0016 0.0222
DT 21296 23573 2.1022 21568 2.1381 1.9709 2.1106 2.1604 2.0465 1.8374 1.7327 1.7542 1.7116 1.7654 1.7189 1.7447 2.3827
KNN 0.1490 0.1579 0.1532 0.1549 0.1396 0.1345 0.1443 0.1546 0.1475 0.1275 0.1278 0.1236 0.1249 0.1260 0.1230 0.1216 0.2361
LR 0.0073 0.0082 0.0064 0.0073 0.0069 0.0068 0.0064 0.0067 0.0077 0.0055 0.0079 0.0054 0.0070 0.0054 0.0066 0.0053 0.0098
NN 0.0886 0.1783 0.0917 0.1319 0.1438 0.1837 0.1105 0.1615 0.1747 0.2223 0.1738 0.2520 0.1510 0.1513 0.1592 0.1386 0.6496
RF 0.2344 0.2511 0.2296 0.2333 0.2295 0.2139 0.2242 0.2460 0.2241 0.1918 0.1897 0.1842 0.1881 0.1855 0.1913 0.1829 0.4064
MV 22676 24630 2.3052 24151 24035 25080 2.1703 22101 2.4113 27671 23365 2.7208 2.4298 2.3502 24020 2.3353 3.2056
SS 25532 29018 25286 2.6322 26182 24713 25620 26609 2.5503 2.3474 21914 22830 2.1420 2.1983 2.1579 2.1632 3.4830
SB 2.5486 2.8987 2.5251 2.6281 2.6135 2.4669 2.5569 2.6565 2.5442 23426 2.1834 2.2785 2.1360 2.1930 2.1509 2.1583 3.3974
DCS-Rank 2.6753 3.0238 2.6505 2.7548 2.7380 2.5892 2.6851 2.7830 2.6789 2.4703 2.3229 2.4087 2.2714 23196 2.2861 2.2864 3.7811
DCS-OLA 26735 3.0230 2.6501 2.7520 2.7374 25896 2.6799 27842 2.6784 24697 23206 2.4073 22698 23199 2.2865 22855 3.7715
DCS-LCA 2.6753 3.0241 26515 2.7536 2.7410 25911 2.6803 2.7866 2.6804 2.4709 23219 24087 22725 23207 2.2830 2.2861 3.8095
DCS-Priori 2.6846 3.0324 26645 2.7655 2.7473 2.6034 2.6938 2.7977 2.7015 24825 23579 24221 22955 23299 23137 22982 4.2931
DCS-Posteriori  2.6849 3.0333 2.6647 2.7670 2.7458 2.6038 2.6874 2.8011 2.7045 2.4839 2.3614 2.4255 2.2970 2.3320 2.31900 2.2985 4.3890
DCS-MCB 2.6938 3.0407 2.6783 2.7792 2.7649 2.6125 2.6967 2.8174 2.7357 2.4953 24022 2.4442 23246 2.3368 2.3569 2.3066 5.2208
DCS-MLA 2.6757 3.0247 2.6530 2.7548 2.7355 2.5921 2.6830 2.7859 2.6805 2.4715 2.3251 24091 2.2729 2.3211 2.2896 2.2865 3.8619
DES-Clustering  2.7073 3.0589 2.6851 2.7866 2.7668 2.6182 2.7120 2.8149 2.7123 25099 2.3561 2.4474 2.3078 2.3562 2.3197 2.3311 3.8199
DES-KNN 27235 3.0732 27172 238087 2.7919 2.6545 2.7208 28775 2.8259 25340 25110 2.4916 2.4037 2.3665 2.4470 2.3496 8.3063
DES-KNORAE 2.6747 3.0238 2.6515 2.7542 2.7420 25902 2.6804 2.7853 2.6814 2.4723 2.3276 2.4107 2.2748 2.3231 2.2932 2.2882 3.8004
DES-KNORAU  2.6747 3.0266 2.6502 2.7533 2.7370 2.5900 2.6816 2.7824 2.6798 2.4716 2.3254 2.4065 2.2717 2.3196 2.2904 2.2863 3.8020
DES-Exp 2.6776 3.0274 2.6554 2.7584 2.7425 2.5944 2.6837 2.7869 2.6835 2.4761 2.3273 24106 2.2747 2.3248 2.2911 2.2898 3.8075
DES-Log 26795 3.0281 2.6563 2.7600 2.7409 25936 2.6845 27869 2.6846 2.4751 23295 24118 22764 2.3247 22929 22910 3.8063
DES-MD 26796 3.0270 2.6568 2.7570 2.7417 25944 26826 2.7863 2.6843 2.4748 23277 24129 22765 23260 2.2934 22900 3.8140
DES-RRC 2.7586 3.1083 2.7316 2.8362 2.8324 2.6742 2.7653 2.8613 2.7700 25512 2.4191 2.4950 2.3605 2.4049 2.3830 2.3702 3.9019
DES-P 2.6765 3.0244 2.6518 2.7532 2.7390 2.5919 2.6807 2.7840 2.6802 2.4714 2.3252 2.4090 2.2748 2.3206 2.2907 2.2870 3.8032
DES-KL 2.6793 3.0291 2.6561 2.7552 2.7398 2.5952 2.6866 2.7859 2.6841 2.4761 2.3302 2.4137 2.2765 2.3247 22959 2.2902 3.8121
DES-KNOP 2.7930 3.1434 2.7704 2.8717 2.8497 2.7059 2.8000 2.9028 2.7982 2.5881 2.4478 2.52483 2.3908 2.4384 24076 2.4020 3.9291
META-DES 3.0298 3.3825 3.0047 3.1111 3.0893 2.9389 3.0369 3.1387 3.0355 2.8283 2.6842 2.7624 26282 26770 2.6469 26418 4.3253

35

01 3%

27.35
26‘ '242!3"53 []
25 A 24 0624' 18
22 0022"82 ?
[ ]
B 18.8218.9419.12
%0 189" 9 ¢
c
0} 15.4115.4715.47
® 15 1409145670 @ @
12.7913.00
11.18
9.53
10 1 8.53
7.00
5 N 4.47 4.47
1.94
1.06 T
0 ? T T T T T T T T T
A Q NS
S S 8BS T TS TIF PP S OOESS O
S ST $SEGESTEETSTFS
SIS SN Ly &I T L
7 & & 94
Q Q S QQ,

Figure 5: Average rank of the computational time of DS methods, single classifiers, and
static ensemble methods. The higher the rank, the lower the computational time of the

method.

of base classifiers C. The time complexity can be repre-
sented by O(nC), where C is a function with respect to the
training of m classifiers using a training set of size n. Since
each base classifier can be trained independently, this oper-
ation can be processed in parallel. The time complexity of
a DS method is generally more focused on the second and
the third operations. The operations are affected by defining
the region of competence, estimating the competence level
of each base classifier, and the dynamic selection and clas-

sification process of each test sample. The estimation of the
competence level of each base classifier involves the evalu-
ation of the validation set and defining the region of com-
petence with time complexity O(R), where R is a function
with respect to the region of competence definition using the
validation set of size n. Thus, the total time complexity for
the whole operation of a DS method is approximately repre-
sented by O(nC + R). Therefore, it can be seen that the time
complexity of a DS method is approximately linear with re-
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spect to the number of samples.

To summarise, we found that the computational cost of
DS methods is generally higher than single classifiers and
static ensemble methods. On the other hand, in terms of
EER and consistency, the performance of DS methods is
better than single classifiers and static ensemble methods.
While the computational cost is higher for DS methods, a
slight improvement of the EER of the continuous authenti-
cation scheme would significantly reduce the possibility of
allowing illegitimate users to access the device. We believe
this limitation can be overcome by the improvement of the
computational capabilities of mobile devices. In addition,
one possible way to deal with the limited computational re-
sources of mobile devices is by training the models on cloud
servers and only using the mobile device for authentication
task.

5.5. Threats to Validity

Since this work is an empirical study, it is crucial for us
to be aware of any potential threats to the validity of the re-
sults obtained and the conclusions derived from this study.
Therefore, in this section, we discuss the threats to the in-
ternal and external validity in our study. It is worth to note
that the validity discussed in this section are primarily in the
context of experimental design.

Threats to experimental bias can be a potential risk, in
terms of datasets collection and classification methods. The
mobile device users involved in the public datasets used in
our study might not represent the whole population of mobile
device users. To overcome this threat, we chose to use open
datasets published in the literature. Several studies other
than the original authors of the datasets have employed at
least one of datasets used in our study as well [13, 84, 85, 86].
We believe the choice of datasets is appropriate as it involves
the swipe gesture, which is commonly used touch gestures
on touchscreen-based mobile devices.

Furthermore, the choice of classification methods is an-
other possible source of bias. We are aware that there are
various classification algorithms, which we did not consider
in our study. Our consideration is motivated by the aim of
finding an empirical comparison between DS methods and
other types of classification methods (single classifiers and
static ensemble methods). Some of the classification meth-
ods other than DS methods can be found in the domain of
touch-based CMDA (as shown in Section 2) and other ma-
chine learning literature. We believe that the representative-
ness of each types of classification methods are included.

It is worth to note that user classification is one of the
phases in the whole authentication process. Other related
phases such as data preprocessing, feature extraction, and
feature selection may improve the classification results. There
are various methods for this phase. Therefore, a thorough
evaluation of several related methods may incur additional
computational effort in the whole study since we considered
a large number of classification methods. Since our focus is
only on the classification methods, we view these additional
steps as not necessary in the study.

The threat to external validity relates to the generalis-
ability of our results. The sampling procedure might also
produce bias to the results. We considered all users in each
scenario that met our requirements for the overall results. We
also considered a randomly chosen touch sample for each
user, meant to be used for the training of each classification
method. Therefore, the sampling method can ensure a par-
ticular classification method will produce results based on
experiments done on multiple users with randomly chosen
training samples.

6. Conclusions and Future Work

In this study, we presented a framework for user classifi-
cation in touch-based continuous mobile device authentica-
tion (CMDA) based on dynamic selection method (DS). The
method is based on the multiple classifier systems (MCS),
where for each test sample, the most competent classifier or
a subset of the most competent classifiers will be selected
to perform the classification task. The framework consists
of three stages, which include pool of classifiers generation,
classifiers selection, and classifiers aggregation. The pro-
posed framework performs the selection of the most com-
petent classifier or a subset of the most competent classifiers
from a pool of classifiers to perform the classification task for
a test sample. The method estimates the competence level of
each base classifier in the pool. The competence level is es-
timated using a measure of competence in the local region
in the feature space where the test sample is located. Based
on this region, the classifier or a subset of classifiers that
achieved the highest competence level will be selected and
aggregated (if a subset of classifiers was selected) to perform
the classification task for a particular test sample. Several
DS methods were evaluated on four touch-based biometric
datasets.

We first evaluated the classification performance of sin-
gle classifiers and static ensemble methods, to be compared
with DS methods. Experimental results show that DS meth-
ods are capable of producing promising results with rela-
tively low EER in many scenarios of the datasets, with rel-
atively high consistency. Notably, a DS method, namely
DES-RRC, performed more consistently compared to other
top performing methods in term of the rankings of EER across
different scenarios. Our results show that there are potential
improvements of authentication performance when employ-
ing DS methods, compared to single classifiers and static
ensemble methods. For example, the performance of DES-
RRC, achieved an EER of 0.55% compared to KNN (sin-
gle classifier) with an EER of 0.94% and RF (static ensem-
ble method) with an EER of 0.84% in of the experimental
scenarios. When the authentication error can be further re-
duced, the results can provide a better security mechanism
for mobile devices by ensuring a higher security while main-
taining the usability at an acceptable level. In other words, a
mobile device can detect illegitimate users better and block
them from using the device. Moreover, the authentication
mechanism of the mobile device can avoid locking out legit-
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imate users during their normal usage session, which is more
convenient for the user. Therefore, we suggest to employ DS
methods for the classification of users in touch-based CMDA
due to its better classification capability.

Besides, another MCS method, which is RF, has also
shown to be the best performer in many scenarios. How-
ever, based on the ranking, it was less consistent. Therefore,
our findings suggest that DS method is better in general, with
more consistent performance. However, realising the classi-
fication ability of RF, including RF in the pool of classifiers,
and applying DS method can also be one of our future works.
Besides, other future works include formulating a measure
of competence that can handle the high intra-class variability
of touch-based biometric datasets and a better way of defin-
ing the region of competence of a particular test sample to
improve the authentication results. On top that, we would
also like to analyse the proposed framework using other per-
formance metrics to see the performance from different per-
spectives.
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