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Abstract 
In today's highly competitive market, where 
globalisation, mass production, and specialisation 
characterise the interconnected industrialised society, 
integrated Supply Chains (SCs) are more important 
than ever. Decision-makers rely on precise SC data, 
and even the slightest interruption in the data flow can 
substantially impact the quality of the decisions. This 
dependency has inadvertently driven device 
connectivity towards an Industrial Internet of Things 
(IIoT) approach in the complete interconnection 
paradigm. While interconnectivity between devices has 
accelerated, IIoT and Industry 4.0, SC security 
measures have not kept pace. This conflict is 
exacerbated further where there is a need to process 
Personal Data produced by IIoT systems while 
maintaining data Confidentiality, Integrity and 
Availability (CIA). This paper provides an extensive 
review of academic sources and consulting reports and 
presents a comprehensive analysis of the relevance of 
personal data in managing Industry 4.0 SC complexity 
and visibility. The paper further examines the role that 
advancements in Blockchain and artificial intelligence 
(AI) can play in mitigating SC security management 
risks.  

 
1. Introduction  
 

Information is the primary engine of business 
decision-making on a strategic, tactical, and 
operational level [1]. Consequently, the volume of 
information and the data produced by, accessible to, 
and collected by businesses is rapidly increasing [2]. 
This is a problem for businesses since it makes it more 
difficult to identify and extract the most critical 
information needed for business and supply chain 
management. The term "Big Data" was coined to 
describe information assets characterised by such a 
high volume, velocity, and variety that they require 

specific technology and analytical methods to be 
transformed into value [3]. Big Data is having a 
significant impact on many aspects of our society. 
Industrial organisations and scientific disciplines alike 
have seen the development of applications and 
technologies designed to handle Big Data and harness 
it for various purposes. While harnessing the power of 
Big Data via technology can be of great benefit to 
businesses, it is essential to ensure that any Personal 
Data flowing through Big Data processing systems is 
appropriately safeguarded.  According to the 
Information Commissioner's Office (ICO), Personal 
Data is information relating to natural persons who can 
be identified or who are identifiable, directly from the 
information in question; or who can be indirectly 
identified from that information in combination with 
other information. Applying appropriate security 
control measures to protect the Confidentiality, 
Integrity and Availability (CIA) of Personal Data can 
be challenging, especially where the fast development 
of technology and processing platforms outpaces the 
establishment of clear regulations, principles, and 
guidelines for various contexts of data processing [4]. 
These challenges of Personal Data management are 
especially pertinent in the context of data-driven 
Supply Chains (SC). Modern SC management systems 
can automatically bring together data from multiple 
sources and coordinate orders, updates, modifications, 
and tracking information in real-time.  As such, they 
frequently handle Big Data rapidly in order to achieve 
business objectives in a timely manner. Personal Data 
is often incorporated into business processes that 
underpin these complex systems. 
 
In that sense, a Supply Chain (SC) failure no longer 
refers to a material or product shortage or delayed 
availability. Businesses that do not manage their SC 
properly risk compromising the quality, innovation, 
and reputation of their products and suffering from 
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Personal Data breaches, information misuse, 
reputational damage, and legal charges for non-
compliance [5]. As a result, SC failures may have a 
direct effect on corporate performance, shareholder 
returns, and financial sustainability. A recent study 
indicated that SC disruption can result in up to 30% 
decrease in shareholder returns. According to the 
authors, 84% of global supply chains faced at least one 
severe disruption over the previous year [6]. 
Moreover, the increased impact of SC failures, the 
probability of a failure occurring has increased 
dramatically over the past few decades. This is due to 
the fact that SCs have become extensively complex, 
spanning further across the globe and consisting of 
entities, each with its own objectives and strategies that 
may belong to several SCs. Therefore, if an entity 
exposes its SC system to unattended risks, its failure 
can affect the rest of SCs systems with which it 
interacts. Consequently, it is essential to correctly 
define and manage SC risks relating to the flow of 
Personal Data through multiple processing systems. 
Ultimately, such risks evolve and become more 
prevalent with time. They can derive by macro 
conditions that refer to disasters or instability out of the 
control of the SC entities or by intra-SC or intra-
company disorders [7]. Examples include, but are not 
limited to, the increased complexity which 
globalisation has brought to SC systems, the lack of 
visibility among entities' communication, the dangers 
posed by uncooperative suppliers, the reluctance to 
commit to social performance improvement, lack of 
personal data protection, and inadequacies of risk 
assessment strategies [8]. Businesses must therefore 
comprehend risks to their Personal Data holdings, 
classify them, evaluate them, and develop appropriate 
mitigations.  This requires a deeper understanding of 
operational models and/or business processes, as well 
as strengthening technical capabilities, implementing 
appropriate information security and data protection 
measures, and leveraging the technological 
advancements brought to supply chain management 
(SCM). 
 
This paper offers a review of SC management barriers 
and risks in Industry 4.0, and looks at the role that 
emerging technologies, such as Blockchain and AI 
(artificial intelligence) can play in reducing SC security 
risks. The remainder of this paper is structured as 
follows:   Section 2 delves into the emergence of 
Industry 4.0 and the ramifications for conventional 
supply chain management systems and procedures. 
Section 3 examines the major risks and challenges 
facing the SC industry now and in the future. In 
Section 4, we discuss the emerging technologies SC 
management, while Section 5 concludes this paper. 

 
2. Evolution of I4.0 SC Management  
 

The exponential growth of new generation 
computing and technological tools such as cloud edge 
computing, the Internet of Things (IoT), Big Data, 
cyber-physical systems (CPS), machine learning (ML), 
and artificial intelligence (AI) has transformed 
organisations by lowering operational costs, increasing 
product quality, and enabling faster and more reliable 
delivery [9]. There is little doubt that the rapid 
development of global competition has, both 
favourably and adversely, affected almost every 
marketplace that offers goods or services, regardless of 
the size of the companies involved [10]. According to 
Shahnawaz [10], global competition has produced an 
upward pressure on organisations to look for new 
markets and sourcing options to reduce their 
production cost, improve their products' quality and 
delivery services, and specialise in their core 
competency. This boost of global competition has 
driven many developments in Information and 
Communication Technology (ICT) innovations and 
even forced governments to take political measures 
regarding trade barriers, making it easier for companies 
to link with external entities and operate as a virtually 
integrated organisation. 
SC management in Industry 4.0 exemplifies this latest 
level of development. The coordination of materials, 
information and logistics flows in corporate networks 
is primarily automated and reliant on digital 
technologies [11]. Transforming SC management into 
a digital process enables companies to track the entire 
SC in real-time. This makes it possible to spot risks, 
track orders, transits, or the warehouse status, thus 
minimising out-of-stock situations. To reach this 
degree of sustainability, all organisations that comprise 
the SC must be willing and able to exchange accurate 
data in a timely manner, ensuring a smooth, 
uninterrupted flow of information. If this requirement 
is not fulfilled, then the whole SC lifecycle could be at 
significant risk [12]. Since companies must process 
increasing volumes of data from their various 
suppliers, manufacturers, clients, and stakeholders as 
efficiently as possible, data management is critical in 
addressing the multiple challenges in SC systems.  This 
is especially important in the case of Personal Data, 
where a careful balance must be struck between 
processing efficiency and appropriate protection. 
Industry 4.0 has brought about significant changes to 
these data-driven processes by using recent 
technological advances.  
  
This systematic industrial digitalisation necessitates 
appropriate methodologies and data structures for 
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collecting, processing, and sharing relevant and 
accurate Personal Data securely and safely. Given that 
a circular economy should attempt to minimise the SC 
lifetime and boost resource efficiency, detecting and 
addressing information sharing barriers, as well as 
assessing and mitigating cyber risks and threats, 
become critical in optimising operations and related 
system losses. The use of artificial intelligence and 
machine learning capabilities in SC re-configuration 
may open the door to a slew of new threats and 
broaden the attack surface for astute adversaries. This 
may result in new and updated attacks that compromise 
personal data security and privacy, decreasing firms' 
ability to profit from data processing and knowledge 
generation. 
 
3. Supply Chain risks and risk 
management  
 

Due to the increasing likelihood and consequences 
of interruptions in SC resulting from security 
vulnerabilities being exploited, SC risk management is 
seen as a vital aspect in ensuring the profitability and 
continuity of SC partners. Given the range of events or 
situations that might influence SC entities, as well as 
the scope and complexity of SCs, defining, managing, 
and mitigating SC risks is becoming more challenging. 
Failure to do so effectively may have a negative effect 
on all organisations involved, including a drop in share 
prices due to poor product quality, delivery delays, 
equipment damage, and ultimately reputational damage 
[13]. In the following sections, we explore how 
Personal Data flowing through a SC can be impacted 
by the primary types of SC security risks. We also 
provide recommendations for technical and strategic 
solutions to help businesses become more resilient. 
 
3.1. Supply chain complexity and visibility 
 

SCs are networks consisting of globally 
interconnected entities and subsystems, which interact 
with each other by exchanging information. This 
information may contain Personal Data, as well as 
sensitive system data that must be protected 
appropriately. Effective collaboration between these 
entities and the secure management of Personal Data 
across the end-to-end systems is critical to SC's success 
[14]. Accurate information sharing between SC 
components in a timely manner is crucial for 
streamlining SCM execution, resulting in increased 
performance, responsiveness, and flexibility while 
reducing uncertainty among SC partners [15]. SCM 
must be customer-oriented since current knowledge of 
market trends and consumer preferences is essential to 

a business's success [16]. As businesses are compelled 
to rethink their marketing strategies and to really listen 
to and interact with their customers, the visibility and 
openness of consumer Personal Data becomes a critical 
factor in marketing decision-making, ultimately 
deciding the company's market performance.  
Managing, negotiating, evaluating, and optimising 
these relationships adds complexity to SC. Complexity 
also grows with the application of industry standards, 
which often require new integrations and compatibility 
assurance or due to strategic alliances, mergers, and 
acquisitions [17]. 
The first strategic capability of a company is to 
discriminate between necessary and unnecessary 
complexity. While necessary complexity adds value to 
the company, unnecessary complexity increases the risk 
and costs without benefit. A company needs to define, 
prevent, and avoid unnecessary complexity and 
manage the necessary complexity. 
 
In a holistic supply chain, SC risk management does 
not reside solely within an individual company's 
boundaries. The fundamental principle of SC risk 
management is the pragmatic development of a holistic 
strategic relationship with suppliers, who are deemed 
to be trusted partners, with a mutual aim of achieving 
excellence for both parties benefit.   Recent research 
[18] stressed the critical importance of evaluating risk 
management along the lines of three major themes, (i) 
mutual objectives, (ii) problem resolution, and (iii) 
dedication to continuous improvement. 
Transparency is crucial for SC enterprises to recognise, 
monitor, and respond to potential risks and establish a 
more effective risk and sustainability management 
programme. By gaining visibility into a SC partner's 
end-to-end operations, including Personal Data 
management, periodic independent cyber security 
reviews, technical risk assessment, threat profiling, and 
documented procedures and operational work 
instructions, a business can detect and mitigate threats 
and vulnerabilities [19]. Transparency also benefits 
riskless mature suppliers since open and collaborative 
relationships strengthen their operations, 
competitiveness, and viability in the face of adversity. 
One of the most significant issues is that most 
organisations lack insight into their supply chain 
processes, leaving them open to worldwide exposures. 
Mondragon [20] reports that 50% of major 
manufacturers lack visibility beyond their closest 
partners, while just 9% report total visibility, 
encompassing insight into all suppliers and partners. 
According to the researchers, visibility becomes even 
more crucial for organisations aiming to globalise their 
products, as inventories and information asset 
management become more complicated. Figure 1 
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illustrates how the complexity of a SC influences and 
organisation's visibility and management. Visibility 
necessitates a deeper knowledge of the type of data, 
their sensitivity and criticality to the company in terms 
of the effect of a compromise. This assessment is key 
to ensuring a better understanding of the Personal Data 
involved for the secure ingestion, processing, 
transmission, storage, and destruction of the data 
throughout the SC paradigm. An audit is one of the 
most effective ways to get a better insight of how 
Personal Data is safeguarded across SC organisations. 
A Supplier Self-Assessment, often known as an 
informal preliminary audit, is a method for SC 
organisations to establish openness and confidence. 
Once the supplier completes a self-assessment, the 
results can immediately indicate weaknesses, gaps, or 
non-conformance with other SC entities [21]. 
Even though auditing is a highly valuable technique for 
gaining awareness in the SC, it may also be utilised for 
illegal business rivalry in specific circumstances. 
Suppliers could use their size, dominance and/or 
impact to compel a smaller supplier into compliance 
for auditing. In contrast, in similar situations, larger 
enterprises will decline to be audited by their customer 
and deliberately withhold the right to audit them by 
way of a service level signed contract [22]. 

Figure 1. Relationships with System Integrators, Suppliers, 
and External Service Providers NIST 800-161 ICT SCRM 

Risk Management 
 
Audits require resources and increase operational costs 
for the collaborating parties, especially where offshore 
auditing is required. 
One challenge associated with auditing is that some 
suppliers, fearing commercial penalties, do not always 
act in the best interests of a transparent audit process. 
In many cases, they try to hide their poor practices and 
inadequate or even non-existent controls in contracts, 
which may result in customers seeking reparation by 
way of penalty clauses. 
According to Saeed [23], SC visibility is defined as the 
awareness of and control over specific information 
related to the product orders and physical shipments, 

including transport and logistics activities, and the 
statuses of events and milestones that occur prior to 
and in-transit. SC visibility can be a major setback and 
a bottleneck regarding information security, assurance, 
governance and adherence to standards, policies, and 
regulations. In part due to the fact that many SCs are 
globally dispersed networks of dependents, increasing 
visibility might be both expensive and time-
consuming. To this end, data-driven SC management, 
assisted by IIoT, applied analytics, AI, and ML and 
Blockchain can enhance the end-to-end transparency 
across the SC [24]. These technology-led leveraging 
platforms, integrated with the SC management systems 
and logistics control, act as 'a nerve centre' for the flow 
of supply chain data and improve real-time visibility of 
inter-SC operations. As digital supply chain integration 
improves delivery tracking, innovative measures are 
more likely to enhance information security and 
management visibility. 
 
3.2. Social performance management in SC 
 

In a broader sense, social performance can be 
understood as the measurement of social issues that 
trigger concerns in society. Measuring SC performance 
with social indicators is not an easy task. Social issues 
have a very dynamic nature, and social indicators are 
difficult to enforce across the entire supply chain. A 
definition for social problems in the SC is provided by 
Morais [25] as the "product/process-related aspects of 
operations that affect human safety, welfare and 
community development". In line with this definition, 
some metrics for social issues include health and safety 
incidents, health and safety practices, product safety, 
economic welfare, and growth.  
The ability of organisations to identify and manage 
social performance issues is vital to the continued 
sustainability of the SC. Developing effective methods 
to evaluate, compare, benchmark, and connect 
behaviours to sustainability indicators is essential for 
any sustainability program's success [26]. The SC view 
is vital because sustainability risks begin with 
suppliers, not goods. It is possible for organisations to 
overlook unethical labour practices and unsustainable 
processing packaging and transportation operations. 
Inbound and outbound logistics are also being 
evaluated for their environmental effect, with 
businesses trying to reduce variables including 
distance, transit, cargo volume and batch size. 
Transparent and efficient monitoring/measurement are 
essential to communicate performance both internally 
and externally successfully and to have a trajectory 
towards progress [26]. Both in the UK and 
internationally, it has been noticeable that firms are 
unwilling to allocate money to the social performance 
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management process where there is already a contract 
in place, and delivery expectations are high.   
However, there are drawbacks to this policy; without 
appropriate measures, the SC process would be riddled 
with irregularities making it harder to implement the 
necessary tasks. Nishinaga [27] states that companies 
do not acknowledge their contribution to adverse 
impacts on workers. For larger enterprises, 
globalisation has seen more outsourcing of business 
functions. However, different countries have unique 
laws, regulations, and demographics, which may or 
may not affect SC. 
 
3.3. Inadequate risk assessment processes 
 

The vast economic and political growth has 
undoubtedly contributed to an increase in SC 
complexities as they extend across more international 
borders. The impact of disruptions that remained 
locally isolated in the past, such as natural disasters, 
political turmoil, piracy, and regional economic crises, 
nowadays spread and affect interconnected SC entities 
directly and indirectly. To provide an example, 
Eisenman [28] alludes to the COVID-19 epidemic in 
China, which caused the manufacture and distribution 
of new iPhone models to be delayed as a result of the 
closure of factories, assembly locations, and 
distribution outlets in the Apple organisation's SC. Had 
more careful consideration been given to the risks 
involved in operating in China, the disruption may 
have been managed more effectively. Pettit [29] cites 
another case; following Japan's 2011 earthquake and 
tsunami that led to a nuclear calamity.   The 
automotive giant Toyota had its production reduced by 
40,000 vehicles, costing an estimated $72 million in 
daily profits. In an age of intense diversity and 
uncertainty when markets are highly unpredictable, 
firms operating in supply chains that may be 
geopolitically compromised constantly exist on the 
edge in order to meet customer expectations; 
consequently, they must adopt effective risk 
management mitigation strategies [30]. 
The necessity of risk assessment processes to 
proactively identify, manage and increase resilience 
against risk is widely recognised by enterprises and the 
supply chains. However, improving the resiliency 
against SC risks requires radical strategic decisions to 
prioritise it as a business requirement and change the 
operating model and organisational structure to support 
it. SC management requires a clear governance 
structure to support the respective operations, skilled 
resources with clearly defined accountabilities and 
ownership, and clearly defined processes and SC 
management systems and analytics support. 
An essential pillar in bridging the gap in SC Risk 

Assessments processes is the establishment of SC 
Security and Assurance Programmes. Organisations 
must establish robust Supply Chain Security Assurance 
Programmes to ensure that all suppliers are subject to 
rigorous periodic security risk assessments before and 
throughout the entire lifecycle of the chain [31]. Any 
residual risks from the Supplier Assurance Programme 
must be effectively managed and periodically reviewed 
to ensure the risk is kept within the organisation's risk 
appetite. 
Adopting Supply Chain Risk assessment processes, 
business structures and culture must be communicated 
and acknowledged with the SC partners. In addition to 
that, Zsidisin [32] refers to the importance of adopting 
an Early Supply Involvement (ESI) as a way to reduce 
the probability of a SC disruption risk and mitigate the 
subsequent impacts. ESI is a practice of collaboration 
between SC partners where the manufacturer involves 
the supplier at an early stage of the product 
development process. Even though SC risk assessment 
procedures do not guarantee the absence of SC failures, 
they minimise the impact and accelerate the recovery, 
in case of exposure, by planning and implementing 
comprehensive business continuity plans. Worth noting 
that the essence of conducting a risk assessment is to 
protect an organisation's information assets, including 
Personal Data. Security Assurance Programme is vital 
to protect information assets that are valuable to the 
business, and Personal Data is one such information 
asset. 
 
3.4. Information security and data protection 
challenges 
 

With the advancement of data-driven processes, 
SCs is faced with security threats at    any given time.   
These attacks may be carried out by internal threat 
actors (employees) or external threat actors such as 
Foreign Intelligence Services, Organized Crime, 
Hackers, etc. For example, insiders may collude with 
external criminals by providing information identifying 
weak points or revealing authentication passwords - 
criminal actions which can generate significant issues 
for companies or even put them at risk of bankruptcy. 
Furthermore, Urciuoli [33] explains that implementing 
advanced information technology systems in SC means 
that various parties, e.g., shippers and logistics, can 
share and analyse large amounts of data to make daily 
activities and operations more flexible and efficient. 
Such information may be related to purchase orders, 
bills of materials, shipping instructions, warehouse 
packing lists etc. Unfortunately, this process, which 
allows many entities to access information, comes with 
many security challenges. While most businesses 
devote considerable money to resolving 
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interoperability challenges when linking disparate 
legacy systems, they neglect security risks. Typically, 
the source of cyber-attacks is overlooked until a 
specific organisation is impacted. 
 
Different data types (e.g., personal customer records) 
reside in many places in a data-driven SC, and their 
protection depends on a combination of encryption, 
integrity protection, and data loss prevention 
techniques. As organisations move towards cloud 
computing and mobile access, care must be taken to 
limit and report data theft while also mitigating the 
effects of data compromise. Some companies fail to 
identify and isolate their most valuable information 
assets from less business-critical and publicly available 
information on their internal networks, or they fail to 
regulate the appropriate access rights in line with 
security best practices.  
Internal users in many environments have access to all 
or most critical assets like those that manage and 
control physical systems, such as Supervisory Control 
and Data Acquisition (SCADA). Once attackers 
penetrate a network, they can easily find and remove 
important information such as sensitive system details 
and personal data, cause physical damage, or disrupt 
operations with little resistance. Jansen [34] stressed 
the need for organisations to understand its sensitive 
information, where it resides, and who needs access to 
it; similarly, Casino [35] advocates putting together 
lists of the key types of data and their overall 
importance.  
In order to create a comprehensive data classification 
scheme, organisations should consider the value of 
their data assets and the restrictions that must be 
applied to their access and use. Once the criticality and 
sensitivity level of the information has been identified, 
it can be further subdivided based on its impact if it 
were compromised. Upon determining the sensitivity 
levels, a data inventory or map should be created 
according to the data's applications [36]. Different 
security controls can then be implemented to protect 
assets according to their classification.  The network 
then needs to be segmented so that systems of the same 
sensitivity level are separated from systems with higher 
sensitivity levels; firewalls can also control access to 
each segment. Access to data should be based on job 
requirements and on a need-to-know basis or by 
applying the principle of least privilege. Job 
requirements should be created for each user group to 
determine what information the group needs access to 
perform their jobs. Detailed logging should be turned 
on for servers to track access and allow for security 
personnel to examine incidents in which data was 
improperly accessed. 
 

3.5. Legal and regulatory challenges 
 

The rapid growth of global competition and 
connectivity has resulted in many organisations relying 
on various Commercial Off-the-Shelf (COTS) products 
from countries with different legal and regulatory 
measures and data protection restrictions [37]. 
Unfortunately, very little has been done regarding legal 
and regulatory measures to avoid uncertainty and curb 
potential exploitation by suppliers. The requirement for 
alignment with key stakeholders, businesses or 
institutions on legal and regulatory measures helps in 
the negotiation of agreements and builds confidence 
within SC and partners [38]. A recent analysis [39] 
remarked that standardisation could play a positive role 
as a single source of informal rules to regulate the 
public realm and bring benefits in terms of knowledge, 
credibility, and risk reduction through accountability 
and predictability. 
In today's data-driven settings, SC management rules 
are being developed to improve both business and 
individual controls by increasing transparency and 
permission requirements [39]. Additionally, the 
regulations include restrictions governing the profiling 
and individual rights when conducting business on a 
global scale. As a result, they clarify and expand the 
duties of regulators and processors via additional 
accountability requirements [40]. 
Coercive pressure of a regulatory environment, 
especially regarding IT estate, would influence SC 
processes.  
 
For example, Gruschka [41] states that privacy issues 
cause alarm in data driven SCs due to the requirement 
to store, process and often share large volumes of 
information. One of the challenges is finding the right 
way to protect personal data by limiting the amount of 
information shared with third parties involved in the 
chain. Since any security weaknesses can make an 
organisation vulnerable to data privacy compromises, 
companies are responsible for ensuring that contracts 
contain clauses that safeguard personal data. 
Moreover, regular vendor risk assessments should be 
conducted to ensure that all possible threats and 
vulnerabilities immediately identified and addressed 
accordingly. To that target, in January 2012, the 
European Commission suggested reforms of the EU's 
1995 data protection rules to strengthen online privacy 
rights [42]. Recent examples of reform have been Fair 
Information Practices, designed to harmonise with 
recently introduced privacy laws, and the European 
Union Data Protection Directive (DPD). 
It is apparent that companies face challenges in using 
SC management data to avoid legal issue related to 
personal data and privacy violations. Using standard 

Page 1817



privacy preservation techniques, such as cryptography 
and obfuscation, the vast amount of data processed 
and exchanged may be inefficient. Therefore, it is 
necessary to effectively distinguish between personal 
and non-personal data in line with the Information 
Commissioner's Office (ICO) guidelines.  
Preserving data privacy is becoming increasingly 
complicated considering significant data processing 
activities needed for SC management integration, 
record linking and sharing of often unstructured IIoT 
data. Given that this data may contain personally 
identifiable information (PII) or private information, 
such integration processes could result in serious 
privacy violations. In addition to that, even if sensitive 
personal data are obscured to meet users' privacy 
requirements, SC data management operations could 
lead to the generation of new identification patterns 
concatenating original sensitive data that must remain 
protected. 
 
3.6. Strategic planning of SCRM and SCM 
based on ICT 
 

The COVID-19 pandemic has exposed most 
organisations' SC risk management weaknesses. More 
than 94% of one thousand companies surveyed by Zhu 
et al. [43] saw disruptions on their SC, and 75% 
reported negative or economic solid impacts on their 
businesses. The main reason is due to the multiple and 
long-term national lockdowns and the significant 
restrictions on travel which have minimised the flow of 
raw materials and finished goods. The impact was 
substantial, especially to those firms which were 
dependent on China trade. In their attempt to support 
their local industries, most governments have provided 
treatment to the employees who have been infected and 
financial support for industrial firm's sustainability 
[44]. While the magnitude of the effects cannot be 
foreseen since this was not a normal risk occurrence, 
reality has shown that the majority of the difficulties 
are not new. 
Today, more and more organisations realise the need to 
focus carefully on the strategic planning of their 
SCRM as it helps them resolve localised and 
exceptional global risks, reduce vulnerability, and 
ensure long-term survival. These evaluations must 
prioritise health to maintain the workforce healthy and 
productive via the introduction of new alternative 
modes of work, such as protective gear, and the 
establishment of alternative operational measures, such 
as remote work and Q&A helplines. 
Secondly, during a pandemic event, the organisation 
must be adaptable to create alternative goods 
depending on current market needs and raw material 
availability. Transport risks must be assessed as part of 

procurement, management, and governance processes.  
 
 
 

 
Figure 2. Blockchain In Industry 4.0, Supply Chain 

Management: Use Cases 
 
4. Emerging technologies in data-driven SC 
management 

 
With the use of IIoT and Blockchain, technological 

tools must develop a fully trusted SC network through 
information sharing for the accurate development of 
standardised risk assessments and quantification tools. 
Over the past decade, it has been shown that 
Blockchain technologies have tremendous potential to 
revolutionalise supply chain management and address 
security, data protection, and privacy concerns 
regardless of geographical location[45]. Blockchain is 
a decentralised and distributive technology that can 
provide confidentiality, integrity, and data availability 
of the transactions. Thus, it can improve the 
transparency and visibility of SC management data 
flow, enable process automation, eliminate 
intermediaries, and enable real-time tracking through 
traceability, privacy, and data management techniques 
[46].  Blockchain forms a sequence of blocks that hold 
a complete list of transaction records, much like a 
general public ledger. Although several limitations 
have been recorded, such as the restrictions on a 
block's size and its transaction rate, those are not 
significant issues for validating records. The innovative 
idea behind Blockchain is that all transactions are 
stored in a decentralised distributed ledger within the 
communication environment. 
According to Epiphaniou [46], this distributed ledger is 
produced collaboratively using strong cryptographic 
protection, is validly distributed amongst all peers, and 
can offer an immutable audit trail and transaction 
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history for all the different data levels accessed 
modified within the SC environment. That business 
logic is often executed with transactions using 
distributed applications. 
Recently, several approaches have been launched and 
published in the public domain that utilise Blockchain 
technologies to regulate and control the flows of 
Personal Data; hence privacy and anonymity were 
preserved [47]. Most importantly, because of its 
decentralised structure, Blockchain appears to be 
resilient against data outages and to provide a certain 
degree of data contingency within the communication 
network. Data reliability often depends on the controls 
imposed for creating the transactions by specified 
authorities. Therefore, it is imperative to identify the 
exact means by which Personally Data is created 
before it is placed onto a Blockchain network. Peterson 
[48] stated that some aspects surrounding the 
authenticity of data are often considered outside the 
scope of a Blockchain operation. Therefore, defensive 
measures must always be taken outside the Blockchain 
network (Commercial Product Assurance CPA by 
CESG, a UK Government scheme designed to assure 
commercial security products).  
The use of blockchain technology in the provision of 
SC in Industry 4.0 has gained popularity owing to its 
capacity to create and deploy distributed ledgers 
comprised of various data structures essential to SC 
management [49]. The technology promises to achieve 
global visibility to individualised SC activities, making 
it entirely changeless and distributable within the 
supplier's network by leveraging strong cryptographic 
primitives to establish trust among peers and industry 
partners. Access to such Personal Data can only be 
achieved efficiently, securely, and verifiably without 
modification to an existing block that encapsulates a 
particular supplier's record, which cannot be tampered 
without modifying all subsequent blocks. Figure 2 
demonstrates the Blockchain's relevant use cases in 
data-driven SC management. 
Therefore, unauthorised modifications are easily 
detectable with Blockchain and, to a certain extent, 
attributable. Indicatively, the Blockchain network 
offers strong integrity and immutability; however, it 
also has a perpetual data storage capacity which might 
conflict with the UK General Data Protection 
Regulation (GDPR). Other notable challenges include 
the size of the data required to be stored together with 
existing searching capabilities offered by Blockchain, 
particularly when hashes will be regarded as Personal 
Data by the Information Commissioner's Office (ICO). 
In principle, the deployment of Blockchain technology 
must reflect on specific privacy issues linked to extant 
ICT systems to ensure that the "need to know" and 
"least privilege" principles are strictly adhered to in the 

SC management [50]. Also, the viewing and retrieval 
permissions are often complicated to establish on the 
premise that different SC members frequently share 
data processing and viewership. This is also true for 
Cloud service provisions, which have seen 
unprecedented deployment and processing of Personal 
Data and organisation's data in recent times due to 
convenience, savings, and near-real-time access. 
Certain limitations and security implications have been 
recorded and challenged regarding the integrity of 
handling Personal Data, such as conventional 
cryptographic algorithms used and the application of 
legacy access control systems. Economies of scales are 
slowly emerging to cyber-criminals who seek to 
benefit financially from the theft of Personal Data.  
 
Big-Data based IIoT systems, which get widely adopted 
within the SC management systems, collect large 
amounts of data from sensors and processes them in 
centralised servers. Centralised AI algorithms are 
utilised for various tasks, such as demand optimisation 
and production planning based on data from IIoT 
sensors, which, together with other Edge devices, are 
the main data collection points. However, the 
drawback to centralised AI algorithm training, based 
on IIoT data, is that information privacy may be 
compromised. During training, attackers could gain 
access to the generated data because IIoT sensors are 
so sensitive that they can make physical processes 
visible when conducted in industrial sites. Moreover, 
this information can be used to launch physical cyber-
attacks against industrial control systems (ICS). 
To reduce the risk of privacy loss, the distributive nature 
of the Federated Learning approach offers the 
capability of more secure AI training models. If FL is 
utilised to gain access to Personal Data, potential 
attackers would have to penetrate multiple systems at 
the edge rather than at a single centralised core, making 
the attack attempt much more difficult. 
Federated Learning works in different network 
topologies: the first being a centralised topology in 
which the clients using IoT or edge devices - 
synchronise with a server, download a master model, 
and then perform iterations of the stochastic gradient 
descent algorithm using samples from their local data 
copies. Following this, the resulting weight update 
vector is communicated to the server, thereby updating 
the master model. The original centralised topology, 
which had an inconsistent data distribution problem, has 
been improved by Sattler [50], who proposed a 
clustered topology. The second topological type is 
wholly distributed and works in a peer-to-peer 
fashion. Savazzi [51] propose fully distributed (or 
serverless) FL algorithms by iterating model updates 
consensually. This approach has the advantage of better 
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scalability compared to the centralised and clustered 
topologies and avoids a single point of failure. 
However, in an industrial setting, a fully decentralised 
topology may not be desirable because organisations 
need to control the data flow and access. 
 
5. Conclusion 
 
SC has been undergoing tremendous changes over the 
last few decades, moving away from purely operational 
logistics activities and towards automated end-to-end 
data-driven processes. Data have become the most 
critical resource for many modern companies as 
information technology advances. This paper has 
provided a comprehensive overview of the relevance of 
Personal Data in managing Industry 4.0 SC complexity 
and visibility. We have emphasised the role that 
advancements in emerging technologies such as 
Blockchain, Federated Learning and artificial 
intelligence (AI) can play in mitigating inefficiencies 
in SC data management via enhanced transparency, 
decentralisation, optimisation, and sustainability. 
Further work in SC management security domain is 
required to assist firms to build and execute these 
secure technologies to eliminate vulnerabilities. 
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