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Abstract—The dependency on vehicles is increasing tremen-
dously due to its excellent transport capacity, fast, effcient, 
fexible, pleasant journey, minimal physical effort, and sub-
stantial economic impact. As a result, the demand for smart 
and intelligent feature enhancement is growing and becoming a 
prime concern for maximum productivity based on the current 
perspective. In this case, the Internet of Everything (IoE) is an 
emerging concept that can play an essential role in the automotive 
industry by integrating the stakeholders, process, data, and things 
via networked connections. But the unavailability of intelligent 
features leads to negligence about proper maintenance of vehicle 
vulnerable parts, reckless driving and severe accident, lack of 
instructive driving, and improper decision, which incurred extra 
expenses for maintenance besides hindering national economic 
growth. For this, we proposed a conceptual framework for a 
central VHMS exploiting IoE-driven Multi-Layer Heterogeneous 
Networks (HetNet) and a machine learning technique to oversee 
individual vehicle health conditions, notify the respective owner-
driver real-timely and store the information for further necessary 
action. This article transparently portrayed an overview of 
central VHMS and proposed the taxonomy to achieve such an 
objective. Subsequently, we unveiled the framework for central 
VHMS, IoE-driven Multi-tire HetNet, with a secure and trust-
worthy data collection and analytics system. Finally, anticipating 
this proposition’s outcome is immense in the automotive sector. 
It may motivate the researcher to develop a central intelligent 
and secure vehicular condition diagnostic system to move this 
sector towards Industry 4.0. 

Index Terms—Central VHMS, IoE, HetNet, Machine Learning, 
VehiChain. 

I. INTRODUCTION 

THE vehicle is an essential item in our daily lives due 
to its enormous benefcial aspects and makes our lives 

easier by solving many complex confronted tasks. So, it 
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is considered one of the revolutionary inventions of the 
modern age and the development of our present condition. 
Fundamentally these depend on vehicles’ effcient usage and 
preventive measures [1]. While uttering about effcient vehicle 
usage, some terms come accordingly, such as effcient traffc 
management, ensuring road safety, proper city management, 
perfect vehicular condition observation, proper maintenance, 
and many other related services. In this case, a prominent 
invention is required that may perfectly fulfl these matters. 
Based on the current perspective, this appeals to researchers to 
design a monitoring system that rigorously studies a vehicle’s 
health intelligently and informs respective stakeholders about 
the vehicle’s structural conditions in real-time. 

Currently, the most circulated term is intelligence, and it 
is a groundbreaking concept that every sector of modern 
technologies is adopting these techniques to improve the 
system’s performance [2]. An intelligence system is a decision-
aware technique that makes a system adapt to any unknown 
or unfamiliar situations. For diagnosing the fault of a machine 
[3] or operation of a hospital, or even managing a city [4], 
worldwide, the intelligence system proves its ability. The 
application of this technique to the vehicle and related felds is 
enormous. Design of self-contained autonomous vehicles [5], 
telematic feature contained vehicle [6], enhanced intelligent 
transport system [7], and so forth are the unreal things that 
come to reality by utilizing intelligence techniques. How-
ever, in the age of Industry 4.0, the world is submerged 
with data [8]. Such as the amount of data produced by 
an online social network like Facebook, Twitter, and others 
are mammoth. So, it is inevitable that data originated from 
wireless and other systems would be huge too. This massive 
amount of data can be termed as ‘Big Data’, as a repository 
where dimensions and essences of data are assorted from 
one another [9]. Due to various benefts, the big data for 
vehicle applications attract academicians, researchers, vehicle 
manufacturers, environmentalists, and many other agencies 
[10]. On the contrary, the security issue was not addressed 
accordingly while designing networking systems from the 
very beginning of its emergence [11]. The possibility of an 
intruder attack on any communication system has increased 
so viciously; as a result, people deny receiving any services 
from the system without trustworthy security measures. The 
vehicular communication infrastructure is highly sensitive, 
where researchers conducted abundance praiseworthy research 
to ensure its security features in different application cases and 
lots of research is ongoing. It can be presumed that intelligence 
and security are the two most asking requirements of any 
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system. In short, both are prerequisites to design a system 
that has multiple applicabilities and access to other networks 
and systems [12]. 

However, the vehicle has lots of essential components, and 
those are keeping a role a little or more to make it operational 
over the road. Moreover, among these parts, some parts could 
be more essential components, and minor ignorance could lead 
to a devastating situation. The noticeable matter is that these 
items produced a massive quantity of data for every second. 
Recently some research has been conducted to observe these 
items, but these works are confned to simple and individual 
cases using contemporary sensor-actuator. So, Vehicle Health 
Monitoring System (VHMS) for a central entity besides indi-
vidual circumstances could be considered a unique venture. 
The notable matter is the available recent studies are not 
concentrated on this concept. In [13], the researchers concen-
trated only on locating the vehicle and identifying the vehicle’s 
fuel level. Again Shaf et al. [14] focused on few specifc 
engine issues using IoT technology instead of considering the 
whole vehicle. However, these studies have several loopholes 
and are inconsistent with the concept of Industry 4.0. Also, 
in, [13], the GPS and GSM were used for communication 
purposes for the vehicle monitoring system, which makes the 
system incompetent compared to the current situation. Also, 
GSM technology treats this system as a secondary system 
that can not ensure the quality of service (QoS), and there is 
no option for improving the system’s performance. Secondly, 
only fuel monitoring can not be considered as a parameter 
for ensuring a perfect monitoring system. Again, in some 
cases, researchers started to employ the most popular machine 
learning techniques like artifcial intelligence (AI) for real-
time remote monitoring [14], but the data were taken from 
OBD-II instead of contemporary sophisticated devices, which 
seems ineffectual with the current Industry 4.0 demand. Also, 
the authors of these works overlooked implementing these 
propositions for the central VHMS entity using multi-variant 
connectivity contained networks besides considering security 
issues. Overally, the previous research works employed data 
collection techniques, networking devices and monitoring ap-
proaches are obsolete and unsuitable for the current perspec-
tive. Keeping in mind these problems, an intelligent and secure 
vehicle health monitoring system is needed to be designed, 
which facilitates the advantage of a reliable and robust network 
system using Internet of Everything (IoE) technology. 

So, this study proposed a central VHMS for real-time 
monitoring systems that monitor the vehicle’s health status 
and simultaneously notifed the stakeholders and store this in-
formation besides providing telematics services, storing driver-
owners data. It can be further exploited by stakeholders such 
as the Road Transport Department (RTD), vehicle manufac-
turers, owners, insurance authorities, government agencies, 
manufacturers, etc. In this case, the VHMS may facilitate the 
stakeholders by incorporating cloud-based services where the 
VHMS can be handled centrally. The network infrastructure 
formation could be governed by client-server techniques where 
the data can be propagated from vehicle to cloud through the 
fog network and vice versa by following Figure 1. However, 
this paper describes some conceptual issues of central VHMS 

elaborately with some advanced and sophisticated features, 
which may enlighten the reader to more insights into that par-
ticular issue. Virtually, this paper concentrates on the following 
matters: 

1. Portrayed an overview of central VHMS including IoE-
driven Multi-Tire HetNet with secured network system; 

2. Proposed taxonomy towards the possibility of central 
VHMS through the extensive investigation on literature; 

3. Presented a conceptual framework for central VHMS to 
motivate future researchers to enhance the automotive 
sector with advanced technology; 

4. Discussed a set of open research issues to deliver novel 
ideas among researchers to enhance the central VHMS. 

Moreover, the remaining portion of the paper is decorated 
with different topics. Section II proposes a taxonomy of this 
paper with descriptive features, and it’s a related literature 
review. The uniqueness of this research is portrayed in Section 
III as the VHMS framework to a central extent. The future 
research scope and challenges are elucidated in Section IV to 
share the novel ideas with the respected researchers. Finally, 
Section V concludes the paper by disclosing the contribution 
of the article. 

Vulnerable Points (Class 1) ECU

Fuel Station

Data Handover Zone (DHZ)

Traffic 

Signal Point

Residential 

Area

 Blockchain Based Cloud 

Storage (IDS and Encryption)

Govt. 

Agencies

Automobile 

Manufacturer

Vehicle Owner

Road Transport 

Authority

Maintenance 

Service Providers

Stakeholders

Data Transfer to Cloud 

by Sink

Moving 

Vehicles

ECU ( Edge Device)

Vulnerable Points (Class 2)

Vulnerable Points (Class n)

Gateway (Wi-Fi, Zigbee)

Sink (Fog)

Io
E

-I
V

C
V

-t
o
-I

I-
to

-C

C-to-

I

IoE- Internet of Everything

IVC-Intra-vehicular Communication

ECU- Engine Control Unit

V-to-I-Vehicle to Interface Communication
I-to-C-Interface to Cloud Communication

I-to-V,

I-to-P

EC U EC U
EC U

EC U EC U

Fig. 1. Overview of Secure and Intelligent VHMS Framework by Big-Data 
Analytics. 

II. PROPOSED TAXONOMY 

The application of central VHMS may effectively infuence 
the path of development and make comfortable our everyday 
life. For this, a birds-eye view of the different concept’s 
relation is presented through the taxonomy in Figure 2. 

A. Intelligence Concept for VHMS 

Intelligence is the virtue of any entity where it can predict 
the viable decision as outcomes depending on the gathered 
knowledge. In VHMS, this term is considered a promising 
and novel item to make decisions about any arisen matters 
smartly in the following cases. 
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Fig. 2. Proposed Taxonomy for VHMS 

1) Intelligence on Vehicular Communication: Communi-
cation technologies are the most signifcant component of 
sharing the data perfectly among vehicles for various purposes, 
where the following techniques could enhance the analytic 
activities to share the desired information intelligently. 

a) ML-based Intelligent Vehicular System: ML-based 
intelligence is exploited in many aspects in vehicular net-
working, vehicular communication, and securing vehicular 
communication [15]. In [16], several techniques are proposed, 
such as Supervised Learning, Unsupervised Learning, Rein-
forcement Learning, Deep Learning (DL) as supreme ML 
tools to design a vehicular communication system. In this 
case, Multi-Layer Perception (MLP), Support Vector Machine 
(SVM), K-Nearest Neighbor (KNN) algorithms are utilized 
for a better decision [17]. Besides, a novel reinforcement 
learning-based algorithm, i.e., Deep Reinforcement Learning 
(DRL) based algorithm, Artifcial Neural Network (ANN), 
and Hidden Markov Model (HMM) based time series ML 
algorithm also used for intelligent networking allocation by 
establishing Software Defned Network (SDN) incorporating 
with Mobile Edge Computing (MEC) and Network Function 
Virtualization (NFV). In this case, the developed system is 
worked as an integral part of network resource allocation, 
network traffc allocation, and network virtualization. Addi-
tionally, the Q learning-based algorithm, Bayes learning-based 
algorithm, and the K-means unsupervised algorithm are also 
used to cover many security features like intrusion detection, 
malicious attacks, and hybrid detection [18]. 

b) DL-based Intelligent Vehicular System: Though DL 
is considered a subset of ML, but it secures a distinctive 
position for its effective and extensive practices towards AI’s 
journey. Such as MLP, Recurrent Neural Network (RNN), 
Convolutional Neural Network (CNN), Graph Convolutional 
Network, Autoencoders (AE), and so forth are effcient meth-
ods which recently have been incorporated in the intelligent 

transportation systems (ITS) for optimal outcomes [19]. 
c) Neural Network-based Intelligent Vehicular System: 

Neural Network (NN) is another special type of machine learn-
ing technique. It is renowned for its predicting performance 
accuracy in many sectors, including in ITS. The notable matter 
is that NN sets its footprints in the feld of automated driving, 
which is proposed in [19]. Also, NN-based CNN decorates 
ITS for traffc sign recognition, traffc light detection, vehicle 
classifcation, number plate/license recognition, etc., which are 
discussed eloquently in [20]. Additionally, based on the current 
perspective for lightweight and more effective modern tech-
niques, the defogging algorithm-based image processing tech-
nique, image processing embedded machine vision method, 
high-resolution camera dependent vision sensing method [21] 
are proposed for designing an intelligent vehicle and ITS. 

2) Intelligence on Network Technology: Different kinds of 
technologies are adopted based on the adjacent environment, 
requirements, cost, and other necessities to achieve the ex-
pected goal using various intelligence algorithms for optical 
networking and wireless networking, which are described as 
follows. 

a) Intelligence on Optical Network: In this case, the 
Bayesian fltering with expectation maximization, genetic al-
gorithms, and adaptive control approaches are used to charac-
terize and operate the optical transmitters. On the other hand, 
ANN and DNN are applied for performance monitoring of 
optical networks, where Bayesian fltering with expectation-
maximization is adopted for mitigations of nonlinearities. 
Again, for enhancing the Quality of Transmission of this net-
working system, the Case Base Reasoning (CBR) technique is 
performed outstandingly as a potential AI technique. Another 
notable matter is that the Deepwalk strategy is employed for 
optical network slicing and management purposes, and the 
Deep Neural Evolution Network (DNEN) to identify fault 
locations perfectly [22]. On the other hand, the Erbium-Doped 
Fiber Amplifer (EDFA) operation adopted ML techniques 
like supervised machine learning used in the optical network 
for effcient outcomes. Also, for calculating the Quality of 
Transmission of the optical network effciently the DNN, and 
ANN-based ML are used profoundly [23]. 

b) Intelligence on Wireless Network: Due to the com-
plexity and critical network consideration, the intelligence 
feature is most vastly used in a different instances of wireless 
networking. Such as, in the early stage of wireless intel-
ligence, the cognition system was predominant solely, and 
it was massively used before the era of modern intelligent 
techniques. For example, Cognitive Radio (CR) is used mainly 
for spectrum sensing, besides various sensing purposes like 
energy estimation, matched flter detection, feature detection, 
etc. are used for this purpose [24], [25]. With changing time, 
the ML technique achieved popularity for managing wire-
less communication. For example, power control, spectrum 
management, cache management, backhaul management, and 
so forth activities are competently managed using various 
approaches of ML such as supervised learning, reinforcement 
learning, and transfer learning. Again for wireless networking, 
the base stations (BS) association, BS switching, routing, and 
clustering are adopted using different ML-based approaches. 
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TABLE I 
COMPARATIVE ANALYSIS OF INTELLIGENCE 

Different features exploited Intelligence in vehicle Intelligence in-network Technology Intelligence in vehicle 
by Intelligence 

Wireless Optical 

Spectrum Sensing 
Channel Estimation 
Radio Resource Allocation 

ML 
✓ [18] 
✓ [18] 
✓ [16] 

DL 
X 
✓ [30] 
✓ [31] 

NN 
X 
X 
X 

Others 
X 
X 
X 

Cognitive 
✓ [24] 
X 
✓ [25] 

Fuzzy 
X 
X 
X 

ML 
✓ [29] 
X 
✓ [32] 

DL 
X 
✓ [27] 
✓ [27] 

AI 
X 
X 
X 

ML 
X 
X 
X 

BI 
X 
X 
X 

DL 
X 
X 
X 

ML 
X 
X 
X 

& Management 
Network Traffc Control 
Routing 

✓ [16] 
X [18] 

✓ [33] 
✓ [34] 

X 
X 

X 
X 

X 
X 

X 
X 

X 
✓ [29] 

✓ [27] 
✓ [27] 

X 
X 

✓ [23] 
✓ [23] 

X 
X 

X 
X 

X 
X 

Also, in some cases notably, unsupervised learning, super-
vised learning, and reinforcement learning approaches of ML 
are practiced signifcantly to ensure mobility management 
of wireless systems [26]. Besides the ML, in the physical 
layer of wireless communication system, several issues such 
as Interference Alignment (IA), jamming resistance, modu-
lation classifcation, and physical coding are resolved using 
deep Q-learning, deep Q-learning based two-dimensional anti-
jamming scheme, CNN based DL scheme, decoding algo-
rithm and so forth of DL techniques. Some problems like 
spectrum allocation, traffc prediction, and link evaluation 
are also successfully resolved in the data link layer by D-
based advanced schemes such as hybrid DL, Deep Belief 
Network (DBN), and so forth. Besides these, in the routing 
layer, DL-based Q-learning and deep reinforcement learning 
have been used magnifcently in many studies [27]. Also, in 
various applications of wireless communication systems, i.e., 
wireless virtual reality, co-existence of multiple radio access 
technology, mobile edge caching and computing, the NN based 
Echo State Network (ESN), CNN, Long Short Term Memories 
(LSTM), Feed Forward Network (FNN), and so forth have 
exploited as next-generation wireless application [28]. 

3) Intelligence-based Human Science: The intelligence 
concept used in different science and technology branches 
originated from biological science, especially medical science. 
So it is obvious to look for novel concepts in biological 
science. 

a) Brain Intelligence (BI): Brain Intelligence (BI) can 
also be enunciated as Beyond AI. Generally, it is incorporated 
by AI and artifcial life features with memory, where the 
artifcial life-based network connects different NN. Though, 
the traditional AI approaches forget the previous method while 
learning the new one. But Continual Learning as BI keeps 
the previous one in the memory while learning the new 
approaches, such as Elastic Weight Consolidation (EWC) [35]. 

b) ML-DL Approaches and Human Science: ML tech-
niques like the tree-based method, SVM, and others are widely 
used to treat cardio-related diseases. Additionally, in various 
clinical purposes like radiology, hematology, neurology, on-
cology, and cardiology used different ML-based approaches 
effciently [36].On the other hand, DL approaches are adopted 
for detecting and treatment purposes in various ophthalmol-
ogy problems like diabetic retinopathy, age-related macular 
degeneration, and glaucoma. Additionally, DL-based CNN is 
widening the using scopes of intelligence for medical imaging 
and human emotion recognition (HERO) in the radiology feld 
[37]. 

4) Comparative Analysis of Intelligence: So far, the in-
telligence concept discussed in various aspects of different 
applications makes anyone understand that this feld is quite 
vast and versatile. Concentrating on the application of VHMS, 
the analytical discussion of intelligence is focused on the 
networking of the VHMS. From Table I, various networking 
component is considered, which are thriving factors to design 
a robust and effcient network. From the analysis, ML and DL 
become the two strong contenders for consideration. Surpris-
ingly, NN lags behind the race. In this case, the true facts 
lie in the complexities of solving capabilities and functions of 
the employed algorithms. But the NN algorithms are designed 
to solve critical problems like behavior analysis and facial 
recognition, which require higher computation and resources. 
Cognitive intelligence and fuzzy intelligence are not capable 
of performing a task like ML and DL at all. However, the 
research to incorporate Brain Intelligence and other Human 
Science intelligence into physical technology is ongoing. 

B. Autonomic Concept for VHMS 

As a new concept, Autonomic Computing (AC) has been 
derived from the idea autonomous nervous system of the 
human body where the human body sense an abnormal sit-
uation, cope with it and resolve the situation by manipulating 
internal mechanism [38]. The AC has its potential towards 
the manageability of disaster. The Autonomic concept more 
novel than automatic, where no human or outside intervention 
is needed to handle the crucial situation for any system. 

1) Architecture: A Generic Autonomic Network Architec-
ture (GANA) model is proposed, where the GANA profle is 
created from the interaction between autonomic nodes, and 
these profles are extracted by analyzing autonomic behav-
ior. There are several Decision Elements (DE), which are 
constructed protocol, function, network, and node. Another 
GANA model inspired Autonomic Network Integrated Model 
and Architecture (ANIMA) is proposed, where autonomic 
networks have three layers. Each autonomic network is formed 
by autonomic service agents, autonomic network infrastruc-
ture, and basic operating system functions, which hold a 
globally unique domain certifcate. However, an autonomic 
architecture-based database-centric architecture named Rela-
tional Model Multiagent system (RMAS) by ensuring self-
healing, self-confguration, and self-optimization, besides self-
protection features [39]. 

2) Management: Autonomic Computing makes itself wor-
thy of managing many aspects like data handover, cloud 
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computing, and QoS. In this case, the ML approaches in 
autonomous computing also make management intelligent 
[38], [40]. 

C. Infrastructure Concept for VHMS 

Infrastructure holds a vital share for building a network, 
and the performance of a wireless network depends on the 
appropriate infrastructure design. In search of fnding a suit-
able infrastructure, the following discussions might shed some 
light on this topic. 

1) Community Network: Community Network (CN) is con-
structed from the concept of open source and its uses. The idea 
came from the crowdsourced network, and it is devised to be 
open, free, and neutral. For building a CN infrastructure, it is 
necessary to defne the technology and a network infrastructure 
layer. Guif.net is an established example of CN infrastructure 
where people’s Wi-Fi and fbre-optic plays as a last-mile 
deployment. Such as, in [41], CN-based network infrastructure 
is implemented to build connectivity in a rural environment. 
Besides that, Wireless CN is also proposed by a bottom-up 
approach for creating an excellent CN infrastructure. 

2) Cyber-Physical System: Cyber-Physical System (CPS) 
amalgamates computational and physical components to form 
a process in the real world [42]. In a broad sense, in terms of 
Architecture, the user interacts with CPS through the Cyber 
part interface, and cyber coordinates and controls the physical 
part through a properly designed network. CPS is a modern-
day technology that takes the automation system a leap for-
ward [43]. The capability to handle different physical systems 
makes it a worthy candidate to operate in the heterogeneous 
network. The whole system is classifed into two domains; 
Cyber and Physical, where sensors and actuators work as 
components in the physical domain, and computation is done 
in the cyber domain, which is coordinated by communication 
between sensing and control [44]. In [45], a Structural Health 
Monitoring System (SHMS) in an aircraft is implemented 
where a piezoelectric transducer works in the physical domain, 
and Wireless Sensor Network (WSN) plays the main role in the 
cyber domain. Also, a MegaSense system for monitoring air 
quality was proposed by [46], where the MegaSense core plays 
as a cyber system and the air pollution monitoring system 
works as a physical platform. Besides these, a CPS system 
with the association of social networking is used to design an 
Internet of Vehicle (IoV) where data collection and networking 
layer are incorporated in the socio-physical layer and data 
processing, fusion, knowledge discovery layer assembled in 
the cyber layer [47]. Moreover, Cyber-physical scheduling 
for inter-vehicle communication, CPS-based autonomous valet 
parking, cooperative driving, and lane changing for connected 
vehicles are some recent advancements of CPS applications 
for the vehicles. Security measures for event detection also 
can be adopted in CPS [48]. 

3) Internet of Things: In remote VHMS infrastructure, the 
Internet of Things (IoT) is crucial for implementing as a 
constructive item to perform the information sharing operation 
real-timely [49]. It has three layers: application, perception, 
and network layer, which are the basic layers that create the 

general architecture of IoT [50]. Besides that, four more layers 
to equip IoT are more competent to accommodate diverse tech-
nologies, including the environment, communication, service, 
and management [51]. The prime objective of IoT is to inter-
connect various vehicles from networks and control a massive 
number of devices [52]. For designing the future internet of the 
vehicle [53], SDN-based IoT as a virtualization technique is 
proposed where a virtualization layer is incorporated with the 
data, control, and application layer. A novel Location-based 
Urban Vehicle (LUV) network is developed by keeping the 
vehicle’s datalinks between places of residence and visiting 
places, where the conventional strategy is used to compute 
routes between destinations and starting places. Recently a 
seven-layer model architecture for IoT-based IoV has been 
proposed to enhance vehicular communication [54]. Besides 
these, sensing, networking, cloud computing, and application 
layers are considered for designing four-layer heterogeneous 
IoT as the Internet of Everything (IoE) to ensure the connec-
tivity of all available nodes with the internet [55], [56]. 

4) Software-Defne Network: Software-Defned Network 
(SDN) comes from an idea to separate the control logic of 
network infrastructure from the data plane. The data plane 
consists of devices and traffcs that participate in forwarding 
the data. SDN logically divides the whole infrastructure into 
network application and control logic, where it plays as the de-
cisional node. Actually, SDN virtualized the network function, 
for which it can be termed as Network Function Virtualization 
(NFV). SDN-based network infrastructure Ethanol [57] pro-
poses enabling the access point to attain more control accuracy. 
In [58], SDN is proposed for IoV, where the SDN part function 
as a control plane for designing the infrastructure. In this case, 
different policies and algorithms are integrated into the control 
part to manage the overall infrastructure. Also, a distinctive 
network architecture based on SDN solely for the vehicular 
network is prototyped, where the SDN backbone layer works 
as an interconnection between vehicles and the internet [59]. 
Besides these, a multi-level SDN is formed by the Local 
SDN Controller and Central SDN Controller (CSDNC) for 5G 
VANET’s to manage the system more effciently and ensures 
its scalability [60]. 

5) Comparative Analysis of Infrastructure: Numerous fac-
tors can be evaluated while constructing a stalwart infrastruc-
ture for VHMS based on the above study on infrastructure. 
To be more precise, every trifing thing can be a factor 
in designing excellent VHMS infrastructure. However, the 
identifed factors of different infrastructures are presented in 
Table II to ensure better VHMS infrastructure implementation 
in central entities. 

A layered architecture is a prerequisite to materialize a ro-
bust infrastructure. But the CN has some lackings in structure 
and layered architecture because it originated from the concept 
of volunteering, which makes it evident that it cannot have 
a predefned architecture. Adopting different communication 
technologies is a prime necessity for any wireless network 
to the channel’s random nature. Also, it is evident that the 
input and output of the layers have a substantial impact on the 
performance of infrastructure. A coherent input/output such as 
data rate and proper knowledge of channels is important for 

https://Guifi.net
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TABLE II 
COMPARATIVE ANALYSIS OF INFRASTRUCTURE 

Features of Infrastructure CN SDN CPS IoT 
Predefned Layered Ar- X ✓ [59] ✓ [44] ✓ [54] 
chitecture 
Deployed Various Com- ✓ [61] ✓ [60] ✓ [62] ✓ [63] 
munication Technology 
Interaction among Lay- ✓ [41] ✓ [57] ✓ [47] ✓ [64], [65] 
ers 
Structured Input and X ✓ [58] ✓ [46] ✓ [66] 
Output at every Layer 
Multiple (wire- ✓ [41] ✓ [59] ✓ [47] ✓ [53] 
less/wired) 
Communication Medium 
Integration with other X ✓ [60] ✓ [62] ✓ [67] 
System 
Virtualization X ✓ [68] X ✓ [55] 

infrastructure to function properly, often not present in CN for 
random architecture. Infrastructures adopt the idea of multiple 
connectivities with associated nodes to maintain backhaul or 
backbone network connectivity. Another mentionable matter 
is that the complexity of infrastructure is increasing daily due 
to the heterogeneous nature of devices and virtualization. In 
this case, IoE is the perfect option for developing a robust 
infrastructure. 

D. Security Approaches for VHMS 

Security measures must be robust and reliable since the 
users may gain access to several independent entities to be 
benefted from desired purposes [51]. Generally, it is ensured 
based on the triad concept known as CIA; Confdentiality, In-
tegrity, and Authentication [2]. In central VHMS, for ensuring 
security, the following approaches have great possibilities. 

1) Access Control Based Security: Security enhancement 
for WSN affrmed by resisting message reply attack, and Sybil 
attack using Practical Access Control Protocol (PACP) [69]. 
Besides, Authorizing Workfow Task Role Base Access Con-
trol (AW-TRBAC) is also proposed as the extension of Role-
Based Access Control. It is formed by several components, 
considers granting user access policy through role change in 
a dynamic fashion [70]. For IoT security, a novel attribute-
based access control scheme for each device is provided in 
[71], where no device is allowed to access the system until 
it gets enough attributes. In this case, Blockchain technology 
is utilized to record the distribution of attributes among the 
attributes devices. Another novel Security and Privacy Policy-
based Access Control (SPBAC) is proposed for vehicular 
communication to overcome the segregation of duty problems 
so that Dynamic Segregation Duty (DSD) can be implemented 
perfectly [72]. 

2) Authentication Based Security: The authentication 
scheme for WSN based Anonymous Access Authentication 
(AAA-WSN) is designed on the concept of a single key for ev-
ery authentication session [73]. For IoV based authentication, 
an improvement of Authentication based on Smart Card (ASC) 
is proposed to combat several security issues like an offine 
guessing attack, session linking attack, and so forth [74]. 
Another IoV oriented authentication scheme, Authenticate Key 
Management (AKM-IoV) protocol is established where the 
session key is produced for communication between entities 

after mutual authentication [75]. Modifcation of Conditional 
Privacy Preservation Authentication (CPPA) is proposed for 
an intelligent transport system known as the Pairingless Mod-
ifed Effcient Conditional Privacy Preservation Authentication 
Scheme (PME-CPAS) [76], where the pairing mechanism is 
ignored. The artifcial intelligence-based DL approach is an 
effcient mechanism for identifying data characteristics and 
then applying a holistic authentication protocol for enhancing 
the system’s security [77]. 

3) Blockchain for Security: Blockchain, coined from the 
concept of bitcoin, is the most recent security method adopted 
in the feld of communication. For establishing secure com-
munication between sender to receiver, the sender sends the 
data, which is considered the block, is broadcasted to every 
trusted node to the network [78]. The block is then added to the 
chain to reach the destination. Blockchain holds the capability 
to fulfl the triad concept of security issues [79]. Blockchain 
for IoT, named Blockchain of Things (BCOT), is brought 
forward where edge devices contain the hash of Blockchain for 
carrying through the cloud via fog [80]. IoTChain is another 
blockchain-based security architecture, which is derived from 
the combination of Object Security Architecture (OSCAR) and 
Authorization for Constrained Environment (ACE) framework 
[81]. However, the Blockchain methods holding the idea of 
Direct Acyclic Graph (DAG) based on consensus mechanism, 
where IoT is introduced for service enhancement [82]. Also, 
intelligent wireless networks are mingling the concept of 
AI and Blockchain, which gives a new dimension to secu-
rity systems [83]. Another novel security-oriented Blockchain 
framework proposed for SDN enables 5G VANETs to utilize 
all network nodes and effciently enhance the security system 
for the automotive sector [84]. 

4) Encryption for Security: Encryption is one of the widely 
used security measures for modern-day technologies for its 
potentiality. A lightweight attribute-based encryption system 
named LightWeight Revocable Hierarchical Attribute-based 
Encryption (LW-RHABE) is proposed by [85] for an IoT 
environment, where attribute-based encryption allows us to 
send data to several authorized users without learning their 
public key. Another Attribute-based encryption algorithm, 
Ciphertext Policy Attributed-based Encryption (CP-ABE) pro-
posed in [86]. Homomorphic encryption allows third-party 
entities (cloud, service providers) to execute some computation 
on encrypted data, which are presented in different works of 
literature with different varieties known as Fast Fully Homo-
morphic Encryption (TFHE) [87] and nGraph-HE [88]. On the 
other hand, Identity-based encryption, namely Identity-based 
Fully Homomorphic Encryption (IBFHE) [89] and Identity-
based Encryption with Authorized Equivalence Test (IBE-
AET) for surfacing cloud IoT, which encrypted only targeted 
data [90]. Besides, the Cryptographic Mix zone (CMIX) is 
a signifcant tool for designing vehicular networks to ensure 
desired security. In this case, A security protocol stands on 
the CMIX concept, One Time Identity based Authenticated 
Asymmetric Group Key Agreement (OTIBAAGKA) is also 
proposed to enhance the security of vehicular communication 
systems [91]. 
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TABLE III 
COMPARATIVE ANALYSIS ON SECURITY 

Features of Security Access Control Authentication Blockchain Encryption Intrusion Detection System 
Implementation Mode Centralized [95] Centralized/ Decentralize Centralized/ Centralized/ Decentral- Centralized/ Decentralized 

[75], [76] Decentralized [96] ized [79] [94] 
Data Encoding Not applicable Not applicable Applicable [96] Applicable [79] Not applicable 
Attack Protection Fully protective [70] Fully protective Partially Protective [80] Not Protective Fully protective 
Incorporating Intelligence Not implemented Implemented [77] Implemented [83] Implemented [79] Implemented [97] 
Satisfying Security Triad Partially Partially Fully [79] Partially Partially 
Computational Moderate [71] Moderate [74] High [79] High [79] Moderate [92] 
Requirement 

a) Intrusion Detection System for Security: An intrusion 
Detection System (IDS) is an integral part of defending the 
system against all kinds of attacks. CNN-based IDS system 
(CNN-IDS) trained the system and constituted a model to pre-
vent attacks [92]. Also, DL approached Restricted Boltzman 
machine-based clustered IDS (RBC-IDS) has come into the 
feld of IDS for WSN [93]. Another novel, data-driven Deep 
CNN-based IDS proposed in [94] to ensure the security infor-
mation security by detecting traffc fows irregular fuctuations 
for IoV. 

5) Comparative Analysis of Security: The security issue 
is a grave concern for every organization, every system in 
the current world. The coverage of security issues is huge 
and multifarious, which makes it unbearable to gather all 
features under an umbrella. Keeping the eyesight solely on 
VHMS security on the basis of the above review, Table III 
sheds light on some common features comparison studies. 
Firstly, the implementation mode has the top priority to 
enforce the security for VHMS. The working principle of 
Blockchain has the privilege to implement in a decentral-
ized fashion. The device or any other node can generate a 
hash function, which makes it distinctive over other security 
techniques. Data encoding capability can be treated as an 
important feature where no other security measures ensure 
data protectiveness stronger than encoding. Attack mitigation 
is one of the prime requirements of the modern data system. 
The diverse application and heterogeneous nature of devices 
open up opportunities for multiple types of attacks. Moreover, 
craving valuable fnancial, personal, and business transactions 
data, the malicious and poisonous attacks are staged by hackers 
substantially. The rigidness against attacks is also necessary 
for the smooth operation of the system. 

E. Interoperability of VHMS 

The interoperability concept was introduced for VHMS so 
that other existing wireless systems such as GSM, LTE, 5G, 
and so forth can utilize as the resources of VHMS. It also 
opens the door for fnancial proft. Since interoperability is im-
possible without co-existence, in this literature, interoperability 
and co-existence are used interchangeably. Interoperability 
facilitates a system’s interfaces to work with other systems 
where the system may not face any unwanted limitation while 
other systems using that system’s resources. 

1) Interoperable 5G: The interoperability of 5G with LTE 
and Wi-Fi is improved by the properly isolated antenna, which 
is studied in [98]. On the other hand, the interoperability 
of cellular V2X and Ad Hoc vehicular networks of 5G is 

overcome by designing an energy sensing-based spectrum 
sharing scheme [99], [100]. Also, the co-existence of two 
frequency bands, i.e., 28 GHz and 70 GHz in 5G are used to 
operate the system smoothly while minimizing the interference 
[101]. 

2) Interoperable Wi-Fi and LTE: The interoperability issue 
between Wi-Fi and LTE is solved by applying the decoupling 
method where both systems’ co-existence is possible by allo-
cating resources in adaptive spectrum partition fashion [102]. 
A CNN-based approach that identifes Wi-Fi and LTE through 
learning in an unlicensed spectrum enhances the co-existence 
by ensuring interoperability [103]. 

3) Interoperable TVWS: For interoperable TVWS, a hier-
archical model for spectrum sharing is proposed for the co-
existence of a heterogeneous network where a fxed user can 
rent spectrum from tv broadcaster and share the spectrum with 
the mobile user in the vicinity [104]. Another busy tone-based 
algorithm for IEEE 802.af and IEEE 802.22 is emerged by 
proposing in [105] to coexist in the TVWS band. 

4) Interoperable Multiple Systems: According to [106], 
Explicit Channel Coordination (ECC) is a viable technique for 
enhancing the interoperability of multiple systems using the 
same spectrum. Besides this, effciently handling interoperabil-
ity for multiple systems, a favorable data delivery technique 
known as Statistical Signal Transmission is proposed by [107]. 

5) Comparative Analysis of Interoperability: The interoper-
ability concept is widely accepted and introduced in common 
systems like Wi-Fi, LTE, etc. However, the priority should be 
made on interfaces to create a system interoperable so that 
systems can exchange data among them effciently. Besides, 
to make this feasible, the radio parameters like spectrum 
availability could be checked frst. 

F. Application of VHMS 

The VHMS’s signifcance is rising tremendously with 
changing times, and future application scope is expanding 
exponentially. However, some possible and promising applica-
tion scopes are described below to keep the automotive sector 
a step ahead. 

1) Intelligent Transportation System: Since VHMS isn’t a 
new concept, but the incorporation of different sensors and 
actuators with advanced technologies facilitated a new scope 
for the Intelligent Transport System (ITS) to minimize fuel 
consumption, road accidents, proper travel time utilization, 
and smooth national economic growth [108]. In this case, 
the concept of secured and intelligent VHMS framework may 
enrich the central ITS outstandingly by ensuring excellent 



8 IEEE TRANSACTIONS ON INTELLIGENT TRANSPORTATION SYSTEMS, VOL. 00, NO. 0, DECEMBER 2021 

emergency vehicle (EV) management [109], traffc signal man-
agement, street light management, stolen vehicle recognition 
[110], traffc rules disobeyed vehicle recognition, instructive 
driving [111] and so forth through big data analytics. 

2) Smart City: A fast, intellectual, reliable, and highly se-
cure system development is too important in the smart city for 
the enriched user-friendly vehicle management infrastructure 
by connecting all vehicles, various service facilities, different 
devices, and a smooth parking system. Because haphazard 
traffc movement and lacking real-time parking information 
are lead to the possibility of traffc accidents, environmental 
pollution, waste of valuable time, waste of money [112], and 
many other inconveniences. To overcome such circumstances 
and make a hassle-free smart city, the employment of this se-
cure and intelligent VHMS framework with big data analytics 
may open a new threshold to share and receive the required 
necessary information among vehicle users, central city traffc 
management authority, and other bureaucratic organizations. 

3) Autonomous Driving: There are lots of research on 
autonomous vehicles today to make a relaxed, comfortable, 
secure, and reliable journey by reducing traffc accident and 
ensuring the highest safety for the road users [113]. Besides, 
IoV technology’s combination with an autonomous vehicle 
enriched the autonomous driving system remotely [114]. But 
practically minimal research or application appears by using 
that technology to share and receive between physically driven 
and driverless vehicles to make the road safest for travelers 
when these vehicles are operating over the road. However, the 
concept of a secure and intelligent VHMS framework using big 
data analytics may advance and ideally enrich the automotive 
sectors to operate and monitor autonomous vehicles with 
manually driven vehicles centrally. 

4) Platoon-Based Driving: Platoon-based driving is a tech-
nique to drive the vehicle on the highway in a close-fowing 
group manner to ensure safety and traffc effciency at the same 
speed for a massive traffc throughput. Its primary purpose is to 
establish cooperation among vehicles with common interests 
like passenger safety, improving traffc effciency, reducing 
vehicle emissions, and fuel consumption due to air drag 
reduction [115]. However, in central VHMS, the stakeholders 
can share their information and arrange the vehicle platoons 
as road trains from different regions using big data analytic 
techniques. In this case, heavy-duty vehicles, besides other 
vehicles, might be benefted from this technique’s employment 
as a fast, reliable, and secure system [116]. 

5) Intelligent Vehicle Monitoring: Currently, effcient ve-
hicle monitoring is a big issue worldwide, and gradually it 
expands to broaden the benefcial aspect in different matters 
that relate to the automotive industry. An intelligent system for 
vehicle monitoring matters is capable of observing the vehicle 
infrastructure status as defned issues to provide an instant de-
cision and instruction to overcome any unexpected incident by 
using critical thinking, self-learning, and problem-solving de-
veloped logic [14]. In this case, the central VHMS framework 
concept may integrate these features more sophisticatedly to 
ensure the frst, reliable, and accurate data analysis of collected 
data. Besides, this framework is also enriched by incorporating 
secure information sharing and receiving facilities among the 

different stakeholders for a massive number of vehicles using 
big-data analytic techniques. 

6) Telematic Features: Since the number of vehicles is in-
creasing dramatically. As a result, the importance of telematics 
is growing day by day to ensure vehicle users’ safety, security, 
and comfort [6]. So, the users’ vehicles could be equipped their 
vehicles with the necessary devices for ride-sharing purposes 
[117], forensic purposes [6], essential evidence of insurance 
purposes [118], and so forth. These matters could be handled 
effciently using an IoE-based secure and intelligent system 
with big-data analytics in the central entity. 

7) Vehicle Observation by Stakeholders: Here, the stake-
holders are defned as the different organizations and indi-
vidual personnel like governmental organizations, vehicular 
manufacturers, vehicle owners, vehicle drivers, law enforce-
ment agents, insurance agents, ride-sharing organizations, and 
many others that relate to it. In this case, extending the 
central VHMS framework’s application depicted that vehicular 
structural information and its performance details, mainte-
nance history, vehicle driver, owner details, vehicle brand 
information, and performance details could be available under 
an umbrella. From where the individual stakeholders can 
collect and compare the required info for further decisions 
and necessary measures. For example, the government can 
monitor driver activity, the purpose of vehicular use, traffc 
management system, individual brand performance for future 
market acceptance, and so forth. 

8) Environmental Pollution Monitoring: Presently, the en-
vironmental issue is a big concerning matter. Running ve-
hicles are 12 to 70 percent responsible for polluting air by 
emitting different gasses and particulates [119], threatening 
our existence in the world. Currently, to prevent air pollution, 
various procedures and methods are developed to monitor and 
control vehicles’ emissions. But these are planned to apply 
in individual vehicles or specifc insignifcant areas [120]. 
We framed this secure and intelligent VHMS for the central 
application nationwide to strengthen and enrich these vehicular 
emission monitoring and control features. 

9) Emergency Assistance: The signifcance of handling 
emergency vehicles is enormous in our daily lives because 
minor ignorance may lead to a devastating situation. It might 
happen due to individual and limited network capacity con-
straints on fre brigade vans, ambulances, police vans [121], 
emergency rescue facilities contained vans [122], road con-
dition monitoring systems [123], and many others. But the 
concept of the VHMS framework is capable of mitigating these 
issues centrally with fast, secure, and intelligent ways using 
big data analytics techniques. 

III. SECURE AND INTELLIGENT FRAMEWORK FOR VHMS 
EXPLOITING BIG-DATA ANALYTIC 

This conceptual framework’s benefts are massive because it 
can diagnose vehicular health and deliver reports intelligently 
from any position besides ensuring the stakeholder’s security. 
This idea could also help develop an intelligent VHMS that 
is envisioned to reduce the number of fatalities from road 
accidents by instructive driving and prompt maintenance activ-
ity. Besides, reduce maintenance expenses, curb environmental 



9 IEEE TRANSACTIONS ON INTELLIGENT TRANSPORTATION SYSTEMS, VOL. 00, NO. 0, DECEMBER 2021 

Class 1, Class 2, Class n

ODM- Optimized Decision Model

VPs-Vulnerable Parts

ECU- Engine Control Unit

VPs

Data 

Accumulation

Data 

Analysis

Data 

Analytic
Decision

ODM in ECU

Gateway

Fig. 3. Conceptual Idea of ODM for VHMS of Individual Vehicle. 

pollution, promote travel safety and comfort to the road 
users, provide convenient access to the stakeholders for a 
comprehensive set of vehicular and road data information. 
Government can get real-time vehicle movement information 
and the exact quantity of operable vehicles. Minimize the 
vehicle’s burglary and its abuse. The manufacturer can get 
an idea about the movement of their current vehicles, identify 
the marketed dropout reasons, forecast future demand, and 
improve quality by observing real-time vehicle-specifc model 
performances and so forth. However, the framework of secure 
and intelligent VHMS is described as follows. 

A. Optimized Decision Model for VHMS 

The development of the Optimized Decision Model (ODM) 
framework for VHMS may allow the driver, owners, and 
other stakeholders to learn about the vehicle’s real-time be-
havior. Currently, machine-learning algorithm employment is 
increasing outstandingly to provide more precise, reliable, and 
robust decisions about irregularities in real-time. Similarly, 
this framework has an excellent prospect for performing an 
accurate and precise analytic process for vehicle fault diag-
nosis [124]. As a result, this system may reduce maintenance 
costs by predicting vehicle irregularities, providing instructive 
driving, pedestrian safety, passengers’ comfortability, safety, 
security, preventing accidents by real-time decision-making. 
Also, hoping that this idea may serve as a guideline to develop 
an advanced VHMS in real-time for future studies in the auto-
motive sector. However, the overview of VHMS is represented 
in Figure 3, and the framework of ODM development for 
VHMS is discussed systematically. 

1) Identify and Correlate the Vulnerable Matters with ODM 
for VHMS: Primarily need to identify the vulnerable matters 
which infuence vehicular performance and passenger safety, 
security, comfortability, pedestrian safety, and so forth to cor-
relate these matters with ODM. Because the vehicle has some 
sensitive items or matters that infuence the aforementioned 
issues, for mitigating these issues, the vulnerable components 
need to be identifed by studying individual vehicular parts 
requirements and examining their critical functions. In this 
case, the respected researcher may consider some specifc 
elements as identifcation parameters, which may help to select 
actual vulnerable items from lots of vehicular items, i.e., the 
amount of probable damage, loss, and the parts’ importance 

Does the selected any vehicular components/points of the subsystem has 
any significance to run perfectly or influence the whole system?

Importance of the Selected Items

Does the selected any vehicular items of the subsystem has any 
possibility to harm passengers or system?

Probable Amount of Loss

Does the selected any vehicular components/points of the subsystem has 
any possibility of losing and damaging the system?

Probable Amount of Damage

Select the individual vehicular parts

Scrutinize through vulnerable component identification framework

Validate the identified vehicular vulnerable items by 
Automotive Expertise 

Listup the identified vehicular vulnerable items for 
validation

Fig. 4. Conceptual Idea of Vehicular Vulnerable Parts Identifcation Frame-
work. 

and impact on vehicular performance, etc. To do this, they 
can examine practically the individual vehicle components 
and study them thoroughly to fnd the specifc reason that 
affects vehicle performance, vehicle health, passenger safety, 
and road users’ safety (Figure 4). However, this activity may 
be performed clusters-wise or zone-wise as a subsystem. 
Furthermore, the identifed vehicular vulnerable parts may be 
validated by consultation and validation from automotive ex-
pertise. Afterwards, validating the identifed vulnerable items 
could help to correlate them to develop ODM. 

2) Categorization of Identifed Vehicular Vulnerable Items: 
Since the vulnerable items signifcantly impact the vehicular 
performance, and if the identifed item is appropriately cate-
gorized, it may help calculate the risk factor for developing 
perfect ODM. The value of risk factors may manipulate the 
priority decision about the maintenance of faulty vehicular 
items outstandingly. In this case, the researcher may prepare 
the questionnaire table and may classify the vehicle’s vulner-
able items by following that table. For example, how it affects 
the passengers and road users, how much adverse impact on 
the internal vehicle parts or other resources, and how much 
risk is associated with it when the irregularities occur. After 
categorizing these vulnerable items and determining the risk 
factors, the researcher may utilize these to develop the ODM 
for accurate fault detection decisions. 

3) ODM Development and Performance Evaluation: In this 
phase, the researchers may utilize the irregularity information 
of respective vulnerable items’ beside the calculated risk 
factors to develop ODM for achieving robust and accurate 
decisions in real-time. For that, the researchers need to install 
sensors and actuators respective to the vulnerable parts to sense 
the required information against the irregularities. For net-
working and communication inside the vehicle, Intra-vehicular 
communication (IVC) is a suitable option with the IoE tech-
nology. After that, the effcient analytic process is essential 
for the real-time decision exploiting accumulated data from 
the vehicle. We also presumed that vehicles might have many 
vulnerable parts from our practical experiences and generate 
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tons of data from these vulnerable items in every second. So, 
to maintain massive data and create instant frm decisions, the 
researcher may employ a big-data analytic approach with ML 
algorithm techniques. The model’s performance evaluation can 
ensure whether the developed ODM works appropriately or not 
for vehicular fault diagnosis. Subsequently, it may notify the 
driver about the vehicular health details using the built-in vehi-
cle notifcation system and display. In addition, the researcher 
may consider a V-to-I (Vehicle to Interface) communication 
network (can be ensured by Subsection III-B) for delivering 
the decision about the vehicular health to the installed Sink 
(Fog) using the data handover zone (for example, traffc light, 
toll-plaza, and residence) to share with other stakeholders. 
Finally, this ODM can monitor vehicle health in real-time 
for excellent vehicle longevity with minimum maintenance. 
Besides advancing transportation management to reduce road 
accidents, develop smart cities, and minimize pollution for a 
safe and pleasant journey. Another notable matter is that all 
sensors and actuators may not be able to transmit data together 
and need to reduce data traffc load. Therefore, the congestion 
of the network must need to be diminished, and for this matter, 
the hybrid Mac (by combining History and Priority approach) 
strategy is a good option [125]. 

B. IoE-Driven Multi-Tier HetNet for VHMS 

For enhancing VHMS, the IoE is an emerging concept that 
can oversee the vehicles’ health status and potential risks 
besides storing the associated information in a central entity, 
which the stakeholders can further access and utilize. The 
stakeholders are Drivers, Owners, Government-Organizations 
or Agencies, Automotive Industries, Non-government Orga-
nizations Agencies with varying interests. In this case, there 
are great possibilities for devising an effective and effcient 
network-enabled VHMS to ensure different users’ access 
from various networks. So, the scientists can develop the 
vehicular-communication platform with an excellent vehicular-
data collection approach and the data-analytics technique, 
where heterogeneity might be a prime concern for such a 
system. However, the IoE-Driven Multi-Tier Heterogeneous 
Networks (HetNets) conceptual idea for VHMS is presented 
in Figure 5 and described below eloquently. 

1) Multi-Tier Heterogeneous Network: Previously, we dis-
cussed that the benefciary stakeholders might connect or new 
users willing to join in central VHMS from the different 
networks at any time from anywhere. A fexible networking 
system needs to develop for VHMS, where the stakeholders 
(e.g., Drivers, Owners, Government Organizations, Automo-
tive Industries, Insurance Agencies) can utilize the vehicular 
structural information and traffc information by the Internet 
of Everything (IoE) technology from various networks. In 
this case, the respected researchers may consider IoE-driven 
heterogeneous networks to ensure sound network communi-
cation systems for central VHMS. For the excellent network 
in central VHMS, they may employ IoE-IVC (Internet of 
Everything- Intra-vehicular Communication), V-to-I (Vehicle 
to Interface), and I-to-C (Interface to Cloud) communication 
system. Since this concept proposes bringing all vehicles of a 
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Fig. 5. Conceptual Idea of IoE-Driven Multi-Tier HetNet for VHMS. 

nation under an umbrella, there could be a more signifcant 
number of vehicles and may produce tons of data every 
second. For this condition, we suggested that the respected 
research may consider a Multi-Tier Heterogeneous Networks 
(Multi-Tier HetNet). So that, it can build a robust vehicular 
communication platform for VHMS by using various sets of 
base stations (BSs) like Macrocell, Picocell, Femtocell for the 
massive number of vehicle connectivity to share their vehicle 
health status and other information (telematics) during their 
movement [126]. 

Moreover, the scientist may design the HetNet architecture 
for VHMS by incorporating all the homogeneous networks. 
Different kinds of connectivity technologies (i.e., Zigbee, Wi-
Fi Gateway, NB-IoT(LTE), Cellular Technology, TV White 
Space, and so on) can be used in different levels to collect 
data from the various vehicles by following Subsection III-A. 
Therefore, a software-defned platform may be considered here 
for handling the collected data from the different networks 
with and without the presence of the cellular coverage area. 

2) Data Handling Mechanism: In central VHMS, MultiTier 
HetNet can deliver a massive amount of information from the 
colossal number of vehicles, and for this robust and effcient 
data handling technique needs to process and extract concealed 
information from large datasets. Also, it is not essential to store 
all the data on the server, and instead of that, only crucial 
data should be stored to reduce the system’s unnecessary 
data traffc. Again, due to the different network nature and 
massive data, incorporating the conventional data handling 
approach may not be feasible for central VHMS. So, we 
advise the respected researchers to develop an effcient data 
handling mechanism. However, ML-enabled big-data analytics 
are capable of reducing a considerable portion of storage data 
with maximum analyzing accuracy [127]. In this case, ML has 
high precision, high performance, and high scalability as a big-
data handling mechanism than the hybrid, cloud-based, agent-
based, and heuristic-based mechanisms [128]. Therefore, the 
researchers may use this technique for storing essential data 
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Fig. 6. Conceptual Idea of Data Analytic Process in Cloud. 

instead of insignifcant data because this can reduce the 
networks’ traffc load. In this, they may utilize “Big Data 
Reduction during Data acquisition” on edge by collecting only 
necessary vehicular data and “Big Data Reduction through 
Decision Scheme” at Fog and Cloud by reducing data after 
some pre-processing activity. 

3) Data Analytic Process for Central VHMS: In subsection 
III-A, we discussed the data analytic process, which is utterly 
different from this phase because it is only responsible for 
performing this process inside the vehicle on the collected 
sensor-actuator data. For central VHMS to execute the data 
analytic process at the cloud, data may come from different 
Data Hanover Zone to store in cloud storage. From there, 
the data can be pulled for making ML models and fnding 
insights. However, there might be a possibility of receiving 
redundant data while pulling through queries. In this case, the 
researcher may set a decision engine to monitor this process. If 
the data is identifed as redundant, it could be dropped down 
automatically to the trash. They may consider two sections 
where the new data might be processed. One is for developing 
machine learning models, and another one is for analyzing 
data and fnding insights. If they want to evaluate this analytic 
process’s performance, they can create a machine learning 
model using the new data in the machine learning section as 
per Figure 6. Repeatedly the model’s performance might be 
evaluated until it reaches the desired outcome by following 
well-known metrics. After passing the evaluation step, the 
data analytic process may continue. If it fnds insights and 
then submits reports to the stakeholders according to their 
requirements, and may store them for future references. 

C. Service Aware Trustworthy Networks for VHMS 

As an emerging technology, IoE can play an essential role in 
the VHMS of the automotive industry by integrating the stake-
holders, process, data, and things via vehicular communication 
networks, where security is one of the prime concerns against 
the cyber-attacks. We depicted this concept to encourage the 
researchers for future research on secure VHMS by ensuring 
Data and Networks-Security (DNS). Since this central VHMS 
idea included the Heterogeneity and Scalability issue, the 
respected researchers may consider the network’s trustwor-

Fig. 7. Conceptual Idea of Service Aware Trustworthy HetNet for VHMS. 

thiness, secure data collection, and data integrity matter for 
DNS in VHMS. However, for designing and developing secure 
and trustworthy networks for VHMS, the conceptual idea is 
presented in Figure 7 and described systematically in bellow. 

Since this idea covers a large extent in the automotive sector, 
to ensure a better and hassle-free facility, the researcher should 
keep in mind QoS in VHMS. Also, secure the collected data 
of individual vehicular vulnerable parts, ensure confdentiality, 
data integrity, and assure a trustworthy network for stake-
holders. For secure QoS-aware VHMS, they can apply the 
software-defned technique to classify the requested services 
from the stakeholders and provide service according to the 
service requirements. Besides, the accumulated data need to 
be secure and protected from threats, intrusion attacks and 
avoids data compromised. In this case, they may focus on 
the cryptosystem and secret sharing by distributing storage 
data in several cloud servers using SlepianWolf coding (SWC) 
because it is more effcient in terms of storage, communica-
tion, and computation cost. This distributed storage can avoid 
attackers and secure the data. 

Furthermore, we advise the researcher to employ the 
lightweight Intrusion Detection System (IDS) as a promising 
solution for developing a trustworthy network using an ML 
approach. Finally, the researcher may ensure data integrity, 
accountability, authenticity, confdentiality during the data 
transaction by encrypting data exploiting blockchain technol-
ogy. It can help secure data integrity even though the attacker 
attacks the data, but data will make no sense. 

IV. OPEN RESEARCH SCOPE FOR CENTRAL VHMS 

Day by day, the signifcance of vehicular components and 
performance monitoring is increasing marvelously. Recently, 
these systems have been upgraded as a vehicle health mon-
itoring system (VHMS) to monitor the vehicular operation 
and its essential elements remotely compared to OBD II 
using smart devices and technology. It’s a matter of time to 
develop central VHMS by enhancing this matter to reduce 
the fatality rate due to road accidents, reduce maintenance 
expenses, improve vehicle life, improve safety, passengers, 
and pedestrians’ safety. However, for developing a robust and 
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effcient central VHMS, there are many challenges and future 
research scope described as follows. 

A. Profound Study on Vehicular Parts 

Usually, the vehicle comprises thousands of elements and 
parts, but they are not the same priority item due to their 
individual and unique functionalities. Some of them perform 
prime responsibility during the operational times and maintain 
the vehicular condition satisfactorily besides better services. 
But throughout our literature study, we found that previous 
research work only discussed the functionalities of essential 
vehicular elements and their signifcance on vehicular perfor-
mance. Merely these matters don’t carry importance to built 
a central VHMS, and till today, there is no mathematical 
progress to prioritize these vital elements for utilizing in this 
monitoring system. So, we think there is a massive possibility 
of researching vehicular parts to develop a mathematical model 
for prioritizing the vehicular components, which may help 
develop the central VHMS. 

B. Well-organized Collaborative Data-exchange Platform for 
Central VHMS 

Day by day, the number of connected vehicles is increasing 
dramatically, so the possibility of remote monitoring of these 
is growing similarly. Besides that, the importance of VHMS 
is also rising for monitoring vehicular performance and oper-
ations remotely. We noticed that it has application scope to a 
central extent for various benefcial aspects. But the problem 
about the existing network, which has lots of limitations 
to connect the massive number of vehicles with roadside 
units, installed devices, surveillance systems, intelligent traffc 
systems, cloud storage and sever systems, and so forth. For 
that, central VHMS requires a well-organized and effcient 
multi-tire communication network system to ensure a robust 
vehicular communication platform for big data collection and 
data analytics as a collaborative data exchange platform using 
IoT technology. In this case, Multitier Heterogeneous Network 
is a good option and can serve the required demand effciently. 
There is an excellent research scope to develop an effcient 
and well-organized network for central VHMS to interconnect 
different links and nodes as a common platform. 

C. Cyber Security of Central VHMS 

In central VHMS, the uncountable number of stakeholders 
besides the uncountable vehicles, devices, and so forth might 
be connected. In this case, they can share their personal 
information, vehicular information, automobile industry, and 
government organizational information. These are valuable 
and must be protected from intruders; otherwise, the whole 
system may damage within a few seconds and abuse helpful 
information. For that, it is necessary to restrict intruder access, 
and that is possible by developing a healthy, secure, and robust 
networking system by developing unique techniques using 
Blockchain technology. There is a possibility of creating a new 
scalable VehiChain model exploiting Blockchain technology 
to establish a central entity’s secure vehicular communication 
network system. 

D. Minimization the Complexity of Users Information Sharing 

For establishing central VHMS, the system should be ami-
able to all types of users besides the security and services 
issues. Because in our society, different classes and different 
opinion people are living and may have different tastes. In 
this case, the central VHMS should be established so that 
all categories of people can easily access the system and 
be user-friendly to them besides ensuring privacy protection. 
Otherwise, a signifcant part of them might be loos their 
interest in using it. To overcome this, during the development 
of central VHMS, the researcher may conduct further study 
to make it easier for all people by minimizing the system’s 
complexity. 

E. In-depth Study to the Implication of Central VHMS 

The VHMS has a signifcant infuence on improving vehicu-
lar performances besides reducing maintenance expenses, acci-
dental rates, improving vehicle longevity, improving pedestrian 
and passengers safety, comfortability, and so forth. Besides 
these, for establishing this VHMS to a central extent, no 
research activity was conducted that revealed these issues or 
how much it can contribute to national economic growth com-
pared to establishing such a system. However, the researcher 
can conduct an in-depth study before establishing the ceratin 
area because it could minimize the project expenses besides 
enhancing the facility of a central VHMS. 

F. Energy Effcient Central VHMS and Managing Alternative 
Sources 

For the central and individual VHMS context, many sensors, 
actuators, networking devices, roadside instruments need to in-
stall, and these may run continuously. As a result, idle devices 
and instruments may consume energy and increase operating 
expenses, though, in various sectors, respected researchers 
are researching to minimize energy consumption with better 
effciency. So, the central and individual VHMS has an out-
standing research scope to develop an energy-effcient system 
using adaptive intelligent energy-effcient analytics machines 
and devices. On the other hand, sudden power failure of such 
a system may lead to a massive loss. The respected researcher 
can conduct in-depth research on developing alternative power 
sources like green energy sources to overcome this situation. 

V. CONCLUSION 

The importance of the vehicle in our daily lives is massive 
due to its excellent carrying capabilities, fast and reliable 
movement, increasing work productivity, contribution to na-
tional economic growth, and so forth. But unexpected vehicu-
lar downtime wastes our valuable time and money, pollutes 
the environment, and people become disabled for reckless 
driving and die from severe accidents and so forth. Based 
on the current perspective and demand, it is necessary to 
enhance the vehicle with advanced and intelligent features to 
mitigate these issues. Thus, the intelligent VHMS features are 
a prominent and promising matter in the current perspective to 
improve vehicle performances, longevity, instructive decision, 
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secure and comfortable journey, and many others. Based on 
these benefts, it seems that the central VHMS has massive 
benefts by bringing all operational vehicles under surveillance 
systems. For that, we proposed in detail a safe and intelligent 
central VHMS framework with a multi-tire HetNet system to 
give the direction for future research work and move ahead of 
the automotive industry. Before that, the proposed framework 
makes it more understandable by proposing the taxonomy 
of VHMS as the preliminary glimpse of central VHMS. At 
the end of this article, we also discussed future research 
scope eloquently for inspiring the researcher to enhance the 
central VHMS with more sophisticated technology and fea-
tures. Anticipating that, the stakeholders could be beneftted 
individually in enormous ways and bring the governmental 
organization besides the vehicle manufacturers and different 
organizations under the same umbrella. Conclusively, this 
article may act as a complete guide to develop enhanced 
VHMS for the automotive sector and inspire the researcher 
to establish perfect real-time VHMS for the central entity. 
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