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ARTICLE I NFO ABSTRACT 

Keywords: The advancement in the computational capability and storage size of a modem mobile device has 
biometrics evolved it into a multi-purpose smart device for individual and business needs. The increasing usage 
mobile device security of this device has led to the need for a secure and efficient authentication mechanism. For secur
continuous authentication ing mobile devices, password, PIN, and swipe patterns are commonly used for user authentication. 
touch biometric Entry-point face and fingerprint recognition have also gained traction in the past years. However, 

these authentication schemes cannot authenticate a user after the initial-login session. This limitation 
might put the device exposed to information theft and leakage if an illegitimate user could bypass 
the initial-login session. Therefore, a mobile device needs a continuous authentication mechanism 
that can protect a user throughout the entire working session, which complements the initial-login 
authentication to provide more comprehensive security protection. Touch biometric is a behavioural 
biometric that represents the touch behaviour pattern of a user when interacting with the touchscreen 
of the device. Touch biometric has been proposed as a continuous authentication mechanism, where 
the device can collect touch biometric data transparently while a user is using the device. However, 
there are still plenty of challenges and obstacles in touch-based continuous mobile device authenti
cation due to its challenges as a biometric modality. This paper provides a comprehensive overview 
of fundamental principles that underpin touch-based continuous mobile device authentication. Our 
work discusses state-of-the-art methods in touch data acquisition, behavioural feature extraction, user 
classification, and evaluation methods. This paper also discusses some challenges and opportunities 
in the current touch-based continuous mobile device authentication domain to obtain a broad research 
community and market acceptance. 

1. Introduction 
Mobile device is a widely used computing device for per

sonal and business purposes. Due to the convenience and 

benefits offered by this device, it has become a ubiquitous 

device that people tend to rely on to ease their daily activities 

[1]. The advancement in computer science, communication 

technology, and the availability of faster and cheaper Inter

net connection have also directly contributed toward the in

crease of mobile device usage [2]. Many users have switched 

from the conventional computer to mobile devices for their 

daily usage [3]. Unfortunately, this device can be easily stolen 

due to its small size [4, 5, 6, 2]. Mobile device theft occurs 

due to the monetary value of the device and in some cases 

the information that stored on it [7]. Therefore, it is essen

tial to have a reliable security mechanism that can protect the 

safety of information stored on mobile devices. 

User authentication is a security mechanism that verifies 

the identity of a user who claims to be the legitimate user of a 

mobile device. The mechanism must be secure, usable, and 

efficient to protect the information stored while ensuring that 

it is convenient for users to perform the authentication [8]. If 
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the mechanism allows an illegitimate user to access the de

vice, information leakage might be harmful to the legitimate 

user. Besides, it must also be a convenience for a legitimate 

user where it should be easy, fast, and user-friendly [9]. The 

high expectation of mobile device users for a secure and us

able authentication mechanism has directly introduced sev

eral challenges to the research of the development of mobile 

device-based user authentication systems [10]. 

Conventional user authentication methods on mobile de

vices include password, PIN, and swipe pattern codes. Pass

word and PIN are still the most commonly used authenti

cation methods [11]. However, the conventional methods 

mentioned above have several vulnerabilities. First, users 

tend to use a simple [12] and easily guessed password [13]. 

An illegitimate user can access the device by guessing some 

common passwords [14]. Second, the illegitimate user can 

also see the password or PIN through shoulder-surfing [15]. 

Once the illegitimate user knows the password or PIN, the 

attacker can access the device when it is not in its owner's 

hand [16]. Most importantly, PIN is less popular among 

users nowadays because they have to insert the code several 

times to access their device [13]. 

The introduction of user authentication methods based 

on physiological biometrics has overcome the above limita

tions. Using physiological biometrics such as face or finger

prints, users do not have to memorise their password or PIN, 

but can simply use their biometrics traits for authentication. 
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