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ABSTRACT 

The problem of Third Party Interference (TPI) on Oil and Gas Pipelines is on the 

rise across the world. TPI is not only common in developing countries but is now 

occasionally experienced in developed countries including Germany and the UK. 

The risks posed by these third-party activities on Oil and Gas pipelines are 

enormous and could be measured in terms of financial costs, environmental 

damages as well as health and safety implications. The quest for an end to these 

malicious activities has triggered a lot of studies into the root causes of pipeline 

TPI, other causes of pipeline failure, risks associated with pipeline failure and 

their mitigation measures. However, despite the significance of the effects of 

TPI, very little has been done to proffer an enduring solution through research. 

This research therefore aims at developing a framework for integrated oil and 

gas pipeline monitoring and incident mitigation system through integration of 

various wireless sensors for effective monitoring of oil and gas pipelines. Having 

identified the existing gaps in literature as lack of reliable, accurate and standard 

method for oil and gas pipeline risk assessment model, the study undertook a 

quantitative approach to develop an effective Quantitative Risk Assessment 

(QRA) model for pipelines. The QRA model developed benchmarks pipeline risk 

assessment and gives the parameters with which standard QRA could be 

measured. The research findings indicate that risk associated with Nigerian 

Pipeline system is in the intolerable region whereas TPI is an increasing menace 

across the globe. Further findings show that Support Vector Machine (SVM) 

gave the best performance with 91.2% accuracy while Neural Networks (NN) 

and Decision Tree (DT) gave 63% and 57% accuracies respectively in terms of 

pipeline failure mode prediction accuracies. It was recommended that operators 

should draw out Pipeline Integrity Management (PIM) programs and store 

pipeline data in a format that captures number of fatalities, property damages 

and costs as well as volume of oil or gas spilled to ensure that accurate data is 

obtainable for improved PIM.  

In conclusion, having achieved its aim and objectives evidenced by the 

framework, model developed, and the recommendations presented, the research 

has contributed in no small measure to providing a solution to pipeline 

incidences. 
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CHAPTER 1: RESEARCH INTRODUCTION 
 

1.0 Introduction 

 

Pipeline transportation is well acclaimed as a safe, economic and fast mode of 

transporting oil and gas.  In the past, pipeline incidences were very minimal 

across the globe. In that era, pipeline security was not much a concern to 

pipeline operators. Also, pipeline leakage monitoring activities in that era used 

only such parameters as pressure, flow rate, temperature, and soil properties 

among others.  Moreover, pipeline leakages were monitored against natural 

causes such as corrosion and accidental bursts. However, as sabotage, 

militancy, vandalism, and terrorism spread worldwide, pipeline security has 

become a major challenge to oil and gas producing countries. Statistics show 

that in last decade, over 95% of pipeline leakages were due to artificial (human) 

damages (Sun et al. 2012). Meanwhile, even more challenging is how 

continuous pipelines traversing various adverse geographical and environmental 

conditions such as sea, hills and deserts could be protected from intentional 

human threats. 

 

Recently, there have been increasing cases of pipeline attacks by militants and 

terrorists in various countries.  A lot of studies have been undertaken while many 

are still ongoing in a bid to find an enduring solution to the increasing pipeline 

incidences. Some school of thoughts have suggested adopting policies that 

would reduce pipeline attacks as well as compelling pipeline operators to invest 

more on pipeline security and environmental protection (Achebe et al. 2012; 

Onuoha 2008 and Lawal and Ese 2012).  
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This introductory chapter presents the research overview. It gives the research 

background, the justification and relevance of the research to the society as well 

as the key research questions, aims and objectives of the research. Also, 

presented in this chapter are the research design, and an outline of chapters in 

this thesis. 

 

1.1 Background 

In recent times, oil pipelines have faced three interwoven problems: vandalism, 

sabotage and terrorism. These problems have huge environmental, economic, 

health and safety as well as security implications on the Government, pipeline 

operators and host communities alike. While Nigeria had about 2,787 pipeline 

breaks between 2010 and 2012, the figure is analysed to be at about 15,685 

between 2002 and 2012 (Chukwuma 2013). These pipeline incidences translate 

to huge economic loss and massive environmental pollution. On many occasions 

they have resulted in loss of lives for workers and host communities with over 

2,500 lives lost in a period of 15 years (Chukwuma 2013). 

 

In the light of the above, various researches have sought to find workable 

solution to these major problems. Sun et al. (2011) used two different types of 

sensors (inside and outside pipeline sensors) to design a magnetic induction 

based wireless sensor network for underground pipeline monitoring (MISE-

PIPE).  These two techniques were however classified as invasive technique for 

sensors placed inside the pipeline and non-invasive techniques for sensors 

placed outside the pipelines (BenSaleh et al. 2013) . The first set of sensors 

installed inside the pipeline measure pressure and velocity of the liquid as well 

as the acoustic vibrations resulting from the leakages.  The other set of sensors 
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outside the pipeline measure the temperature, humidity and properties of the soil 

around the underground pipeline (Chopra and Meindl 2010). Outside pipeline 

sensors include the use of visual inspection such as image/video cameras, 

ground penetrating radar (GPR), and soil property sensors. Inside pipeline 

sensors on the other hand include the use of acoustic devices, mass balance 

methods and transient based methods. An integrated wired and wireless sensor 

network for monitoring pipelines was presented by Mohamed and Jawhar (2008) 

and this has the advantage of good robustness and redundancy in the event of 

failure of the wired system. 

 

Many robot-based monitoring systems have been developed and these range 

from human controlled to semi-autonomous and autonomous systems. Nassiraei 

et al. (2007) developed KANTARO, a fully autonomous mobile robot for 

monitoring pipelines with diameters in the range of 200 to 300 mm.  The novelty 

in KANTARO lies in the use of less resources thereby improving cost.  However, 

the limitation of this system is its use of approximation method based on wheel 

rotation. Slipping of the wheel or any clogging on the wheel could induce error. 

 

Some commendable work done in monitoring underwater pipelines include the 

use of acoustic sensor nodes as described in (BenSaleh et al. 2013). These 

nodes consist of an acoustic transceiver, processor, battery, memory, and small 

storage in addition to one or more sensor devices. Some drawbacks 

experienced by this method include limited communication bandwidth, very high 

propagation delay, high bit error rate (BER) and limited battery life. Also, another 

option for monitoring underwater pipelines is the Radio Frequency (RF) Wireless 
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Sensor Networks (WSN). Here radio transceivers are placed on the surface 

buoys which are connected to the sensor nodes placed underwater. This option 

provides better bandwidth, propagation delay, BER, and low power consumption 

as compared to acoustic WSN. 

 

In terms of risk assessment of pipelines, Ambituuni et al. (2015) carried out risk 

assessment of product pipelines in Nigeria. They analysed the probability of 

failure (PoF) and the consequences of failure (CoF) for each pipeline segment. 

However, their work neither focused on giving a quantitative evidence of the 

CoF, nor a comparative relative risk of each pipeline to aid prioritisation for 

operators or stakeholders to mitigate TPI. Also the QRA of Natural Gas 

Distribution pipelines in Iran as presented by Amir-heidari et al. (2014) neither 

focused on PoF and CoF assessment nor conducting comparative or relative risk 

among pipeline segments. 

  

Furthermore, Rushton et al. (2009) concluded that “high numerical accuracy in 

quantifying safety risks is not possible because of inherent uncertainties in risk 

assessment in general and major hazards risk assessment in particular”. Thus, it 

is evident in literature that presently accuracy is a major challenge in pipeline risk 

assessment. Moreover, existing scholars have not fully exploited the use of PoF 

and CoF in the QRA of pipelines. This research addresses these gaps by 

presenting a hybrid model that integrates matrix, probabilistic and/or indexing 

models by utilising a risk matrix that captures all the components of PoF and 

CoF from pipeline data to give more accurate risk assessment and generate 

relative risk figures. 
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1.2  Research Aim 

This research aims at developing and validating a framework for integrated oil 

and gas pipeline monitoring and incident mitigation system. It hopes to present 

architecture, hardware and software requirements that integrate various wireless 

sensors for effective monitoring of oil and gas pipelines. 

 

1.3 Research Objectives 

To achieve the afore-mentioned aim, the under-listed objectives guided the 

research: 

1. To develop an understanding of Third Party Interference and pipeline 

failure in general, informing a research direction that would guide the 

realisation of this research aim. 

2. To develop various UML Use Cases that could lead to the realisation of 

effective system for Pipeline incident management 

3. To develop a reliable framework and system architecture of network of 

low cost wireless sensors and other smart devices such as Micro drones 

for securing oil and gas infrastructures. 

4. To develop a reliable model that could be used for pipeline integrity 

management through risk assessment. 

5. To conduct risk assessment on a sample pipeline segment to determine 

the associated risk thereby implementing the model developed. 

6. To validate framework and model developed to evaluate their 

effectiveness and efficiency, thereby identifying areas requiring 

improvement or modifications. 

7. To draw conclusion on the study, identifying major pipeline risk factors / 

causes of failures and offer recommendations accordingly.  
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The first objective is basically to enable the researcher to understand the 

problem of Third Party Interference (TPI). Thus, it explores the causes of TPI as 

well as various researches already conducted on TPI to equip the researcher 

with the necessary resources to address the problem. With a good 

understanding of TPI, the researcher proceeds to collect data which will enable 

him to generate user requirements for UML Use Cases and therefore system 

requirements for IOPMIMS which is the second objective.  

 

The system requirements developed in the second objective enables the 

researcher to develop IOPMIMS framework and system architecture thereby 

realising the third objective. Moreover, the framework developed in the third 

objective comprises four modules. The scope of the research focuses on one of 

the modules, the risk assessment module for which the fourth objective develops 

a model. The fifth objective has been set to implement the model developed in 

the fourth objective while the sixth objective validates the model and the 

framework developed. Finally, the last objective concludes the research study. 

 

1.4 Research Questions 

This research seeks to address some fundamental questions as listed below to 

achieve the objectives of this research: 

1.  What will be an appropriate configuration and architecture for an effective 

monitoring system for oil and gas pipelines taking into cognizance most of the 

shortcomings of the existing pipeline monitoring techniques.  In other words, how 

could we design such effective monitoring system? 
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2.  Which machine learning tools and models or algorithms could best be used to 

make predictions on pipeline risks levels and Decision Support System 

development for the proposed monitoring system? 

3.  How could the performance of the proposed system be optimized?  What 

variable parameters could improve performance? 

4. What is the level of risk associated with pipelines because of potential 

threats? How could the risk relating to pipeline segments be automatically 

accessed to identify and embark on preventive or mitigating measures before 

pipeline incidents? 

5. What other technical and non-technical recommendations based on the 

research findings could bring a lasting solution to incessant oil and gas pipeline 

sabotage in such countries as Nigeria? 

 

1.5 Scope and Focus of the Study 

The scope of this research study is basically, to develop the Integrated Oil and 

gas Pipeline Monitoring and Incident Mitigation System (IOPMIMS) framework, 

demonstrate and implement one of its modules, the Risk Assessment module.  

Considering the volume of work required in developing a framework for 

monitoring and incident mitigation of pipelines, the limited time and resources 

available to the researcher, there is a need to implement only one out of the four 

modules of the framework.   

 

Each of these modules could serve as a full research topic if indeed one wants 

to effectively research and implement the modules. Furthermore, this research is 

self-funded and the researcher after several attempts could not secure funding to 

purchase all the sensors as well as equipment to implement the threat and 
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leakage detection modules. Besides, the researcher has got only three years to 

conduct the research and maximum of four years to write up and submit 

resulting thesis.  Thus, it is only feasible and reasonable that the research scope 

should be limited to the implementation of one module, the Risk Assessment 

module. 

 

1.6 Structure of the Report 

This thesis is organised as follows: 

Chapter one gives a general introduction to the thesis and comprises of the 

background study which cites some related works done in pipeline monitoring.  

Also, the research questions, aim and objectives as well as the contribution of 

the research to knowledge are discussed under this chapter. This chapter 

identifies the gap in literature and therefore justifies the need for the research. 

Chapters two, three, and four contain the literature review conducted on the 

course of this research.  They discuss the theoretical concepts that underpin the 

research.  As supplements to the background study in chapter one, they 

reviewed a lot of related work done in Pipeline Surveillance, Wireless Sensor 

Networks (WSN) and Machine Learning. 

Chapter five discusses the research methodologies undertaken to realise the 

research project. It gives a picture of the research design and conceptual 

framework adopted while conducting the research. 

Chapter six presents the survey carried out to determine the importance or 

relevance of the research to the community. It described how the questionnaire 

was prepared and administered as well as ethical considerations to ensure the 

validity of the research 
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Chapter seven presents the System design and modelling process and 

analyses the models used. The chapter identifies various system requirements, 

including hardware and software needed for the research. It also presents and 

describes various UML Use Cases developed for the proposed system. It 

describes how various machine learning tools were tested using collected data 

to determine which tool yields the best performance for the classification tasks. 

More so, the data analysis conducted in this chapter relates the findings of this 

research to the industry and discusses the implication of these to pipeline 

operators. 

Chapter eight shows the Quantitative Risk Assessment (QRA) model developed 

and implements the model using data obtained from Nigerian National Pipeline 

System.  The Chapter discusses various frameworks developed in this research 

and their modes of operation. It also describes how these frameworks 

communicate and work together to realise the aim and objectives of the 

proposed IOPMIMS. 

Chapter nine presents the research validation and discusses how this research 

was validated to ensure that the proposed system conforms to the state of the 

art works and appreciated in the industry. 

Chapter ten finally concludes the thesis and gives recommendations for the 

industry as well as for further research based on the research findings. 

 

Table 1.1 shows the link between the aims, objectives, research questions and 
the chapter(s) which are addressing it. 
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Table 1-1: Link between the aim, objectives, research question and chapters addressing them 

RESEARC

H AIM 

RESEARCH OBJECTIVE METHOD OF ACHIEVEMENT  CHAPTER 

DISCUSSED 

Developm

ent of a 

framework 

or model 

for 

Integrated 

Oil and 

gas 

Monitoring 

and 

Incident 

Mitigation 

To develop an understanding of TPI 

and pipeline failure, informing a 

research strategy to guide the 

realisation of this research aim. 

1. What will be an appropriate configuration and architecture 

for an effective monitoring system for oil and gas pipelines 

taking into cognizance most of the shortcomings of the existing 

pipeline monitoring techniques.  In other words, how could we 

design such effective monitoring system? 

5. What other technical and non-technical recommendations 

could bring lasting solution to TPI in the Pipeline industry? 

Chapters 2, 

3, 4, 5, 6. 

To develop various UML Use Cases 

that could lead to the realisation of 

effective system for Pipeline incident 

management. 

2.  Which machine learning tools and models or algorithms 

could best be used to make predictions on pipeline risks levels 

and Decision Support System development for the proposed 

monitoring system? 

Chapters 4 

and 8 
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System To conduct risk assessment on a 

sample pipeline system to determine 

the risk associated with the pipeline. 

4. What is the level of risk associated with pipelines because of 

potential threats? How could the risk relating to pipeline 

segments be automatically accessed to identify and embark on 

preventive or mitigating measures before pipeline incidents? 

Chapter 9 

To develop a reliable model that 

could be used for pipeline integrity 

management through risk 

assessment. 

4. What is the level of risk associated with pipelines because of 

potential threats? How could the risk relating to pipeline 

segments be automatically accessed to identify and embark on 

preventive or mitigating measures before pipeline incidents? 

Chapters 9 

and 10 

To develop a reliable framework and 

system architecture of network of low 

cost wireless sensors and other smart 

devices such as Micro drones for 

securing / monitoring oil and gas 

1. What will be an appropriate configuration and architecture 

for an effective monitoring system for oil and gas pipelines 

taking into cognizance most of the shortcomings of the existing 

pipeline monitoring techniques.  In other words, how could we 

design such effective monitoring system? 

Chapter 10 
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infrastructures. 

To validate models developed to 

evaluate their effectiveness and 

efficiency, to identify areas requiring 

improvement or modifications. 

3.  How could the performance of the proposed system be 

optimized?  What variable parameters could improve 

performance? 

Chapter 11 

To draw conclusion on the study, 

identify major pipeline risk 

factors/causes of failures and offer 

recommendations accordingly. 

5. What other technical and non-technical recommendations 

based on the research findings could bring a lasting solution to 

incessant oil and gas pipeline sabotage in such countries as 

Nigeria? 

Chapter 12 
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                                               Figure 1-1: Thesis Structure 
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1.7 Summary 

Pipeline transportation is a safe, economic and fast mode of transporting oil and 

gas across the globe. However, recent statistics have shown that this mode of 

transportation has witnessed an increased rate of sabotage, vandalism and 

terrorism. A serious problem at hand for stakeholders in the pipeline industry is 

therefore how to address these three interwoven problems. Though most 

researches have suggested adoption of better policies to address the situation, 

this research presents a technological solution.  

 

Despite many works already presented on this area, there is yet no effective 

means of providing real-time pipeline surveillance or predicting risks associated 

with pipelines. This therefore constitutes a gap in knowledge. This study aims at 

bridging this gap. Wireless Sensor Networks (WSN) could be used to implement 

an integrated pipeline monitoring system to detect these threats while machine 

learning tools could be used to implement Decision Support System (DSS) for 

the said threat detection, as well as leakage detection and pipeline risk level 

prediction. This chapter therefore sets out the aim and objective of the study. It 

gives the scope of the research and briefly outlines the research design and 

structure. 
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CHAPTER 2: OIL AND GAS PIPELINE 

TRANSPORTATION 
 

2.0 Introduction 

 

The problem of Third Party Interference (TPI) on Oil and Gas pipelines is an 

emerging but a serious menace to Oil and Gas pipeline.  TPI is very common in 

developing countries but has also been reported in developed countries 

including Germany and UK. It is an endemic problem in Nigeria as a developing 

nation for instance. Cognizant of this research theme “Development of a 

framework for Integrated Oil and Gas Pipeline Monitoring and Incident Mitigation 

System (IOPMIMS)”, this Chapter serves as a background for the thesis.   

 

The Chapter reviews and explains different terminologies in this field such as Oil 

and Gas supply chain as well as pipeline transportation. The Chapter also 

discussed the Nigerian Oil and Gas Pipeline Networks with a view to setting the 

stage for some data analysis based on Nigerian Pipeline data.  Nigerian Oil and 

Gas Pipeline networks has been chosen as a case study pipeline networks 

because it is a typical pipeline network that frequently witnesses TPI including 

sabotage, vandalism and terrorism.   

 

It is important to note at this stage that the research has not focused on other 

pipeline monitoring systems such as Pipeline Inspection Gauges (PIGs). Since 

this research focuses on external interference monitoring instead of pipeline 

internal performance monitoring, sensor based surveillance system is 

considered. Wireless Sensor Network (WSN) as a method of pipeline 



16 
 

surveillance is discussed in detail in this Chapter since this is the technology 

behind the integrated solution presented in this thesis. Furthermore, sensor and 

sensor classifications are discussed to highlight various sensors that could be 

used for pipeline surveillance and leakage detection.  

 

2.1 Oil and Gas Supply Chain 

Supply chain could be defined as the process which integrates, coordinates and 

controls the movement of goods, materials and information from a supplier 

through a series of suppliers and/or manufacturers to the final consumer.  

According to Donner and Kruk (2009), it is a system of resources, organizations, 

people, technologies, activities and information involved in the act of transporting 

goods from producer to consumer/user. The aim of supply chain is to provide 

maximum customer service at lowest possible cost (Emmett 2008); (Chima 

2011). Chopra and Meindl (2010) argue that supply chain consists of all parties 

involved directly or indirectly in fulfilling a customer request including 

manufacturers and suppliers as well as transporters, warehouses, retailers and 

customers.  

 

In a supply chain, a company is always mid-way between its suppliers upstream 

and its distributors downstream thereby patronising the manufacturers and 

serving the final consumers. In accordance with this principle Koo et al. (2006), 

presented a typical refinery supply chain as seen in Figure 2-1. This shows the 

entities involved in a refinery supply chain. External entities in the supply chain 

include suppliers, 3rd party logistics providers (3PLs), shippers, jetty, and 

customers. Internal entities are the refinery functional departments: procurement, 

operations, sales, storage, and logistics. The refinery is thus mid-way between 



17 
 

the upstream and the downstream.  A conventional supply chain system is 

comprised of Procurement, Production, Logistics, Marketing and Consumer 

Emmett (2008) as seen in Figure 2-2. However, in the oil and gas industry the 

supply chain system comprises Exploration, Production, Refining, Marketing and 

Consumer (Chima 2011). 

 

Figure 2-1: Typical Refinery Supply Chain.  Source: (Koo 2006) 
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In the oil and gas supply chain, the highest level of the chain is the petroleum 

exploration which includes design and planning of oil field infrastructure.  

Specifically, exploration includes seismic, geophysical and geological operations, 

while production operations include drilling, reservoir, production, and facilities 

engineering (Chima 2011). Production involves the extraction of the petroleum 

from the oil well or rig. Petroleum could be supplied from international sources 

through oil tankers to oil terminals. These terminals are then connected to 

refineries through pipeline network. At the refineries petroleum products are 

generated ready for distribution at the distribution centre. 

 

The modes of transportation of petroleum and its products from the production 

site through the refinery and the distribution centre to the final consumer vary 

considerably. Transportation of petroleum otherwise known as “crude 

transportation” from production site to the terminal could be through pipelines, 

barges, railway tankers, tank trucks or tankers (Cheng and Duran 2003). The 

choice of a specific mode of transportation is determined by factors like distance, 

crude type, cost and availability of suitable alternatives. In most cases 

transportation from oil terminals to the refineries down to the distribution centre is 

through the pipeline. However, from the distribution centre, products are 

distributed to retailers using tankers, pipelines or railway tankers. An oil supply 

chain as depicted by the researcher is shown in Figure 2-3 below.  

Procurement Production Logistics Marketing Consumer 

Figure 2-2: Conventional Supply Chain. Source (Chima 2011) 
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Figure 2-3: Conceptual Oil Supply Chain diagram. 

 

2.2 Pipeline Transportation 

Transportation is one of the basic needs of life just like water, food and air.  

Transportation simply means movement of people and/or goods from one place 

to another.  It is defined as the movement of people and goods to meet the basic 

needs of society that require mobility and access (Lester et al. 2011).  Different 

modes of transportation used today include air, sea, rail, road and pipeline.  

Common products transported via pipeline include water, sewage, crude oil and 

other petroleum products. This mode of transportation is generally the most 

economical way of transporting large quantities of oil, refined oil products or 

natural gas (Yu and Guo 2012).  
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AL-Kadi et al. (2013) maintains that pipeline networks for fluid delivery are the 

safest, cheapest and quickest mode of transportation. Also while analysing the 

five basic modes of transportation, Stock and Lambert (2001)  described pipeline 

transportation as the cheapest mode of transportation. Other advantages offered 

by pipeline transportation include resource-saving, energy-efficiency, high 

security, durability and stable supply (Ai et al. 2006).  

 

There are three types of pipeline technology namely: Conventional or energy 

pipeline, Slurry pipelines and Capsule pipelining.  Conventional pipelines are 

used to transport normal liquids such as water, oil and gas. Although liquid 

products are the major products transported through pipeline, solid products 

such as cement, coal, carbon powder, glass fibres, ground cocoa and many 

more are transported in form of slurry through this mode of transportation and is 

therefore known as “Slurry Pipelining”. Klinzing et al. (2010) provided over 250 

lists of solid products that could be transported through pipeline.  

 

Also Subramanya (1998) gave a table showing some slurry pipeline installations 

around the world with their length, diameter and throughput.  Capsule Pipelining 

is the option available for use when solid is to be transported through pipeline 

but needs not to mix-up with the transporting liquid. In the oil and gas sector, 

pipelines are generally categorised as Transmission, Product (Distribution) and 

Flowlines (Gathering) pipelines as highlighted below: 
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Flowline (Gathering) Pipelines:  These types of pipelines are used to collect 

crude oil or natural gas from oil wells into a central tank farm for treatment or 

storage.  They are usually small ranging from 2 to 4 inches in diameter and 

operate in low pressure often below 100 psi.  In Nigeria, flowlines are usually 

less than 1 Km in length (DPR 2013). 

 

Distribution (Product) Pipelines:  These are used for carrying refined products 

to storage tanks and consumers. They are usually from 12 to 24 inches but can 

be as large as 40 inches in the case of Colonial pipelines that carries distillates 

from Gulf Coast to Northeast markets. 

 

Transmission Pipelines:  These are used to transport crude oil from storage 

tanks to refineries or other storage facilities. They are also used to transport 

crude oil or refined products between states, countries and sometimes 

continents.  They operate in higher pressure than flowlines and vary in size 

ranging from 6 inches to as large as 4 feet as in TAPS in Alaska. 

 

For most oil producing nations, pipeline transportation could be seen as the 

artery of their national economy. Most of them depend on oil for their foreign 

exchange earnings. For example, Nigeria which presently ranks as the 13th 

largest oil producing countries in the world derives over 90% of its foreign 

exchange from oil.  For these countries, oil pipelines are among the most 

important assets to the nation.  They have oil pipelines crisscrossing all the 

regions of the country and in some cases run into some international trade 

partners for delivery of exported crude oil and petroleum products. In the words 
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of Dey,  (2004) Cross-Country pipelines are the most economical way to ship 

hydrocarbons such as gas, crude oil, and finished products over long distances, 

either within the geographical boundary of a country or beyond it. 

 

2.3 Nigeria Oil and Gas Pipeline Networks 

Petroleum products are distributed to retailers using sea (barges), tankers 

(road), pipelines or railroad tankers. The pipeline transportation system was first 

used to transport petroleum product in Nigeria in 1978, a late start compared to 

other modes of transportation. The pipeline distribution network is made up of 

two main types of line: the multipurpose lines and the dedicated line. 

 

Nigeria has a network of about 5,001-kilometre multipurpose pipeline network 

used by the Pipeline and Product Marketing Company (PPMC) to move products 

from the 4 refineries/62 import-receiving jetties to 128 storage depots nationwide 

(DPR 2016).  Most official figures from PPMC Anifowose et al. (2012) and 

Monitor (2013) report that Nigeria has a total of 5,001 KM of pipeline network, 

however few sources such as Onuoha (2008) hold a conflicting figure of about 

7,000 KM. The Department of Petroleum resources (DPR) however clarifies that 

the pipeline network is comprised of 5,000 KM of product pipelines and 16,000 

KM of crude oil and product pipelines. In this Thesis, the researcher has adopted 

the widely-acclaimed figure of 5,001 KM for Nigerian pipeline network. 

 

Relative to other countries in the international community, Nigeria could be said 

to have good pipeline network as depicted in Figure 2.4 below.  United Arab 

Emirates, for example has 2,580 km of gas pipelines, 300 km of liquid petroleum 

gas pipelines, 2,950 km of oil pipelines, and 156 km of refined products pipelines 
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(Jawhar et al. 2007).  On the other hand, USA has about 500,000 miles of oil 

and gas pipelines that extends to Canada and Mexico (Mohamed & Jawhar 

2008).  Moreover, the oil segment of the oil and gas pipeline network in Europe 

is of a rather reduced size compared with the 200,000 km natural gas 

transmission pipelines as at 2003 (Hausamann et al. 2003).  Also Saudi Arabia, 

the world’s largest producer of desalinated water distributes water to urban and 

industrial areas through a network of pipelines running for more than 3,800 km 

(Mohamed and Jawhar 2008). 

 

 

Figure 2-4: Pipeline distribution network and other oil and gas infrastructure across 
Nigeria. Source: (Anifowose et al. 2012). 



24 
 

2.4 Local (Illegal) Refineries 

Illegal refineries can no more make interesting headlines in the media as 

breaking news these days. Perhaps they did a decade ago but not anymore as 

these refineries have been proliferative in many oil producing countries 

especially in the Middle East and Africa in the last decade. Countries like 

Nigeria, Syria, Iraq, Colombia, and Russia are known to have many of such 

illegal oil refineries. 

 

There are a lot of similarities between Nigeria’s illegal refineries of crude oil and 

China’s illegal rare earth mines (Bradsher 2010).  The only difference is that 

while Chinese Government has initiated concerted efforts to crackdown the 

illegal operation, Nigerian Government is yet to show an equal measure of 

seriousness in this regard. These uprising in economy which we shall refer to as 

informal economies are global phenomenon but are seen more often in the third 

world countries.  Castells and Portes (1989:p12) defined the informal economy 

as ‘income generating activities that take place outside the regulatory framework 

of the state’, thus making informality the ‘antithesis of national capitalism’ (Hart et 

al. 2010).   

 

In fact Ugor (2013) argues that “the illegal refineries now proliferating the Delta 

region are constitutive of unfolding ‘accountability struggles’ taking shape 

worldwide in which poorer, politically disenfranchised and economically 

marginalized individuals and groups are mobilizing and finding creative 

alternative strategies – both formal and informal, orthodox and unorthodox, 

legitimate and illegal – for claiming the social and economic rights that 

constituted political and economic authorities in their lives have refused to grant 
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them, either out of unrelenting corruption and mismanagement or sheer wilful 

indifference (Kabeer 2005) and (Newell and Wheeler 2006)”.  

 

Although reports according to Onoyume (2012) in Grace and Fredrick (2013) 

maintains that over 1500 of illegal refineries were destroyed between 2010 and 

2012, there are indications that this does not translate to a meaningful progress 

in efforts to crackdown the illicit business. To buttress this point, a review of 2013 

has shown that 1,951 illegal refineries were destroyed in the year under review 

(Simon 2013).  Obodoeze et al. (2013) recounts the efforts of the Federal 

Government and the International Oil Companies (IOC) to curb the menace but 

for the methodology applied which has always been the same. The only method 

has been the use of manual surveillance method.  Meanwhile lack of or 

inappropriate application of state of the art IT security tools as well as corruption 

among security personnel has played a major role in the failure of the campaign. 

 

Ugor (2013, p274) maintains that following a long period of neglect and 

dispossession by the Federal Government, the multi-national oil companies and 

most disappointingly, political elites of their communities, the people of Niger 

Delta are frustrated, and feel pushed to the wall. They have therefore decided to 

take their fate into their hands or put another way, take laws into their hands by 

establishing local refineries to earn a living.  Illegal refining of crude oil is now 

competing with the predominant occupations of the Niger Delta people which for 

centuries remained farming and fishing.  Perhaps this might be because of oil 

spillage that has rendered most farmlands in the area impotent while killing most 

aquatic lives and fishes in the surrounding rivers. Perhaps the more likely reason 
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is that frustrated by the long neglect of their communities, the younger Niger 

Delta people have decided to take what they see as their own resources at their 

backyard to make a living.   

 

In the words of Ugor (2013) “Excluded and overlooked by the Nigerian state, 

rebuffed and disparaged by oil companies, exploited by their own local political 

elites, and now betrayed by their former commanders, a large segment of youth 

in the Delta have turned to the same industry and local resources responsible for 

their abjection – crude oil – to find answers to the everyday social and economic 

hardships confronting them and their families”. They see this as a last resort in 

desperate and frantic attempts by the communities to liberate themselves from 

perpetual poverty. 

 

Although, this reflection as presented in the preceding paragraphs may be called 

illegal refineries, however, an average Niger Delta citizen does not see their local 

refinery as illegal. They maintain that it is rather the Federal Government that 

should be indicted for some illegal activities.  In an interview with Emmanuel 

Egbele (Ugor, 2013), a father of two children and a high school dropout who 

works in the refining camps, Emmanuel puts it this way: “The state is the criminal 

here, not us. They take our resources and give us nothing in return. And oil 

companies employ only Yoruba and Hausa people. Look around – there’s 

nothing here to do. So if you’re not creative in this place you’ll die” (Ugor 2013). 

 

Recently, there have been some advocates of illegal refineries urging the 

Federal Government to legalise the illicit business (Onoyume 2012) but any 
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attempt in this direction will make Nigeria a failed state. No doubt, an extensive 

research has shown that the community has got and are fighting a genuine 

course.  Whether the Federal Government and the IOCs have erred in 

discharging their duties should be another research topic. However, there is a 

need for law and order in a society and illegal refineries should in no way be 

encouraged.  The researcher recommends that while adopting the state of the 

art IT security tools in fighting the menace, the Government should make frantic 

efforts to address the social need of the oil producing communities.  The children 

in the oil producing communities should be encouraged to embrace education 

and employment opportunities should be opened in the area to reduce or 

eliminate criminal activities. 

 

Moreover, the informal economy springing up in the Niger Delta is an avenue for 

Nigeria to reassess herself in a bid to discover how to promote national 

development if at all it aspires to join the rest of the developed world.  This goes 

a long way to point out that if indigenous legitimate refineries are established and 

integrated into the system, Nigerian economy will no doubt make a quantum 

leap.  The only reasons why one stands to condemn these illegal refineries are 

based on environmental as well as health hazards. These constitute a serious 

health and safety hazard to both the workers and the surrounding communities. 

 

2.5 Oil and gas supply chain security Programs 

The September 11, 2001 event was indeed a game changer in the global Supply 

Chain Security (SCS) operational policy. Prior to the event, SCS focused 

primarily on keeping products from leaving the supply chain through theft and 

misrouting.  However, after the event, SCS focus has shifted to preventing 
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contraband and anti-terrorist goods from entering the supply chain ((Willis and 

Ortiz 2004); (Williams et al. 2008); (Thibault et al. 2006); (Donner and Kruk 

2009)). 

 

So many international, regional as well as local national policies have since then 

been promulgated to checkmate smuggling of contraband as well as terrorist 

bound goods. According to Donner and Kruk (2009) these policies could be 

international, national, regional, sectorial, compulsory, voluntary, unilateral, 

bilateral, multilateral, mutually complementary or overlapping. Some of these 

policies have been incorporated into international framework for instance those 

under World Custom Organisation (WCO), and in country-specific programs like 

the Customs-Trade Partnership Against Terrorism (C-TPAT) and the Container 

Security Initiative (CSI) administered by the US (Donner and Kruk 2009).  While 

some of these programs and policies are mandatory to be implemented by public 

and private firms involved in the supply chain operation, some others are 

voluntary.  However, the ability of firms to implement these voluntary programs 

lends them a lot of credence and could facilitate clearing of their goods at 

international levels.  

 

Some mandatory SCS programs include: Advanced (Electronic) Cargo 

Information (ACI), International Ship and Port Facility Security (ISPS) Code, Pre-

arrival and Pre-departure (EU) and 100% scanning.  Voluntary SCS programs 

include: Transported Asset Protection Association (TAPA), Custom - Trade 

Partnership Against Terrorism (C-TPAT), World Custom Organisation (WCO) 
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Safe Framework of Standard, EU Authorized Economic Operator (AEO) and 

Secured Export Partnership. 

 

As earlier stated, supply chain according to Donner and Kruk (2009) is a system 

of resources, organizations, people, technologies, activities and information 

involved in the act of transporting goods from producer to consumer/user.  

Supply chain security on the other hand could be defined as the concept which 

encompasses the policies, systems, procedures, technology and solutions 

applied to protect supply chain assets (product, facilities, equipment, information, 

and personnel) from theft, damage, or terrorism and to prevent the introduction 

or unauthorized contraband, people or weapons of mass destruction into the 

supply chain (Closs and McGarrell 2004)(p. 8) in (Williams et al. 2008); (Donner 

and Kruk 2009). 

  

Although some SCS programs and policies apply to multiple transportation 

modes, most of them are mainly for sea and air which are the main modes used 

for international transportation. Therefore, it was considered important in this 

research to develop a compilation of various SCS programs with their years of 

promulgation, as shown in Figure 2.5 below.  It should be noted that most of 

these programs are meant to secure sea and air transports, an indication that 

other modes of transport have not been adequately attended to.  Rails, roads 

and pipelines are also used for international transportation and should be 

secured as criminals and terrorists also exploit them to carry out their nefarious 

activities. 
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2.6 Pipeline incidences and vandalism 

Oil spill incident presents a lot of cost implications both environmentally, 

ecologically, financially and health-wise to oil industry stakeholders.  It could 

result from natural causes such as corrosion, flooding, earthquake and landslide 

or from third party interferences like vandalism, sabotage and terrorism. In 

general, there are five causes of pipeline failure as identified by (Dey 2004). 

These causes of pipeline failure are listed in the next subsection. 

 

2.6.1 Causes of pipeline incidences 

The causes of pipeline failures are categorised in five main categories as listed 

below: 

(i) Corrosion 

(ii) External interference / Third Party Interference (TPI) 

Figure 2-5: Evolution of Supply Chain Security (SCS) Programs 
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(iii) Construction and materials defects 

(iv) Natural disaster / Ground movement (Acts of God) 

(v) Human and operational error 

 

Another categorisation according to Kong (2012) puts every cause of pipeline 

failure in three main category including time dependent, stable and time 

independent causes as seen below: 

• time-dependent (external corrosion, internal corrosion, stress corrosion 

cracking);  

• stable (manufacturing related defects, welding / fabricated related defects, 

equipment);  

• time-independent (third party-mechanical, incorrect operational procedure 

or weather related and outside forces) 

The rates at which these causes lead to oil spill incidents differ greatly in 

different countries. In USA, corrosion ranks the top in structural problems of 

pipeline according to a survey conducted on oil spill incidents over a period of 31 

years according to Pipeline and gas journal, 2003 in (Adebayo and Dada 2008). 

In Europe however, EGIG (2011) reports that the leading cause of pipeline 

incidences is external interference or TPI. Also in Nigeria, pipeline sabotage 

which falls into TPI leads the causes of oil spill incidences. The difference 

between TPI as witnessed in Europe and Nigeria is that TPI in Europe results 

from unintentional cause like construction work while that in Nigeria result from 

wilful destruction including militancy, sabotage, theft and vandalism.  

 



32 
 

In ruptures that occurred in 1999, 497 incidents (95%) were due to pipeline 

sabotage or vandalism while 27 incidents (5%) were due to natural causes such 

as corrosion as well as wear and tear.  In 2000, 909 incidents of pipeline 

vandalism were recorded, 2004 witnessed 971 cases while the incidents sharply 

increased to 2258 in 2005. Also according to Nigeria National Petroleum 

Corporation (NNPC) records, about 34,047 cases of pipeline vandalism were 

recorded across the country between 1999 and 2013 (Amanze-Nwachuku, 

2014). Just as the motives of different groups involved in wilful destruction of 

pipeline infrastructures vary, so do the natures of attacks on these 

infrastructures. Various forms of attack on pipelines are discussed briefly in the 

next section. 

 

2.6.2 Forms of pipeline attacks 

Attacks on oil and gas pipelines are executed in many ways but only three forms 

of attacks have been discussed in this thesis. The three types of pipeline attacks 

include hot tapping, cold tapping (explosive) and tampering (pilferage) attacks. 

 

Hot tapping attacks 

Often, pipeline operators make new connections to pipelines to expand or modify 

their existing system. This usually involves a shutdown interconnect process 

which necessitates a shutdown (3 days or more) of the pipeline system and 

purging the oil or gas to ensure safe atmosphere. Hot tapping is an alternative 

process used to establish pipeline connections while the pipeline remains in 

service. It involves attaching a branch connection and valve on the outside of an 

operating pipeline, then cutting out the pipe-line wall within the branch and 

removing the wall section through the valve (Environmental 2006). It is used for 
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corrosion repair, upgrade work and/or other modification works on pipeline with 

no downtime. Alas, this industrial technical process is now being used by thieves 

to siphon fuel from pipelines. The case of oil theft from a pipeline via UK Deputy 

Prime Minister’s house (Standard 2014) is an example of hot tap attack. 

  

Hot tapping procedures 

Hot tapping involves five main professional and technical steps which should be 

carried out on the pipeline before oil or gas could be tapped successfully from 

the pipeline. Beyond these five steps needed to tap a pipeline, there are other 

steps needed to perform line stopping exercise to close the connection made on 

the pipeline after hot tap is no longer needed on the pipeline. The five hot 

tapping steps are listed below: 

• Install fitting and valve on existing pipeline  

• Install hot tap machine  

• Perform hot tap through the open valve (special device retains the ‘coupon’ 

removed during the operation)  

• Retract Cutter assembly  

• Close hot tap valve and remove hot tap machine to allow connection to new 

pipe 

Four of these steps are illustrated in the diagrams below: 
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Figure 2-6 (a): First two Hot Tapping steps 

 

 

Figure 2-6 (b): Last two Hot Tapping steps 

 

Cold tapping (explosive attacks) 

Explosive attack is carried out using explosives such as dynamites, C-4, HMX, 

RDX, and TNT. These attacks are carried out by militants, vandals, saboteurs, 

terrorists or thieves. Most attacks on pipelines using explosives are done when 
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pipeline is not in operation. Explosive attacks carried out while pipelines are in 

operation result in fire and could claim attackers’ lives. Thus, criminals attack 

pipelines during line shutdown. Once pipeline is blasted, fuel scooping resume 

during operation. 

 

Tampering (pilferage) attacks 

Tampering attack as used in this article refers to attacks by third party which 

neither involves hot taps nor explosives, still they are aimed at stealing fuels 

from the pipeline. This often involves drilled holes on the pipeline, cutting the 

pipeline with hacksaw, or third party tampering with well head, clamps, valve 

settings and flanges (SPDC 2014). Whether it is hot tapping by expert 

technicians, cold tapping by saboteurs, militants and terrorists or tampering by oil 

thieves, there is an urgent need to invent a means of detecting these miscreants 

in ample time before they conduct the attacks.  Consequently, the processes in 

detecting pipeline threats are discussed in the next section. 

 

2.6.3  Processes in detecting Pipeline Threats 

The processes that could be used to detect threats to pipelines depend largely 

on the nature of pipeline threats. Various technologies are used to detect 

different threats to pipelines. Developing a robust threat detection system 

therefore would involve integrating few technologies. Some existing technologies 

for threat detection are as discussed below: 
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Corrosion detection 

Different types of corrosion have been identified such as uniform attack, pitting, 

inter-granular or exfoliation, crevice, filiform, galvanic corrosion and stress 

corrosion. Corrosion detection technologies available include Visuals, Eddy 

Current, Ultrasonic, Radiography, Thermography, Robotics and Automation, 

Data Fusion and Sensor Fusion. In pipeline systems, pigging and eddy current 

are widely used to detect corrosion.  Figures 2-7 (a) and (b) are pictures which 

are meant to illustrate how smart PIGs launched into pipelines for inspection and 

cleaning. 

 

Figure 2-7 (a): Smart PIG being launched into Pipeline 

 

 

Figure 2-7 (b): Smart PIG being launched into Pipeline 
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Natural disaster detection 

Scientists have reported the potentials of using seismic data to predict 

earthquakes and landslides, but accurate predictions are still not possible. As 

such most predictions are still based on guess work. When a rock is stressed, it 

begins to change physically, transmitting seismic waves at changing speed. Its 

magnetic properties and electrical resistance also begin to vary. Just before any 

earthquake, some waves such as Rayleigh and Infrasound waves are generated 

and propagated around. The human ears cannot detect these since they are less 

than 20 HZ, the threshold for human sound detection but most animals however, 

could. 

 

Construction worker and external interference detection 

Accidents caused by construction workers around pipelines are among the major 

causes of pipeline failure in the USA. To mitigate pipeline incidents through 

construction work, pipeline right-of-way surveillance, satellite surveillance, public 

awareness activities and one call system are often used in the USA.  Other 

methods are acoustic monitoring devices and fibre-optic sensors buried along 

the pipeline. To detect terrorists, vandals and thieves, one should identify various 

weapons used by these groups for their nefarious acts and find ways of 

detecting those weapons on people.  

 

Common weapons used by vandals and thieves during pipeline attacks include 

explosives such as dynamites, guns, knives and other sharp objects. Vandals 

use axe, explosives and other sharp objects while thieves are likely to use drills, 

and containers or tanks to siphon fuels. Technologies used to detect metallic and 
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non-metallic weapons and explosives include Terahertz imaging, Neutron 

scattering method, X-Ray scattering method and Millimetre Wave (MMW) 

imaging method. Terahertz detection has about 10 times better spatial resolution 

compared to MMW systems since THz radiation electromagnetic wavelength is 

about 10 times shorter than MMW radiation (Federici et al. 2005). Terahertz 

method can detect objects from a distance of 0.5km which is a good distance for 

defensive action. Most weapons and explosive materials that are of security 

concern have characteristic THz spectra used to fingerprint and identify these 

concealed materials. 

 

Moreover, as discussed in this thesis, the option of video detection is another 

great option for detecting terrorists and vandals. Stationary cameras mounted on 

tall poles or mobile cameras mounted on unmanned aerial vehicles (UAVs) could 

be used to capture video footage of vandalism activities around pipelines. These 

are immediately uploaded to the internet for easy accessibility at the base station 

for analysis. The design of video based threat detection system for pipelines is 

discussed in later chapters of this thesis. Survey and analysis conducted shows 

that TPI is on the rise in Nigeria and other developing oil producing countries. 

TPI has imparted negatively on these nations’ economies as well as their oil and 

gas supply chains. 

 

2.7  Pipeline monitoring methods (techniques) 

Pipeline installation projects often involve such analysis as cost benefit, 

environmental and socioeconomic impact analysis as well as health and safety 

considerations at the design stage.  These are aimed not only at the feasibility of 

the project but also at the durability of the project after installation. Dey (2004) 
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maintains that though pipelines are the safest modes of transporting bulk energy, 

and have failure rates much lower than the railroads or highway transportation, 

failures do occur, and sometimes with catastrophic consequences. As such, a lot 

of factors are put into considerations to ensure the durability of pipeline projects 

and avoid pipeline failures at the design stage. 

  

In order to prevent or minimise pipeline failure by selecting optimum route, Dey & 

Gupta (1999) in (Dey 2006) suggested considering technical factors like 

operability, maintainability, approachability, constructability, and environmental 

friendliness. Such factors as leakages, pipeline corrosion, wax precipitation and 

environmental pollution over the years have been seen to contribute to pipeline 

failure (Yu & Guo 2012). However, recent documentations have shown that 

pilferage, vandalism and pipeline sabotage have overtaken other causes of 

pipeline failure. 

 

Pilferage, vandalism and pipeline sabotage are classified under external 

interference and TPI (see section 2.1.1) and are presently seen as one of the 

major causes of pipeline failure. Statistics as seen in Hopkins et al. (1999) 

supports this assertion.  Against this backdrop, research into pipeline monitoring 

has gained a lot of interest in the last decade.  Various technologies have been 

employed in pipeline monitoring to forestall failure.  In the past, most 

technologies employed in monitoring pipelines were based on leak detection 

principles since external interferences by humans were not rampant. 
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Categorisation of monitoring methods 

In this thesis, pipeline monitoring techniques are categorised in two main 

categories, namely: leak detection methods and external interference (threat) 

detection methods. While leak detection methods are intended to detect oil or 

gas leakage around the pipelines, threat detection methods are meant to detect 

threats to pipelines. A categorisation of pipeline monitoring techniques based on 

these two methods is shown in Figure 2-8 below. 

  

 

Figure 2-8: Categorisation of Pipeline Monitoring Techniques: Adapted from 
KROHNE (2013) 

 

Monitoring pipelines against external interferences has become a great 

challenge and has generated an increasing research interest recently. Pipelines 
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could be underwater, underground or above-ground and therefore present 

different levels of challenges regarding monitoring to safeguard the pipeline. 

Existing methods of  pipeline monitoring include acoustic monitoring devices, 

continuous fibre-optic sensors buried alongside the pipe, satellite surveillance, 

cathodic protection monitoring, methods that rely on telephone calls prior to 

digging and impressed alternating cycle current (IACC) (Burkhardt & Crouch 

2003). However, advancements in Wireless sensor networks (WSN) have since 

attracted researchers’ interests as this technology seems to be a very promising 

technology for pipeline monitoring.  Some of these monitoring techniques are 

discussed below: 

 

2.7.1  Satellite monitoring method 

A satellite is an object that moves around a larger object. Earth is a satellite 

moving round the sun so also is moon and these are called natural satellites.  

Research in Satellite method of pipeline monitoring has advanced reasonably 

well since the 1990s. In 1996, a Joint Industry Project (JIP) “The Use of 

Satellites for Pipeline Surveillance” was sponsored by many pipeline operators 

to: 

1. Review remote sensing capabilities.  

2. Review pipeline surveillance requirements  

3. Assess the suitability of satellite data for pipeline surveillance. 

Following the JIP, a high resolution optical imaging satellite became active and it 

was possible to test it and compare the results with more traditional surveillance 

methods (Palmer-Jones et al. 2004). 
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The function and feasibility of Pipeline Satellite technology was demonstrated in 

1999 by some European and American pipeline managers. Three pipeline 

monitoring satellites including optical imaging satellites and radar satellite were 

launched in America and Europe in 2000 after the preliminary evaluation of 

satellite function. GPS satellite positioning technology are presently being used 

in some long -distance transportation pipelines such as west-east gas 

transmitting pipeline, Shanxi-Beijing natural gas pipeline, Lanzhou-Chengdu-

Chongqing, Port jujubes and so on (Peng et al. 2012).   

Two technologies employed in satellite method of pipeline monitoring are high 

resolution optical satellite imaging and Satellite synthetic aperture radar (SAR). 

One of the advantages of this method of pipeline monitoring lies in their 

suitability for monitoring long-distance pipelines. Also with (SAR), cloud cover 

and darkness cannot affect the signals, so this could work at any time. 

 

Principles of pipeline satellite circuit supervision system 

The pipeline satellite monitoring method in use presently makes use of the 

Global Positioning System (GPS). GPS is a constellation of 27 Earth-orbiting 

satellites (24 in operation and three extras in case one fails).  The system was 

developed and implemented by the US military but has since been opened for 

public commercial use (Obodoeze et al. 2013). These satellites orbit the earth, 

making two complete rotations daily.  The orbits are such that at anytime, 

anywhere on Earth, there are at least four satellites "visible" in the sky to any 

coordinate on earth (See Figure 2-9). GPS receivers’ job is to locate four or more 

of these satellites, figure out the distance to each, and use this information to 
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deduce their own locations.  Mathematically, this uses the principle of 

trilateration. 

 

Figure 2-9: GPS Technology and Trilateration principle 

 

2.7.2  Acoustic sensor method 

Acoustic methods of pipeline monitoring could be used to detect leakages in 

pipelines due to corrosion and accidental bursts as well as third party damages.  

These third-party damages could result from impacts on pipelines by earth 

moving machines during construction works or intentional external interference 

by thieves or vandals. Escaping fluids from a pipeline due to leakage causes a 

vibration of the pipe, produced by acoustic vibration which produces acoustic 

wave (Mostafapour & Davoudi 2013). For leakage detection and location, 

acoustic sensors could be integrated in handheld devices used by personnel 

patrolling pipelines or in intelligent pigs that travel through the pipelines. Acoustic 

sensors could also be installed at some distances outside the pipeline to monitor 

it (Murvay & Silea 2012). 
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2.7.3  Wireless Sensor Networks (WSN) 

Wireless sensor networks (WSN) are presently the technology of choice for oil 

pipeline monitoring due to their low-cost nature and relative reliability.  It is one of 

the most effective ways of detecting leaks (AL-Kadi et al. 2013) and has proved 

to be an effective one for monitoring threats to pipelines too. A typical WSN node 

consists of a sensor, processor which could be a microcontroller, digital signal 

processor (DSP), field programmable gate array (FPGA) or application specific 

integrated circuit (ASIC), transceiver, power source and radio (BenSaleh et al. 

2013). 

 

 There are two types of WSNs: structured and unstructured. An unstructured 

WSN is one that contains a dense collection of sensor nodes. Sensor nodes may 

be deployed in an ad hoc manner into the field. Once deployed, the network is 

left unattended to perform monitoring and reporting functions. In an unstructured 

WSN, network maintenance such as managing connectivity and detecting 

failures is difficult since there are so many nodes. In a structured WSN, all or 

some of the sensor nodes are deployed in a pre-planned manner. The 

advantage of a structured network is that fewer nodes can be deployed with 

lower network maintenance and management cost. Fewer nodes can be 

deployed now since nodes are placed at designated locations to provide 

coverage while ad hoc deployment can have uncovered regions. 

 

The main advantage of WSN over other monitoring techniques that use wired 

connections is that they are more secure and reliable. Monitoring systems with 

wired connections can easily be compromised when attackers break any of the 

connections thereby stalling the whole system. The work by Mohamed et al. 
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(2011) is a firm demonstration that WSN is a technology that could be effectively 

used for monitoring under-ground, above ground as well as underwater 

pipelines. Its support for real-time operation is also considered as remarkable 

advantage over other methods. Although WSN perform relatively well compared 

to other monitoring techniques, some challenges identified with it include power 

and bandwidth / speed issues. 

  

Multi-media WSN (MWSN) has been proposed to enable monitoring and tracking 

of events in the form of multimedia such as video, audio, and imaging. MWSNs 

consist of many low-cost sensor nodes equipped with cameras and 

microphones. These sensor nodes interconnect with each other over a wireless 

connection for data retrieval, process, correlation, and compression. Multi-media 

sensor nodes are deployed in a pre-planned manner into the environment to 

guarantee coverage. Challenges in multi-media WSN include high bandwidth 

demand, high energy consumption, quality of service (QoS) provisioning, data 

processing and compressing techniques, and cross-layer design. Multi-media 

content such as a video stream requires high bandwidth for the content to be 

delivered. Thus, high data rate leads to high energy consumption. 

 

To address the above challenges, transmission techniques that support high 

bandwidth and low energy consumption should be developed.  QoS provisioning 

is a challenging task in a multi-media WSN due to the variable delay and 

variable channel capacity. It is important that a certain level of QoS must be 

achieved for reliable content delivery. In-network processing, filtering, and 

compression can considerably improve network performance in terms of 
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extracting redundant information and merging contents. Similarly, cross-layer 

interaction among the layers can improve the processing and the delivery 

process. 

 

Among others, the problems of using wired sensor networks to monitor pipelines 

are highlighted below. 

• Any damage to any part of the wires in the network, leads to the whole 

pipeline monitoring system being compromised 

• Unauthorized people could easily disable the monitoring system by cutting 

the network wires 

• Troubleshooting faults in wired networks is very difficult especially when it 

involves underground pipelines 

There is poor or lack of Quality of Service (QoS) in wired networks which causes 

delay in transmitting very important information in favour of less important once. 

 

2.7.4  Fibre optic method 

Fibre optic technique of pipeline monitoring is considered relatively an economic 

and effective pipeline protection system offering a resilient, and user friendly 

pipeline protection and monitoring system with a high return on investment 

(Tanimola & Hill 2009). Fibre optic systems can be used for monitoring long 

range pipeline networks but is very expensive to install.  Thus, people take 

advantage of existing fibre optic cables close to pipeline to implement pipeline 

monitoring systems.  Fibre optic distributed acoustic sensing (DAS) used for 

pipeline third party interference (TPI) monitoring can detect threats to a pipeline 

accurately to within 1–10 m and depending on the perceived threat, from a few 

meters up to 250 m away from the pipeline.  Advantages of Fibre optics include 
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high accuracy and sensitivity, good performance under high temperature, 

immunity to electromagnetic interference (EMI) and support for distributed 

sensing.  The disadvantages include high cost and difficulty in retrofitting the 

sensors. 

 

2.7.5  Unmanned Aerial Vehicles (UAV) 

Unmanned Aerial Vehicle (UAV) is an emerging pipeline monitoring method that 

is becoming common in Europe and beyond (Hausamann et al. 2003). It 

performs where manned flight is too dangerous, expensive or monotonous. It 

has the potential to provide real-time operation when fully developed.  However, 

two basic issues that need to be addressed for efficient UAV operation are: 

 

1. Data and information processing should be developed to operational 

standard to enable real-time determination of threat with high probability 

and low false alarm. 

2. Regulations, certifications and operation standards for safe and efficient 

operation of UAV in controlled and uncontrolled airspace should be 

established. 

Advantages of UAV method include near real-time operation and wide coverage 

while its disadvantages include high cost and lack of regulations and standards. 

 

2.7.6  Mass balance method 

The mass or volume balance method of pipeline monitoring or leak detection is 

based on the principle of conservation of mass. The mass or volume entering a 

section of a pipeline is recorded and the mass or volume exiting the pipeline 

section is also recorded. A comparison is done and any imbalance between the 
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two readings should indicate a leakage with all things being equal (Murvay & 

Silea 2012). The advantages of this method include low cost and ability to detect 

very small leakages that may not generate high rate of change in flow pressure. 

Its main disadvantage is the high rate of false alarm since many other factors 

contribute to flow difference at different points along the pipeline (Sun et al. 

2011). Also, the accuracy of this method is very low since it is difficult to localise 

leakages with this method. 

 

2.7.7  Monitoring techniques SWOT analysis 

There are varieties of techniques available for pipeline operators to choose from 

while making decision on the monitoring technique to be used for a section of 

pipeline.  Moreover, various factors are put into consideration while making a 

choice of monitoring technique for pipelines.  For example, pipeline operators 

should determine the object being monitored whether it is pipeline leakage, 

threats or both.  Also, other factors such as geographical position of pipeline, 

mode of installation and monetary budget for the project need to be considered.  

 

To make adequate choice of monitoring technique for any section of pipeline, 

operators should compare the strengths and weaknesses of various techniques. 

A comparison of some pipeline monitoring techniques is carried out in the table 

2-1 using Strength, Weakness, Opportunity, and Threat (SWOT) analysis. This 

enabled the researcher to determine which monitoring techniques to integrate 

while designing a robust pipeline monitoring system as presented in chapter ten. 
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Table 2-1: SWOT Analysis of Pipeline Monitoring Techniques 

 

2.8 Sensors used for Pipeline Leakage and threat Detection 

A sensor is a device that receives a stimulus and responds with an electrical 

signal output.  A stimulus on the other hand is the quantity, property, or condition 

that is received and converted into an electrical signal. Sensors convert energy 

from one form to another. There are two similar but confusing terms that need to 

be clarified when dealing with sensors.  These are transducers and actuators.  

Transducers convert one type of energy into another whereas sensors convert 

any type of energy specifically to electrical energy.  Actuators on the other hand 

convert electrical energy to other types of energy. 
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 2.8.1  Sensor classification 

There are various classifications of sensors as seen in various literature. 

According to (Fraden 2010a), sensors could be classified using different criteria 

depending on the purpose of classification.  Fraden offered several ways of 

classifying sensors as seen below however, only passive and active sensors are 

discussed in detail. 

1. Types of sensors:  Two main types of sensors are direct and complex 

sensors. A direct sensor converts a stimulus into an electrical signal or 

modifies an electrical signal by using an appropriate physical effect.  

Complex sensors in addition to this conversion need one or more 

transducers of energy before a direct sensor could be applied to generate 

an electrical energy. In other words, complex sensors comprise of 

transducers and direct sensor. 

2. Kinds of sensors:  All sensors could be classified into Passive and Active 

sensors. Passive sensors measure naturally occurring radiation reflected 

or emitted by the target objects. Active sensors emit radiation and 

measure the fraction reflected back by the target objects (Gomez & Green 

2014). Examples of passive sensors are thermocouple, photodiode, 

piezoelectric sensor and Cameras while examples of active sensors are 

Light Detection and Ranging (LIDAR), Radio Detection and Ranging 

(RADAR) as well as thermistor. 

3. Reference:  Sensors could be classified into absolute and relative 

depending on the reference selected. Absolute sensors detect stimuli in 

reference to an absolute physical scale that is independent of the 

measurement conditions, whereas a relative sensor produces a signal 

that relates to some special case.  Examples of absolute and relative 
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sensors are pressure sensors.  An absolute pressure sensor produces 

signal in reference to vacuum – an absolute zero on a pressure scale. A 

relative pressure sensor however, produces signal with respect to a 

selected baseline that is not zero pressure, for example, the atmospheric 

pressure. 

4. Classifying sensors by the means of detection used in sensors, we have: 

Acoustic sensor; Biological sensors; Chemical sensors; Electric sensors, 

magnetic or electromagnetic wave sensors; Heat/ temperature sensors; 

Mechanical displacement or wave sensors; Piezoelectric sensors; 

Radioactivity / radiation sensors; Ultrasonic sensor. 

 

2.8.1.1  Passive Sensors 

Passive sensors do not need any additional energy or electrical energy from the 

circuit board; rather they generate electric signals in response to an external 

stimulus. In other words, the input stimulus is converted by the sensor into the 

output signal.  Passive optical sensors such as cameras measure radiation in the 

visible (0.4-0.7 µm) and infrared (0.7-14 µm) part of the electromagnetic 

spectrum. While cameras are examples of passive sensors that rely on the sun 

as their illuminous source, microwave radiometer is an example of a passive 

sensor that does not rely on solar radiation as an illuminous source.  

 

The operation of optical sensors just like human eye relies on the principle of 

measuring the differential amounts of light reflected by different objects, normally 

gathered using specific spectral windows (e.g. blue, green, red). Optical sensors 

could be panchromatic (a single wide band), multispectral (typically 3 to 10 

spectral bands) or hyperspectral (typically more than 10 and up to hundreds of 
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narrower spectral bands) depending on the number of bands. Most optical 

sensors used for pipeline leakage or threat detection are fitted or used on 

helicopters or UAVs (Drones).   

 

Opportunities provided by optical sensors are constrained by various issues 

concerning the digital frame cameras that can be deployed on lightweight UAVs. 

These include but are not limited to the camera weight relative to the available 

UAV payload; the very small format of the camera images; the numerous non-

metric characteristics of many of the lower-cost cameras; the lenses and 

resolution; photographic intervals; the need for very short exposure times to help 

combat the effects of platform instability (i.e. due to speed, roll, pitch and yaw) ; 

the requirements for high framing rates arising from the speed of the UAV 

platform over the ground from a very low altitude; and the very large longitudinal 

and lateral overlaps (i.e. percentage endlap and sidelap) that need to be 

employed for mapping purposes (Gomez & Green 2014). 

 

Multispectral Sensors 

Multispectral Sensors produce multispectral imagery by reflecting energy within 

several specific bands of the electromagnetic spectrum. They often have about 3 

to 10 different band measurements in each pixel of the images they produce. 

These sensors typically work in visible bands including visible green, visible red, 

and near infrared. Multispectral imaging of vegetation is used in the identification 

of plant stress, disease, and nutrient or water status. Pests or chemicals that 

stress plants such as (e.g. oil spill) also leave their spectral mark on a plant, and 
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may be easily identified from the air with multispectral (MS) cameras on-board 

UAVs. 

 

Near infrared (NIR) Sensors 

Near infrared (NIR) Sensors detect radiations in the range 0.7-14 µm. There is a 

clear distinctive spectral signature of healthy vegetation in the transition between 

the visible and NIR wavelengths, with absorption of the visible part for 

photosynthetic activities and high reflection in the NIR. Repetitive multi-temporal 

measurements of the visible and NIR wavelengths of a vegetated area can 

provide an indication of the health of plants. In the context of oil and gas 

pipelines this can be very useful to highlight areas affected by the toxicity of oil 

and gas spills and leaks. 

 

Shortwave Infrared (SWIR) Sensors 

These detect radiations in the shortwave infrared (SWIR) range (typically from 

0.9 to 1.7 µm) which is not visible to the human eye but can be sensed by 

dedicated indium gallium arsenide (InGaAs) sensors. As reflective light, SWIR 

radiations bounces off objects and the imagery recorded contains shadows and 

contrast images. Such images are comparable to visible images in their 

resolution and detail, making objects easily recognisable (as opposed to thermal 

imagery). The main advantage of SWIR imaging is its low power consumption, 

since it uses a thermoelectric cooler or no cooler if the dark current is low 

enough, while still providing good-enough imagery in low-light conditions. 
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Hyperspectral Sensors 

Hyperspectral sensors detect radiations over a wide variety of bandwidths in the 

light spectrum to provide a rich data set and detect objects of interest not visible 

to single-bandwidth imaging sensors. With a larger number of fine spectral 

bandwidths, the identification of specific conditions and characteristics are 

greater. Sensors with hundreds of bands (e.g. 255) are increasingly being used 

for vegetation species identification and geological characterization, as well as 

many other applications (Gomez & Green 2014). 

 

Thermal Sensors 

Thermal sensors easily detect oil and gas leaks via thermal infrared (TIR) 

imagery because of the temperature differences between the fluid and the soil. 

Thermal conductivity of soils is affected by the water content, and conductivity 

also changes when liquid oil permeates the soil. Gas escapes show as cold, 

whilst an oil leak creates a warm area. Thus, hydrocarbon leakages from 

pipelines are detected using thermal image surveys based on differential thermal 

imaging. Images of the same area captured on different days are compared 

using advanced techniques that enable change in temperature detection. These 

are set against other factors that can make the soil temperature vary and induce 

false temperature changes. Theoretically, a leak from a pipeline can be detected 

as a direct consequence of the increase in the heat capacity of the soil resulting 

from oil mixture, relative to that of the soil alone. Regular imaging data 

availability increases the sensitivity of the data via the use of averaging 

techniques, to enable the detection of small differences in heat capacity of the 

soil on a day-to-day basis (Gomez & Green 2014). 



55 
 

2.8.1.2  Active Sensors 

Active sensors however, require external power for their operation, which is 

called an excitation signal.  It is this signal that is modified by the sensor to 

produce the output signal. They emit radiation and measure the fraction reflected 

by the target objects as well as the difference in time between emission and 

reception. Active sensors are less versatile for use on UAVs when compared 

with passive sensors because they require power supplied by a source that 

inevitably adds weight to the aerial system. 

 

RADAR 

Radar systems such as Synthetic Aperture Radar (SAR) use relative motion 

between an antenna and its target object, to provide distinctive coherent-signal 

variations. SAR emits radio waves at wavelengths of 0.002-1 m repeatedly 

towards a target object. The echo waveforms received successively at different 

antenna positions are coherently detected, stored and then post- processed 

together to resolve elements in an image of the target region. Applications of 

SAR include such activities as oil spills, monitoring crop characteristics, forest 

biomass and ice flows. SAR imagery detects oil spills in the ocean or water 

bodies because the oil changes the backscatter characteristics of the water. 

Radar technology is appealing and convenient for surveillance in difficult 

environments because it works in all-weather including night and day. 

 

LIDAR 

Light Detection and Ranging (LiDAR) surveys are carried out using manned 

aircraft flying at 1500 m or above and this makes them susceptible to 

atmospheric conditions and poor image resolution or small image footprint. The 
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main problem with the use of LiDAR on a UAV has been the size and weight of 

the sensor since UAV imaging systems are often much lighter than an equivalent 

LiDAR system. In commercial developments of LiDAR technology dedicated to 

UAV, important trade-off characteristics to consider include range, flying height, 

power consumption and UAV platforms. Table 4.2 shows various UAV (Drone) 

platforms, their classification and capabilities as adapted from (UVS-Int’l 2016) to 

include possible sensors that could be installed on the platforms for oil and gas 

pipeline leakage and threat detections. 

Table 2-2: UAV (Drone) Platforms, Classification, Capabilities and Possible 
Sensors 

Name 
Acron
ym        

Mass   
(kg) 

Range 
(km) 

Altitud
e (m) 

Enduranc
e        (hr) 

                         Possible Sensors 
S

1 S2 S3 S4 S5 S6 S7 S8 S9 

Micro MAV < 5 < 10 250 1 
  

√ √ √ √ √ √ √ 

Mini Mini < 20-150* < 10 150 * < 2 
  

√ √ √ √ √ √ √ 

Close Range CR 25-150 10--30 3000 02--04 √ √ √ √ √ √ √ √ √ 

Short Range SR 50-250 30-70 3000 03--06 √ √ √ √ √ √ √ √ √ 
Medium 
Range MR 150-500 70-200 5000 06--10 √ √ √ √ √ √ √ √ √ 
MR 
Endurance MRE 500-1500 > 500 8000 10--18 √ √ √ √ √ √ √ √ √ 
Low Alt. 
Deep 
Penetration LADP 250-2500 >250 

50-
9000 0.5-1 √ √ √ √ √ √ √ √ √ 

Low Alt. 
Long 
Endurance LALE 15-25 >500 3000 >24 √ √ √ √ √ √ √ √ √ 
Medium Alt. 
Long 
Endurance MALE 1000-1500 >500 5--8000 24-48 √ √ √ √ √ √ √ √ √ 
High Alt. 
Long 
Endurance HALE 2500-5000 >2000 20000 24-48 √ √ √ √ √ √ √ √ √ 

Stratospheric Strato >2500 >2000 >20000 >48 √ √ √ √ √ √ √ √ √ 
Exo-
stratospheric EXO TBD TBD >30500 TBD √ √ √ √ √ √ √ √ √ 

 

Table 2-2 Legend 

Symbol S1 S2 S3 S4 S5 S6 S7 S8 S9 

Sensor 
Type LIDAR RADAR Video Thermal Visible 

Near 
Infrared 
(NIR) 

Short 
Wave 

Infrared 
(SWIR) 

Multi-
spectral 

Hyper-
spectral 

Weight 
Range 

400g - 
3.6kg 

1.5kg - 
2kg 

100g 
- 

200g  
30g - 
160g 

50g - 
180g 

7g -
150g 

27g - 
400g 

90g - 
2kg 

130g - 
1.1kg 
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2.8.2  Other Special Sensors of Interest 

Motion Sensor: Motion sensors are devices (sensors) that detect (movement 

of) moving objects in most cases human beings.  Motion sensors are mostly 

applied in Intrusion Detection Systems (IDS).  An IDS is a system that monitors 

the events taking place in a system, and decides whether these events are 

symptoms of an attack or constitute a legitimate use of the system. Motion can 

generally be detected by six main technologies (effects or phenomena).  These 

include: Infrared (Passive and active sensors); Optics (video and camera 

systems); Radio Frequency Energy (radar, microwave and tomographic motion 

detection); Sound (microphones and acoustic sensors); Vibration (triboelectric, 

seismic, and inertia-switch sensors); Magnetism (magnetic sensors and 

magnetometers). 

 

However, there are four different sensors technologies often used as motion 

sensors.  These include: passive infrared, ultrasonic, microwave and 

tomographic motion sensors.  Recently, in 1990’s Micro power Impulse Radar 

(MIR) was developed for use as motion sensors and offers a lot of advantages 

(Dutta & Arora 2004).  MIR will be discussed later. 

 

Passive Infrared (PIR): Passive infrared sensors detect a human's body heat as 

it changes against the background of the environment.  The sensor settles to the 

environment and detects changes in heat which are usually caused by the 

introduction of a human’s, or animals’ body. No energy is emitted from the 

sensor, thus the name "passive infrared" (PIR). This technology requires a line of 

sight to operate. 
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Ultrasonic: Sends out pulses of ultrasonic waves (acoustic sound waves above 

the frequency that a human can hear) and measures the reflection off a moving 

object. For objects in motion, the frequency of the reflected wave to change and 

become different from the initial frequency (Doppler Effect).  Although they are 

low cost, they require line of sight like PIR. 

 

Microwave: A microwave sensor sends out electromagnetic waves or pulses 

and measures the changes in frequency (Doppler) due to reflection off a moving 

object.  Since electromagnetic wave penetrates many materials, it does not 

require line of sight for its operation and is less susceptible to noise from the 

environment. They are however, susceptible to interference from other electronic 

devices operating at or near the same frequency.  They consume large amount 

of power and are not ideal for battery powered devices. 

 

Tomographic motion detector: Tomographic motion detection systems sense 

disturbances to radio waves as they pass from node to node of a mesh network. 

They can detect things over enclosed areas because they can sense through 

walls and obstructions. Like microwave sensors, they have high power 

consumption feature. 

 

Micro power impulse radar (MIR): MIR is a promising technology that was 

developed in the mid-1990s at Lawrence Livermore National Labs.  Conventional 

radar sends out short bursts of single-frequency (narrow-band) electromagnetic 

energy in the microwave frequency range. Other radars use multiple frequencies 

(wide-band) to obtain more information about a scene. An impulse, or ultra-wide-
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band (UWB), radar like MIR sends individual pulses that contain energy over a 

very wide range of frequencies. Moreover, the shorter the pulse gets, the wider 

the range, thereby giving more information about the object reflecting the signal 

(We 1996).  MIR signal needs very little power to be generated since the pulse is 

very short. MIR motion sensors can be adjusted for sensitivity and range so that 

a pet, for example, would not trigger an alarm and could roam freely anywhere 

below a ceiling-mounted MIR sensor. 

 

MIR as Ultra-Wide Band (UWB) Radar 

Ultra-Wide Band (UWB) is an emerging technology that has the potential of 

changing the entire wireless security world.  As observed by Sachs (Sachs 

2013), the use of UWB radar signal appears to be the most promising future 

approach to building radar systems with new and better capabilities and direct 

applications to civil and environmental monitoring. Before the emergence of 

ultra-wideband (UWB) radios, widely used wireless communications were based 

on sinusoidal carriers, and impulse technologies were employed only in specific 

applications (e.g. radar) (Wang, Liu et al. 2013).  With the endorsement of UWB 

technology in 2002 (February 14, in the range of 3.1 – 10.6 GHZ) by the Federal 

Communication Commission (FCC), a lot of research interest has been 

generated in this area. UWB technology employ time domain signal.   

 

Other radar systems such as Continuous Wave (CW) and Frequency Modulated 

Continuous Wave use Frequency-domain signals.  Both radar systems that use 

frequency- or time-domain signals can be designed or redesigned to utilize Field 

Programmable Gate Array (FPGA) for signal processing. Contemporary Radar 
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system design rely heavily more than ever before on FPGA technology to 

achieve high data and multi-processing ability. FPGA technologies are widely 

used in human sensing radar. Due to its many benefits over traditional radar 

technology, Ultra-Wide Band (UWB) radar are being adopted in systems like 

proximity detectors, motion sensors, range finders, electronic dipsticks, graphics 

tablets, stud finders, and trip wires. 

 

A comparison with other wireless technologies show that while radio, television, 

IEEE 802.11a wireless local area network (WLAN), and 2 G cellular devices 

transmit power at 50 kW, 100 kW, 1 W, and 500 mW respectively, UWB transmit 

at 0.5 mW. Thus, this has a very low power consumption and therefore suitable 

for use in battery powered devices. 

 

2.9  Review of Wireless Sensor Networks (WSN) and applications 

WSN is a very cost effective and reliable solution for pipelines surveillance. In 

the SWOT analysis presented in section 2.7.7 (Table 2-1) WSN is seen to offer 

numerous strengths and opportunities over other monitoring techniques. It is 

easily integrated with other technologies and considered more secure than wired 

technologies such as Fibre Optics. In the deployment of Wireless Sensors, 

various topologies are used for the networks or communication between various 

sensor motes. The common WSN topologies include Tree, Bus, Star, and Mesh 

topologies.  

 

Due to the linear nature of pipelines however, these topologies are not adequate 

for pipeline monitoring. Consequently, Jawhar et al. (2007) presented a linear 

topology known as Dynamic Range Configuration Model for effective pipeline 
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monitoring using WSN. This model will be discussed in detail in chapter seven 

when the system design is presented. Besides pipeline surveillance, other 

applications of WSN in the oil and gas sector include leakage detection, Tank 

Level Monitoring, Equipment Condition Based Monitoring (CBM), Pipeline 

Pressure Relief Value Monitoring (PRV), Refineries Pressure Relief Value 

Monitoring (PRV) and Wellhead Automation and Monitoring. Although most 

pipeline surveillance systems have focused on leak detection (AL-Kadi et al. 

2013; Colombo et al. 2009), few pipeline surveillance systems have tried to 

address threat detection in pipelines. 

 

Sun & Wen (2009) investigated pipeline threat detection and security by 

developing a pre-warning system for pipeline security using multi-seismic 

sensors. Liang et al. (2012) studied risk assessment of pipelines based on 

malicious and accidental threats. The authors used fault tree to determine the 

risk assessment index and thereafter used Self Organizing Maps (SOM) to 

classify sections of pipelines into various risk levels. Jawhar et al. (2007) 

presented an ideal WSN architectural model for pipelines while Seema & 

Reisslein (2011) developed Node architectures for Wireless Video Sensor 

Networks Platforms (WVSNP). The authors discussed hardware/software 

requirements for WVSNP. 

 

Wireless sensor networks have wide range of applications in the present-day 

technology. WSN used for intelligent transportation will differ from that used for 

telemedicine in various ways. Effective WSN for pipeline surveillance should 

detect leakages and threats to pipelines and localize such events with certain 
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degree of accuracy. Three key design features to consider while designing 

effective WSN for pipeline surveillance, include adequate wireless mote, 

deployment topology and data mining technique. Oil and gas pipelines by nature 

traverse large geographical areas.  As such, wireless motes used for pipeline 

surveillance should employ power optimization strategies to conserve energy 

while being able to transmit over a considerable distance. In WSN design, 

factors considered depend on the specific task at hand even though a lot of 

factors are generic for various tasks. 

 

2.9.1  Wireless Sensor Motes 

Though many WSN motes have been used for gathering pipeline information 

such as temperature, flow rate, and pressure, there is a need for WMSN mote 

that could capture videos around pipelines. With such videos, pipeline threats 

could be identified. There are quite a good number of WMSN motes available 

which although are not designed particularly for pipeline surveillance could be 

used for such tasks. Eze et al. (2015) listed existing WMSN motes that could be 

used for oil and gas pipeline surveillance while  Eze et al. (2016) presented a 

WMSN sensor mote design that integrated two wireless technologies ZigBee 

and Wi-Fi.  

 

The ZigBee is used for transmitting data and non-resource intensive signals 

while Wi-Fi is used for transmitting resource intensive signals such as video 

clips. Waspmote is a WMSN mote that was not listed in the table but possesses 

outstanding qualities ideal for oil and gas pipeline monitoring. In WSN, WSN 

motes collect physical data such as temperature, sound or seismic signals as 
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well as video and hierarchically transmit the signal to the gateway for onward 

transmission to the web or internet and in some cases, the base station. 

   

2.9.2  Gateway 

This is the Wireless Sensor mote that collates data or signals and forwards them 

to the base station or web for onward transmission to the base station. It is an 

effective conduit for sensor data. It is always a good practice to position gateway 

motes intermittently after several motes to ensure that signals lost during 

transmission is minimal. Each brand of wireless sensor offers various ranges of 

gateways depending on the topology needed to set up the WSN. 

 

2.9.3  Review of Wireless Technologies 

In wireless communication, bandwidth is a critical factor for consideration. In the 

recent past, Wi-Fi, ZigBee, Bluetooth and Ultra-Wideband (UWB) have been the 

four major protocols used for wireless communication. Lee et al. (2007) carried 

out a  comparative study of the four wireless technology standards of which an 

excerpt is shown in Table 2-3 (which is found in section 2.9.3.6). While ZigBee is 

the best for WSN due to its low power utilisation, Wi-Fi is the best for mobile 

devices and other computer networks due to better signal rate and improved 

bandwidth transmission. Although Bluetooth, UWB and Wi-Fi have signal rate of 

1Mb, 110Mb and 54Mb respectively, ZigBee has only 250Kb/s, a big limitation to 

the use of ZigBee for Multimedia transmission.  

 

2.9.3.1 Bluetooth over (IEEE 802.15.1) Technology 

Bluetooth is a common wireless communications system built on IEEE 802.15.1 

standard which is used to exchange data over short distances. It employs short 
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wavelength radio transmission in the Industrial, Scientific and Medical (ISM) 

band (2400–2480 MHz). Its main features include low power consumption, fast 

data exchange and wide spread availability. This technology was developed by 

Ericsson engineers in 1994. Later a group of companies started using Bluetooth 

and made a special interest group (SIG) to maintain and enhance this 

technology.  

 

Two topologies used in the Bluetooth are Piconet and Scatternet. A Piconet is 

formed by a Wireless Personal Area Network (WPAN) in which a mobile device 

acts as a master while another mobile device acts as slave. Scatternets consist 

of two or more Piconets. Bluetooth can be used for communications among 

smart home appliances, Energy Management Systems (EMS) and the smart 

meter (Mahmood et al. 2015). It has maximum data rate of 1 Mbps, nominal 

range of 10 m, 79 RF channels, 1 MHz channel bandwidth and max of 8 nodes. 

Bluetooth has three classes i.e., Class 1, Class 2 and Class 3 each having a 

different range. 

 

Bluetooth v4 is the most recent version. It introduced Bluetooth Low Energy 

(BLE) technology that enables new low-cost Bluetooth Smart devices to operate 

for months or years on tiny, coin-cell batteries. BLE operates in the same 2.45 

GHz ISM band as classic Bluetooth.  However, instead of Bluetooth’s 1-MHz 

wide 79 channels, BLE has 2-MHz wide 40 channels. Compared to classic 

Bluetooth, BLE provides considerably reduced power consumption and lower 

cost, with enhanced communication range. BLE allows 1 Mbps data rates with 

200 m range and has two implementation alternatives; single-mode and dual-
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mode. Single-mode BLE devices support only new BLE connections, whereas 

dual-mode devices support both classic Bluetooth and new BLE connections 

while providing backward-compatibility. 

 

Bluetooth has very short range which is a problem in the use of this technology 

for such applications as pipeline surveillance and some smart Home Area 

Networks (HANs), since long distances may be involved. Besides, it supports 

limited number of nodes which is another serious constraint. It is operated at low 

power which means the strong noise can cause signals to be lost or damaged.  

Other shortcomings of Bluetooth include interference issues with other wireless 

technologies such as Wi-Fi and ZigBee that operate with same system 

frequency of 2.4GHz as well as some inherent security issues. 

 

2.9.3.2 Ultra-Wideband (UWB) over (IEEE 802.15.3) Technology 

Ultra-Wideband (UWB) is a rapidly growing technology which is built on IEEE 

802.15.3 standard and makes use of wide frequency band to transmit signals at 

low energy level. It aims to achieve high performance, low complexity, and low 

power consumption. It has promising applications in short-range high-data-rate 

transmission, radar imaging and cancer sensing to mention a few.  The two 

modes supported by this technology include Impulse Radio UWB (IR-UWB) and 

wideband Frequency Modulation UWB (FM-UWB) technologies. Its main 

disadvantage that makes it unsuitable for monitoring pipelines is its short range 

of transmission.  The advantages of UWB include its spectral efficiency, ability to 

transmit high data rates with low power, high precision ranging and location 

capability, as well as ability to cope with multipath environments.  
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2.9.3.3 ZigBee over 802.15.4 Technology 

ZigBee is a wireless mesh network, built on the IEEE standard 802.15.4. It is an 

efficient and cost-effective solution. However, it offers low data rate for Personal 

Area Networks (PANs). Its application ranges from device control, reliable 

messaging, home and building automation, consumer electronics, remote 

monitoring to health care. It is a low power network provided all devices are 

interconnected by IEEE 802.15.4 links with Direct Sequence Spread Spectrum 

(DSSS). Estimated data rates are 250 kbps per channel in the unlicensed 2.4 

GHz band, 40 kbps per channel in the 915 MHz band and 20 kbps per channel 

in the 868 MHz band (Mahmood et al. 2015). ZigBee supports 10–75 m point to 

point, typically 30 m indoor and unlimited distance with mesh networking.  

 

In a mesh network each node can be reached by multiple links and connections 

are dynamically updated and optimized. Mesh networks are de-centralized, and 

each node can manage itself in the changing conditions and can dynamically 

self-route and connect with new nodes as needed. Thus, it offers scalability, 

greater stability and tolerance against node/link failures. This along with low 

power utilization and low deployment cost makes ZigBee very attractive for wide 

range of applications. ZigBee Alliance, an association of companies offering 

wireless solutions, offers many standards to suit different set of requirements. 

 

Existing standards include ZigBee Building Automation, ZigBee Remote Control, 

ZigBee Smart Energy, Smart Energy Profile 2, ZigBee Health care, ZigBee 

Home Automation, ZigBee Input Device, ZigBee Light Link, ZigBee Telecom 

Services and ZigBee Network Devices. Smart Energy Profile 2 (SEP2) offers IP 

functionality which enables large scale multi-vendor deployment of smart meters, 
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sensors, smart appliances and energy displays etc. This also allows 

communication with IPv6 based nodes using other network architectures like Wi-

Fi, Ethernet etc. offering ever greater interoperability and compatibility. 

 

2.9.3.4 WLAN and Wi-Fi Technology 

Wireless Local Area Network (WLAN), is based on IEEE 802.11 technology and 

employs the spread spectrum technology which enables users to occupy the 

same frequency bands while causing minimal interference to each other. 

Networks based on 802.11 are most popular for LAN usage with maximum data 

rates of 150 Mbps and maximum coverage distances of 250 m. WLAN also 

known as Wireless Ethernet can provide robust communications with low latency 

and capable of point-to-point as well as point-to-multipoint transmissions. Wi-Fi 

(802.11b), operating on 2.4 GHz with DSSS modulation, gives maximum data-

rates of 11 Mbps with a latency of 3.2–17 ms.  Wi-FI (802.11n) which uses 

Multiple Input–Multiple Output (MIMO) scheme provides data rates of up to 600 

Mbps. Security issues for WLANs are addressed in IEEE 802.11i (WPA-2) which 

uses the Advanced Encryption Standard (Mahmood et al. 2015).  

 

Wi-Fi technologies include 802.11n (300 Mbps), 802.11b (11 Mbps), 802.11g (54 

Mbps) and 802.11a (54 Mbps). Its main advantage is wide support of devices; 

almost every new electronic device, be it a computer, laptop, game console, 

mobile phones or a peripheral device comes with Wi-Fi technology.  There are 

standard Channel assignments for Wi-Fi which is not consistent across the 

globe. For instance, the number of assigned channels is 11 in the USA, 13 in 

Europe and 14 in Japan. Only a limited number of channels may be used without 

any overlap which means a limited number of devices can be connected in a Wi-
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Fi Wireless Local Area Network (Riggio et al. 2011). This interference and other 

security issues are the big challenges in using Wi-Fi technology. Nevertheless, 

advantage of Wi-Fi include high data rate, IP support, wide spread availability 

and scalability (Li et al. 2011). 

 

2.9.3.5 EnOcean Technology 

EnOcean is an emerging WSN technology built on IEEE 802.15.4 standard and 

promoted by EnOcean Alliance. The EnOcean wireless standard is optimized for 

solutions with ultra-low power consumption and energy harvesting. The battery 

free EnOcean technology brings together wireless sensing and energy 

harvesting to enable energy harvester-powered WSNs. The aim of EnOcean’s 

energy harvesting wireless sensor technology is to draw energy from the 

surroundings, for instance, from motion, pressure, light or differences in 

temperature and convert that into energy that can be used electrically.  

 

Thus, this technology proves very promising for oil and gas pipeline monitoring 

where motion (oil and gas flow), pressure and temperature difference could be 

readily harvested for powering wireless sensors.  Certainly, combining 

miniaturized energy harvesters and highly efficient wireless technology would 

enable WSN design that is supplied via energy harvesting. Presently EnOcean 

provides wireless sensor solutions for buildings and industrial automation. It uses 

868 MHz and 315 MHz and supports transmission range of up to 30 m indoor 

and 300 m outdoor (Rawat et al. 2014).  
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2.9.3.6 Z-Wave Technology 

Z-Wave is a low powered RF-based wireless communications technology 

designed specifically for remote control applications in residential and light 

commercial environments. It is currently supported by Z-Wave Alliance. Z-

Wave’s main advantage with respect to IEEE 802.15.4 based technologies is 

that it operates in sub-1 GHz band (around 900 MHz); unaffected to interference 

from Wi-Fi and other wireless technologies (Bluetooth, ZigBee, etc.) in the 

crowded 2.4 GHz range. The 868 MHz band used by Z-Wave in Europe is 

limited by European regulations to operate at or under 1% duty cycle, that can 

be sufficient for most of the control applications. Z-Wave technology supports 

mesh networking, data rates in the range of 9.6 kbps to 200 kbps for the 400 

series (Gomez & Paradells 2010) and maximum outdoor range of 100 m. Z-

Wave’s efficient power management, non-interference feature, intelligent, 

scalable and mesh network topology are some of its advantages over other 

wireless technologies. 

 

Table 2-3: Comparison of Wireless Technology Standards 

   Wireless Standards 

Attributes Bluetooth UWB    Wi-Fi ZigBee 

IEEE Spec 802.15.1 802.15.3 
   
802.11a/b/g/n 802.15.4 

Max Signal Rate 1Mb/s 110Mb/s   300Mb/s 250Kb/s 

TX Range 10m 10m    100m 10 -100m 

Nominal TX Power 0-10 dBm 
-41.3 
dBm    15-20 dBm -25 - 0 dBm 

Max No. Of Nodes 8 8 2007   > 65000 
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Besides the four wireless technologies mentioned above, the new emerging Low 

Power Wide Area Network (LPWAN) technologies such as Z-Wave, thread and 

Sigfox have been very promising. Moreover, another LPWAN known as Wi-Fi 

Hallow technology will be launched by the Wi-Fi Alliance in 2018 (DeMartino 

2016). 

 

2.9.4 General requirements for WSN 

Power considerations - Power source is a crucial factor to consider while 

designing Wireless Multimedia Sensor Network (WMSN) motes. As these 

devices are wireless, they either need some stored energy in form of battery or 

generate their own power. They could generate energy through solar cells. 

However, due to size requirements, integrating solar cell is presently a 

challenge. Inter-sensor communications require a lot of energy. WMSN motes 

should use less power to enable their batteries last at least a year. As a rule of 

thumb, Seema & Reisslein (2011) recommended that wireless motes should 

utilize less than 500 mW instantaneous power and less than 100 mW power 

during idle times.  

 

To sustain energy for the WMSN, it is recommended that energy harvesting (a 

process by which energy is derived from the environment) should be adopted. 

Although there are many energy harvesting technologies such as thermal, 

magnetic, radio frequency, vibration based, and under-water, solar energy 

harvesting has proved more efficient and more widely used. Also, energy 

optimization approaches should be adopted in WMSN designs. Three energy 

optimization techniques in WSN discussed by Boudhir  et al. (2012) including 

sensing, processing and communication energies. 
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Sensing energy – Most Wireless Sensors sense physical quantities such as 

temperature, humidity, pressure, radiation etc. These sensing activities utilize 

power, so regulating the frequency of activities by these WSNs conserves 

energy.  

 

Processing energy – In a computer system, the three units that utilize most of 

the energy are the processor, display and hard disk units. The processor and 

radio transceiver use most of the energy in WSNs. Dynamic Voltage Scaling, an 

emerging technology for reducing power utilization in hand held devices is good 

for WMSN energy optimization. 

 

Communication energy – Media Access Control (MAC) is a technique used in 

both computer and sensor networks to control and manage data transmission. 

One of the fundamental tasks of MAC is to control data transmission in Networks 

so that two competing nodes do not transmit at the same time. Different MAC 

protocols have been used for optimizing energy utilization in wireless 

environments(Polastre et al. 2004). Sensor – MAC (S-MAC) is a MAC protocol 

designed to reduce energy utilization in WSN (Ye et al. 2002). It reduces energy 

utilization by dividing the node time into periodic sleep and listening time.  

 

Timeout-MAC (T-MAC) has also been proposed (van Dam & Langendoen 2003). 

This improves on S-MAC by reducing the listening time and transmitting the data 

in bursts of packets within the small listening time. Also, IEEE 802.15.4 is the 

standard MAC protocol for low power, low data rate wireless networks. It is the 

standard in most motes at present. It achieves low power utilization via low 
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power transmission, small frame size and energy-efficient Carrier Sense Multiple 

Access with Collision Avoidance (CSMA/CA) algorithms. Another energy 

optimization technique in WSN is the wireless charging system presently being 

developed. Qi standard was developed by Wireless Power Consortium (WPC) 

and is a good solution for WSN energy issues (Consortium 2013). 

 

Partitioning system approach – There is a need to find the right balance in the 

trade-off between processing data at the sensor node and processing at the 

base station. When data is processed at the base station, it saves the sensor 

node a lot of power since the base station has more computational capability and 

no power constraint. On the other hand, transmitting unprocessed data require 

more energy than processed data which is less in size.  

 

Routing protocols – Various routing protocols used in WSN have been 

designed to optimize energy during data transmission. Some hierarchical 

protocols such as Low-Energy Adaptive Clustering Hierarchy (LEACH), 

Threshold-Sensitive Energy Efficient Sensor Network protocol (TEEN) and 

Adaptive Periodic Threshold-sensitive Energy Efficient sensor Network 

(APTEEN) minimize energy utilization during data processing and transmission 

(Boudhir et al. 2012; Manjeshwar & Agrawal 2002).  

 

Communication standards and bandwidth issues – In wireless 

communication, bandwidth is a critical factor for consideration. Lee et al. (2007) 

carried out a comparative study of the four wireless technology standards. Table 

2-3 shows an extract. While ZigBee is the best for WSN due to its low power 
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utilisation, Wi-Fi is the best for mobile devices and other computer networks due 

to better signal rate and improved bandwidth transmission. Although Bluetooth, 

UWB and Wi-Fi have signal rate of 1Mb, 110Mb and 54Mb respectively, ZigBee 

has only 250Kb/s, a big limitation to the use of ZigBee for Multimedia 

transmission. Yet, researchers are optimistic that low cost nature of ZigBee as a 

motivating factor could spur researchers to develop this technology for effective 

video transmission. A comparison of the power utilisation of these wireless 

technology standards is discussed in details in Lee et al. (2007). 

 

Processing speed and memory/storage capacity – Processing speed is a 

major factor in rating the performance of a WMSN mote. Ordinary WSN motes 

deal with data like temperature, light, pressure, humidity etc. while WMSN 

involves voice, images and videos that are usually bulky and take more storage 

space. WSNs need moderate-speed CPUs but bulky data associated with 

WMSN require more processing power for capturing, processing and 

transmission. As more processing speed is required for WMSN motes, more 

storage space is also needed for storage. 

 

Cost – Wireless sensors are low cost in nature due to the availability of cheap 

Complementary metal oxide semiconductors (CMOS). WSN solutions must 

maintain low cost to remain competitive among other solutions. According to 

Seema and Reisslein (2011), the cost of an ideal WSN mote should be much 

less than $50.00 or £33.00 as at 2011. Table 2-4 shows the Comparison of Size, 

Weight and Cost of latest Motes in 2012 (Maurya & Shukla 2013). 
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Table 2-4: Comparison of Size, Weight and Cost of Latest Motes in 2012 

S/No Name of Motes Size in (mm) 
Weight 
(g) Cost per node 

1 MicaZ [8] 58*32*7 18 US$99 

2 TelosB [9] 65*31*6 23 US$99 

3 IRIS [10] 24.23*24.23*7.5 3 US$115 

4 SHIMMER [11] 44.5*20*13 10 US$262 

5 TinyNode [12] 30*40      -- US$180 

6 Sun SPOT [13] 41*23*70 54 US$750 

7 Cricket [14] ~58*32*7     
           
~18 US$225 

8 LOTUS [15] 76*34*7 18 US$300 

 

2.9.5  Analysis and Sensor Selection 

This section presents a host of wireless sensor motes that could be used to 

forward pipeline data from pipeline vicinity to base station for analysis. Table 2-5 

gives the specifications of some potential pipeline data collection sensors. 
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Table 2-5: Analysis and Sensor Selection 

Platform Processor 

Memory 

Camera & Resolution Radio 
Power 

consumption RAM Flash 

Waspmote 
ATmega1281, 14MHz, 2GB 

SD Card 8KB 128KB 640x480 for pictures, 320x240 for video 
GPRS, LoRaWAN, Sigfox, 

868/900 MHz 
Ultra-low power 

(0.7 µA) 

Cyclops 
[106] 

8-bit ATMElATmega128L 
MCU + CPLD 64 KB 512 KB 

Agilent compact CIFCMOS ADCM-
1700128×128 @ 10fps 

Interfaced with Mica2 or 
Micaz IEEE 802.15.4 

110 mW – 0.76 
mW 

Imote2 + 
Cam [102] 
[103] 

32-bit PXA271XScale 
processor (Imote2) 

256 KB 
(Imote2) 

32 MB 
(Imote2) 

IMB400 camera Omni Vision 
OV7649640×480@30 fps 

Integrated CC2420 IEEE 
802.15.4 

322 mW – 1.8 
mW 

FireFly 
Mosaic [107] 

60MHz 32-
bitLPC2106ARM7TDMI MCU 64 KB 128 KB CMUCam3352×288 @ 50 fps 

Interfaced with FireFly mote 
IEEE 802.15.4 

572.3 mW – 0.29 
mW 

eCam [105] OV 528 serial-bridge 
controllerJPEG compression 

only 4 KB (Eco) - 
CoMedia C328–7640 (includes 

OV7640)640×480 @ 30 fps 

Interfaced with Eco wireless 
mote nRF24El radio RF 2.4 

GHz 1Mbps 70 mA at 3.3V 

MeshEye 
[110] 

55 MHz 32-bitARM7TDMI 
based on ATMEL 

AT91SAM7S 64 KB 256 KB 
Agilent ADNS-306030×30Agilent ADCM-

2700640×480 @ 10 fps 
Integrated CC2420 IEEE 

802.15.4 
175.9 mW – 1.78 

mW 

Panoptes 
[100] 

400 MHz 32-bitPXA255 
XScaleCPU (Stargate) 

64 MB 
(Stargate) 

32 MB 
(Stargate) 

Logitech 3000 USB Camera160×120 @ 
30 fps640×480 @ 13 fps 

PCMCIA IEEE 802.11 
wireless card 5.3 W – 58 mW 

Wica [108] 
84 MHz Xetal IISIM 

D+8051ATMEL MCU 

1.79 MB + 
128 KB DP 

RAM 64 KB VGA color camera640×480 @ 30 fps 
Aquis Grain ZigBee IEEE 

802.15.4 600 mW max 

MicrelEye 
[15] 8-bit ATMELFPSLIC (includes 

40kG FPGA) 

36 KB + 1 
MB external 

SRAM - Omnivision OV7640320×240 @ 15 fps 
LMX9820A Bluetooth 230.4 

Kbps 500 mW max 

WiSN [104] 48 MHz 32-bitARM7TDMI 
based on ATMEL 

AT91SAM7S 64 KB 256 KB 
Agilent ADCM-1670352×288 @ 15 

fpsAgilent ADNS-306030×30 @ 100 fps 
Integrated CC2420 IEEE 

802.15.4 
110 mA – 3 mA 

at 3.3V 

CITRIC [95] 
624 MHz 32-bit Intel XScale 

PXA270 CPU 64 MB 16 MB 
Omnivision OV96551280×1024 @ 15 

fps640×480 @ 30 fps 
Interfaced with T mote Sky 

mote IEEE 802.15.4 1 W max 

Fox + Cam 
[14] 

100 MHz LX416 Fox board 16 MB 4 MB 
Labtec Webcam bro QuickCam Zoom 

640×480 
USB Bluetooth IEEE 802.15 

100 m 1.5 W at 5 V 

XYZ + Cam 
[102] 58MHz 32-bit ARM7TDMI 

based on OKIML67Q5002 
(XYZ) 32 KB (XYZ) 

256 KB + 2 
MB on 
board 
(XYZ) 

Omnivision OV7649640×480320×240 @ 
4.1 fps 

Integrated CC2420 IEEE 
802.15.4 (XYZ) 

238.6 mW – 2.2 
mW 
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2.10  Research Gaps in Pipeline Monitoring and Incident Mitigation 

The research gaps from the reviewed literature can be summarised as follows: 

1) The main research gap to be addressed in this research relates to pipeline 

incident management. This is because little has been done so far on developing 

a system that can predict quantitatively some level of risks on a pipeline segment 

to prioritise repair or maintenance activities to forestall pipeline incidents. As 

stated in Chapter 1, Rushton et al. (2009) concluded that “high numerical 

accuracy in quantifying safety risks is not possible because of inherent 

uncertainties in risk assessment in general and major hazards risk assessment 

in particular”. Development of a Quantitative Risk Assessment (QRA) model to 

access the level of risks associated with any pipeline section will no doubt 

enhance the reliability of pipeline risk assessment. Thus, this research seeks to 

develop QRA model for improving pipeline integrity management. 

 

2) Most work reviewed on pipeline monitoring exhibit reactive measures in 

monitoring pipelines. Consequently, the need to develop proactive measures to 

detect and forestall pipeline damages in ample time before they occur is of 

paramount importance.  As noted earlier, many of these monitoring techniques 

use temperature, pressure flow rate, or strain to measure leakages (Laurentys et 

al. 2011) ; (Lopes dos Santos et al. 2011). Also some more advanced 

techniques such as satellite monitoring, Fibre Optics and WSN have been 

presented (Brekke & Solberg 2005); (Yan and Chyan 2010); (Jawhar et al. 

2007). Although Distributed Acoustic Sensing (DAS) as presented by Tanimola 

and Hill (2009) detects threats by means of vibrating seismic signals generated 

in the ground, it could be prone to false alarm since it uses only acoustic signal. 

Critical review of literature on Pipeline Surveillance shows that there is no 
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evidence of any system that could detect threats to pipelines with the ability to 

indicate which type of threat is experienced in good time before incidence. 

Through the prediction of pipeline failure modes, this research would 

demonstrate the ability to proactively detect pipeline threats. 

 

2.11  Critical Analysis on Pipelines as a means of Transportation 

The concept of the use of pipeline for transportation dates back to 5000 years 

ago when the Egyptians used copper pipes to transport water. Although the first 

use of pipeline to transport Hydrocarbons was in 500 BC in china with bamboo 

pipes, modern pipeline originated in the 2nd half of 19th century (KROHNE 2013). 

Since then, pipeline has been transformed into one of the best means of 

transporting crude oil and hydrocarbons in general. 

 

There are many advantages of using pipeline as a means of transportation over 

other means of transportation such as rail, sea, air and road tankers. Among 

these advantages include low cost, safety, resource saving, etc. As mentioned in 

section 2.2, Stock and Lambert (2001)  described pipeline transportation as the 

cheapest mode of transportation. Though, others with different opinions may cite 

one of the disadvantages of pipeline as requiring huge initial capitals for 

installation, it is seen that once installed, stakeholders recover the capitals 

invested over a short period. The return on investment (ROI) is achieved very 

fast and afterwards the stakeholders continue enjoying the benefits of pipelines. 

 

Moreover, pipelines are more durable than other means of transportation. They 

can last for several decades or even a century. The average lifespan of pipeline 

is 33 years and about 45% of American oil pipelines are more than 50 years old. 
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Analysts say that these old pipelines are about 70 times safer than other means 

of transportation such as road tankers and air. Pipelines are therefore safer and 

more secure than other means of transportation. 

 

Nevertheless, pipelines have got some disadvantages as well. Among the 

disadvantages of pipelines include high initial capital for installation and lack of 

mobility. Once installed pipelines cannot be relocated when you want to 

transport products to alternative destination. Though they are considered safer 

on the average than other means of transportation, they can be very catastrophic 

in the event of failure. In general pipeline failure is very rare compared to other 

means of transportation. As seen in section 2.6.1, about 95% of pipeline 

incidents in Nigeria were caused by wilful act of interference by miscreants. This 

raised the number of pipeline incidents which would ordinarily be very low. 

 

Thus, this shows the need for a technological solution to address the external 

interference on pipelines and therefore a need for this research. 

 

2.12  Summary 

This Chapter sets the stage for the work carried out in this thesis by discussing 

major theoretical concepts behind pipeline monitoring and surveillance. In oil and 

gas transportation for refining, exportation or distribution to end users, pipeline 

as a crucial supply chain component needs adequate security policies, programs 

and technologies for uninterrupted supply amidst growing TPI. Nigeria is faced 

with the problem of TPI which sustains illegal local refineries that pollute the 

environment.  This chapter identified illegal refinery and its parent problem, TPI 

as major problems requiring the development of adequate security technologies 



79 
 

to mitigate their effects. Moreover, the Chapter identified pipeline transportation 

as a crucial mode of transportation that has not received adequate attention in 

terms of security. Thus, there is urgent need to adopt adequate security 

programs and technologies to secure these infrastructures. 

 

The five causes of pipeline failure otherwise known as pipeline threats including 

corrosion, external interference or TPI, construction and materials defects, 

natural disaster as well as human and operational error have been discussed in 

this chapter. The chapter discussed wireless technologies in existence to 

understand how to deal with the challenge of data transmission in the developed 

system. Moreover, following a SWOT analysis of pipeline monitoring methods, 

the chapter identified wireless sensor network as a reliable method with many 

advantages over other methods and therefore discussed it in greater details. 

Furthermore, the applications and general requirements of WSN are discussed. 

The chapter has also benchmarked various sensors used on UAVs for pipeline 

threats and leakage detection while presenting various sensor motes capable of 

transmitting data wirelessly to the base station. 
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CHAPTER 3: RISK ASSESSMENT TECHNIQUES FOR 

TPI MITIGATION 
 

3.0  Introduction 

 

Third Party Interference (TPI) on oil and gas pipelines is the bane of many oil 

producing countries and their economy today. Pipeline TPI often results from 

construction work around the pipeline, wilful pipeline vandalism, sabotage or 

terrorist attacks. Among the six causes of pipeline failures as listed in section 

3.2.6, TPI contributes the highest percentage in most developing countries and 

has also been reported in developed countries. The sudden rise in TPI on 

pipelines in recent times means that pipelines are no longer as safe as they were 

decades ago. Various countries have recorded serious fatalities where 

thousands of lives and billions of dollars are lost because of TPI. The risk posed 

by TPI on oil and gas pipelines is enormous and so should be addressed. 

 

Recently, militants and terrorists have targeted oil and gas pipelines as weapons 

of mass destruction owing to their lethality (Hurst 2008). Likewise, other TPI 

activities such as construction works and agricultural works have of late, 

threatened oil and gas pipeline safety. Hence, the needs for risk assessment and 

management have never been more. Beside attacks on oil and gas pipelines by 

third parties, these infrastructures need to be protected from other causes of 

failure to avoid product loss or disciplinary actions from regulatory authorities. 

Other causes of pipeline failure include corrosion (Li et al. (2009); Bedairi et al. 

(2012); Biomorgi et al. (2012); Obanijesu et al. (2013); Xu & Cheng (2014); 

Zhang & Zhou (2014); Hopkins (2014); Peng & Zeng (2015)), natural disaster 
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(Abdoun et al. (2009); Farhidzadeh et al. (2014)), operational errors (Duncan & 

Wang (2014), as well as material and structural defects (Lee et al. (2004); 

Fazzini et al. (2005); Davis et al. (2007); Hval et al. (2014)). 

  

Having a firm understanding of the causes of pipeline failure is very crucial to 

conducting credible pipeline risk assessment. ASME B31.8 standards 

categorised causes of pipeline failure in 9 main categories with 22 sub-

categories Kong (2012). Analysis conducted by National Transportation Safety 

Board (2015) shows that poor knowledge of these causes or inadequate data to 

cover these causes lead to unreliable pipeline risk assessment. The analysis 

further confirmed that pipeline operators as well as inspectors owned up that 

they are not adequately trained to conduct pipeline risk assessment. 

 

Thus, the problem of reliable pipeline risk assessment is a challenge in the 

industry. To address this challenge, this research reviews articles that dwelt on 

pipeline risk assessment in the period 1990 to 2015. It also presents a 

comparison between risk assessment approaches as well as a model for 

Quantitative Risk Assessment (QRA). These resources will enable operators to 

perform credible QRA for pipelines if followed judiciously. The review of risk 

assessment methods and development of QRA model is unique and very 

important in the pipeline industry since regulators are in quest of simple and 

reliable risk model in the industry. 

 

EGIG report, Ireland et al. (2013) shows that there has been a steady drop in 

failure frequency of gas pipelines in the European member states to meet the 
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objectives of the group. The case of low rate of pipeline failure is however 

obtainable mostly in western world such as Europe and America. Other regions 

including African, Middle Eastern, Asian countries as well as Columbia and 

Mexico still record high rate of pipeline failure occasioned by sabotage. Steiner 

(2010) showed that Shell Nigeria represented about 61% of total reported oil spill 

within Shell group in the period 1998 to 2009. Moreover, in the year 2014, with a 

total of 3700 line breaks reported to NNPC there was an increase of pipeline 

vandalism by 4.45% over the previous year in Nigeria (NNPC 2014). Table 3-1 

gives the failure rates of pipeline across various countries as at 2004. 

 

Table 3-1: Pipeline Failure-rate comparison across the world (Healy, et.al 2004) 

Region Product Failure rate,  Year 

  per 1000 km-

years 

 

United States Gas 1.18 1984-92 

United States Oil 0.56-1.33 1984-92 

Europe Gas 1.85 1984-92 

Europe Oil 0.83 1984-92 

Western Europe Oil 0.43 1991-95 

Western Europe Gas 0.48 1971-97 

Canada Oil & Gas 0.35 N/A 

Hungary Oil & Gas 4.03 N/A 

Nigeria Oil 6.4 1976-95 

 

Credible pipeline risk assessment is therefore needed in oil and gas industries to 

avoid or reduce the rate and impact of pipeline failures. With pipeline risk 

assessment, pipeline operators can prioritise and determine which pipeline 

section needs maintenance or replacement before the other. Together with risk 
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management, it enables pipeline operators to outline measures to forestall 

imminent pipeline incidents thereby reducing risk and maximizing profit for 

operators. 

 

In the year 2014, US oil pipeline operators’ net incomes increased by more than 

37% compared to the previous year Smith (2015). Obviously this kind of 

percentage increase in income will not be feasible in countries where the 

pipeline risk occasioned by TPI is high. British Petroleum (2015) maintains that 

though oil has lost market share for the fifteenth consecutive year, oil and gas 

remain the world’s leading fuel, with 32.6% and 23.7% of global energy 

consumption respectively. With the role of oil and gas pipelines in the world 

economy vis-a-vis the growing pipeline risk due to TPI, there is a need for robust 

risk assessment techniques to understand and manage pipeline risks. 

  

3.1  Categorising Risk Assessment Methods 

Risk assessment is an estimation done as a mathematical function of the 

probability and consequence of an accident. Chapman, according to (Bennett et 

al. 1996) defined risk as the exposure to the possibility of economic or financial 

loss or gain, physical damage or injury, or delay because of uncertainty 

associated with pursuing a course of action. The primary aim of risk assessment 

is to identify potential accidents, analyse the causes and evaluate the effects of 

the risk reduction measures, Han & Weng (2011). Muhlbauer also defined risk as 

the probability of an event that causes a loss and the magnitude of that loss. By 

this definition, risk increases as the probability of the event increases as well as 

when the magnitude of loss increases. Moreover, risk ranking is performed with 
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specific Risk models that consist of Probability of Failure (PoF) and 

Consequences of Failure (CoF). Thus, 

 

 

 

Where:   PoF  = Probability of Failure 

     CoF (Sa; Ec; En) = Consequence of Failure (Safety) + Consequence of 

     Failure (Economics) + Consequence of Failure (Environment) 

Having reviewed a lot of literature on risk assessment, we could categorise risk 

assessment methods into three, namely: Qualitative risk assessment (Q), Semi-

quantitative (SQ) and Quantitative Risk Assessment (QRA). Our basis of 

assigning any risk assessment method to any of these three categories depends 

on the nature of the risk assessment results. If the results of the risk assessment 

have some indices or numbers to quantify the level of risk, the method is 

assigned to QRA otherwise, it is Q.  SQ shares some qualities of both QRA and 

Q, so they are intermediate. 

Moreover, risk assessment methods could also be categorised either as simple 

decision support (Matrix) model, the rigorous approach 

(Probabilistic/Mechanistic) model or the hybrid approach (Indexing Model). 

However, our categorisation in this paper is based on the former explained 

categorisation. 

 

3.1.1 Qualitative Risk Assessment (Q)    

Qualitative (Q) methods use descriptions and recommendations to present 

results of risk analysis.  These methods do not use numerical values for risk 

analysis.  Some examples of qualitative risk analysis include Hazard Operability 

Risk = PoF * CoF (Sa; Ec; En) ...................................... (3-1) 
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Study (HAZOP), Structured What-If checklist (SWIFT), Analytic Hierarchy 

Process (AHP), Data Envelopment Analysis (DEA), Failure Mode and Effect 

Analysis (FMEA) as well as Failure Mode and Effect Criticality Analysis 

(FMECA). They tend to be cheaper and easier. 

 

3.1.2 Semi-quantitative Risk Assessment (SQ) 

Semi-quantitative (SQ) methods are not fully quantitative but exhibit some 

features that could be attributed to both categories. These methods tend to 

analyse the frequency and/or consequence of hazards qualitatively and may 

devote little efforts to numerically quantify these hazards. They include Fault 

Tree Analysis (FTA), Event Tree Analysis (ETA) and Bow – Tie method. 

 

3.1.3 Quantitative Risk Assessment (QRA) 

Quantitative method uses numerical measures to estimate the values of 

frequency of occurrence or PoF and CoF. These values when expressed in 

numerical figures are then used to calculate the risks associated with any 

infrastructure or event. They tend to be more accurate than other methods. QRA 

can be divided into four phases namely, qualitative analysis, quantitative 

assessment, risk evaluation and risk control and mitigation (Han & Weng 2010). 

These four phases have been clearly represented in the QRA model developed 

as discussed later in section 8.1 and as seen in Figure 8-1. Thus, QRA always 

maintain a clear distinction between two elements of risk: 

• Frequency or probability of events denoted by PoF. 

• Consequence of events denoted by CoF. 
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A good number of researchers have carried out quantitative risk assessment of 

pipelines without addressing the effects of TPI, a major pipeline risk factor. 

Though some of them seem to meet the requirement specifications of IM rule by 

using QRA approach, they lack the comparative analysis or benchmark to make 

prioritisation easier for understanding TPI.  

 

Based on QRA, Haswell et al. (2009) presented a guide to predict pipeline failure 

frequency, model consequences, apply risk criteria and implement risk mitigation 

on onshore pipelines. The TPI considered in their research was limited to 

construction work. TPI resulting from sabotage was not considered; therefore, 

not all the criteria applicable to risk calculation in their work are suitable for 

holistic TPI risk calculation. It is argued here that TPI due to sabotage is 

independent of factors like pipe geometry, operational parameter, fluid properties 

etc. Ambituuni, et. al  (2015) carried out risk assessment of product pipelines in 

Nigeria. They analysed the probability of failure (PoF) and the consequences of 

failure (CoF) for each pipeline segment.  

 

However, their work neither focused on giving a quantitative evidence of the 

CoF, nor a comparative relative risk of each pipeline to aid prioritisation for 

operators or stakeholders to mitigate TPI. Also the QRA of Natural Gas 

Distribution pipelines in Iran as presented by Amir-heidari et al. (2014) neither 

focused on PoF and CoF assessment nor conducting comparative or relative risk 

among pipeline segments. Aljaroudi et al. (2015) assessed offshore pipeline 

risks using PoF and CoF, however they considered only three of the five causes 

of pipeline failure. These three causes of failure include pipeline mechanical 



87 
 

properties, pipeline operating characteristics and the extent of the corrosion flaw. 

Thus, it is evident in literature that the use of PoF and CoF in the QRA of 

pipelines needs further work. This research addresses this gap by generating a 

risk matrix and cumulative Frequency versus Number of fatality (F-N) curve 

using calculated PoF and CoF from pipeline data. This gives a pictorial 

categorisation of the segments with the aid of risk levels associated with TPI 

mitigation. 

 

3.2  Pipeline Risk Assessment Methods 

There are numerous methods used to access risk in different fields of study. This 

section discusses the most common methods used to access Oil and Gas 

Pipeline risks. 

 

3.2.1 Hazard and Operability (HAZOP) Study method 

Hazard and operability study methodology applies a formal, systematic critical 

examination of the process and the engineering intentions of new or existing 

facilities to assess the malfunctioning potential of individual pieces of equipment, 

and the consequential effects on the facility as a whole (Dunjó et al. 2010). It 

identifies how a process may deviate from its design intent and constitute a 

hazard to the environment or the society. HAZOP is the most commonly-used 

process hazard analysis (PHA) method in the world today and is viewed by 

many practitioners as the most thorough and complete (Baybutt 2015). It follows 

a system’s Process Flow Diagrams (PFDs) and Piping and Instrumentation 

Diagrams (P&IDs), breaking the system into manageable sections with definite 

boundaries called nodes (Dunjó et al. 2010).  
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Thus, it ensures the analysis of each part of the system process.  In the case of 

oil and gas pipeline risk assessment, HAZOP could involve analysing the flow 

rate and the pressure at which oil or gas is pumped and ensuring that this is 

adequate for all the sections of pipeline in terms of Maximum Allowed Operating 

Pressure (MAOP). It could also include analysing the potential of various causes 

of pipeline failure resulting in actual failure and the extent of their consequences 

if they occur. The HAZOP process basically involves four phases including 

definition, preparation, examination and documentation/follow-up phases as 

depicted in Figure 3-1. 

 

Risk assessment is a very wide topic and as such, the definition phase defines 

the scope and objectives with a view to limiting the scope of the task. A team is 

selected, and responsibilities assigned at this phase. The preparation phase 

involves planning, collecting data, brainstorming to agree on recording style and 

timetable. The examination phase involves segmenting the pipelines into 

sections, identifying hazards, causes and consequences. The definition, 

preparation and examination phases of HAZOP are adequate for implementing 

the qualitative phase of QRA as discussed in section 3.3 above. 

 

HAZOP Evaluation 

HAZOP started in the Chemical industries in UK by Imperial Chemical Industries 

(ICI) Ltd  in the 1960s (Nolan 2014). It has seen more applications in the 

chemical industries (Khan and Abbasi 1998), medical systems (Lyons et al. 

2004), road-safety measures (Jagtman et al. 2005) and other engineering fields.  

Its limited application in the oil and gas pipelines field could be due to its 



89 
 

qualitative nature since more quantitative methods are preferred in this field but 

this no doubt calls for further investigations. We categorise HAZOP as a 

qualitative risk assessment method because it is mostly descriptive and does not 

attach any numerical values to identified hazards. Rizvi, (2014) noted that it is 

not necessary to include detailed scoring or algorithms in HAZOP, rather results 

should be documented in a controlled report. 

 

A major weakness associated with this method is its subjective nature. Since the 

team should consider every case as unique, the method therefore lacks 

standardisation. HAZOP is generally a slow process with a team leader always 

appointed to follow a standard list for all systems (Nolan 2014). HAZOP studies 

rely on heuristic approach rather than algorithms. This is a weakness because 

often users are unable to identify scenarios applicable to the case under study 

(Baybutt 2015). It also provides a false sense of security. Users always have 

great confidence in HAZOP and assume to have covered all hazard 

identifications since it is systematic and logical. However, this is not always the 

case as there is no guarantee that all important deviations and hazards have 

been covered. A typical example is in the case of oil and gas pipeline risk 

identification. There can be no guarantee that all pipeline hazards will be 

covered if HAZOP is not used with a checklist of 22 root causes of pipeline 

hazard provided by Pipeline Research Committee International (PRCI) 

(Malamud 2012). 

 

Nevertheless, HAZOP has got many strengths as it uses systematic and logical 

approach and can be used to analyse complex problems involving combination 
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of failures (Nolan 2014). Its success is mainly due to methodological procedure 

of following a system’s PFD and P&ID which ensures the analysis of each piece 

of equipment. Moreover, the fact that a team of experts is always constituted to 

conduct HAZOP ensures that the exercise is holistic with minimal error. Another 

advantage of HAZOP is its multidisciplinary quality that enables it to be used to 

study various fields (Rausand 2005). 

  

A lot of work has been done in an attempt to automate HAZOP process and 

make it less cumbersome. Heino and Jouko, (1988) developed HAZOPEX using 

HAZOP methodology to analyse risks or industrial process deviations to save 

time and improve accuracy based on decision support system. Among the risk 

assessment methods under review, HAZOP is the least used in pipeline risk 

assessment as seen in Table 3-2. In fact, it is best used for hazard identification 

at the qualitative phase of risk assessment. 

Definition

•Define scope and objectives

•Define responsibilities

•Select Team

Preparation

•Plan the study

•Collect data

•Agree style of recording

•Estimate the time

•Arrange a schedule

Examination

•Divide the system into Sections /segments

•Select a section and define process intent

•Identify hazards by using guide words on each element

•Identify consequences and causes

•Identify whether a significant problem exists

•Identify protection, detection, and indicating mechanisms

•Identify possible risk control measures (optional)

•Agree actions

•Repeat for each element and then each section

Documentation and

follow-up

•Record the examination

•Sign off the documentation

•Produce the report of the study

•Follow up, ensure actions implemented

•Re-study system sections if necessary

•Produce final output report

 

Figure 3-1: HAZOP Phase block diagram adapted from (Rizvi 2014) 

 

3.2.2 Fault Tree Analysis (FTA) Method 

Fault tree is a diagram that displays the logical relationship between the basic 

causes of a hazard or failure. It could be developed by identifying the possible 
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causes of hazard, probing these causes to see if they could be developed further 

and subsequently drawing the fault tree diagram. FTA uses the concept of cut 

set, minimal cut set and minimal path set to determine system vulnerabilities. A 

cut set is a set of components that can together cause the system to fail (Ruijters 

and Stoelinga 2015). Figure 3-2 shows an FT diagram for oil and gas pipelines 

failure that has been developed during this research. Note that only significant 

causes of failure have been represented in the fault tree diagram. 

 

Figure 3-2: Fault Tree Diagram for oil and gas pipeline failure 

 

The causes in diamond shapes represent causes that could be developed 

further but have not been developed due to lack of information or the developer 

Figure 3-3: Fault Tree Diagram for external / TPI 
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considers them of less significance. The causes in the oval shape on the other 

hand cannot be developed further. External interference has been developed 

further to give other nine root causes as shown in Figure 3-3. 

 

FTA Evaluation  

FTA was developed by H.A Watson at Bell Laboratories while working on US Air 

Force contract to study the Minuteman Missile launch control system (Lee et al. 

1985a).  It has more applications in the field of oil and gas pipelines than other 

risk assessments methods as seen in table 3.1 above. FTA is categorised as a 

SQ risk assessment method in this research. Although some articles (Khamidi 

and John, 2011; Nolan, 2014) categorised it as QRA, we place it into SQ 

especially in Pipeline risk assessment since it does not have enough numeric 

indices to quantify risk. Several authors including (Det Norske Veritas, 2001 and 

Amir-heidari, et al. 2014) have correctly classified FTA and ETA as SQ 

techniques and are therefore in line with our work. 

 

One of the major weaknesses of FTA is the uncertainties in covering all failure 

modes. In other words, there is high likelihood of oversight and omission. This 

problem can be addressed by automating the FTA process (Liggesmeyer and 

Rothfelder, 1998; Bash, 1975). Other weaknesses include cumbersome nature, 

human error and inaccuracy in investigation of complex man-made systems and 

inefficiency of the tool in case of insufficient data (Danaher 1995). It is more 

difficult, costly and time consuming to apply compared to HAZOP, Failure Mode 

and Effect Analysis (FMEA) and other qualitative methods since it often requires 

training. In terms of quantitative risk evaluation of events, FTA lacks numerical 



93 
 

assessment of events such as failure rate.  Moreover, FTA tends to lay a lot of 

emphasis on the causes and probability of failure often not addressing their 

consequences. 

 

In spite of its weaknesses, FTA is widely applied in carrying out oil and gas 

pipeline risk assessment due to its numerous strengths. Arslan and Er, (2008) 

developed a table of comparison which shows the strengths of FTA over other 

PHAs. Its ability to be applied to various fields is ab initio considered as one of its 

strengths. Its major strength lies in its ability to function when failure - rate data is 

unavailable (Table 3-2). FTA is suitable for analysing compound failure for 

dependent failures unlike other PHAs such as Layer of Protection Analysis 

(LOPA) (Rothschild 2004). There is complementary information from the 

qualitative and quantitative aspects of FTA (Danaher 1995). In terms of 

automation, numerous computer programs and algorithms have been developed 

to automate FTA processes as listed in (Lee et al. 1985b). Khan et al. (2001) 

developed PROFAT to automate the FTA process, to mention a few. 

 

3.2.3 Event Tree Analysis (ETA) Method 

An Event tree diagram shows the possible consequential events that could arise 

from an initial failure or event. ETA is a complementary technique to FTA. 

Different scenarios result from incidents involving puncture, rupture or explosion 

of oil or gas pipelines. The scenarios are classified basically into continuous and 

discrete release. Continuous release gives rise to jet fire or pool fire while 

discrete release gives rise to fireball or pool fire. A continuous release is a loss of 

containment from a system which occurs, or has the potential to occur, for an 

extended period (minutes) prior to plant stoppage or action being taken to 
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depressurise the system. A discrete release is a loss of containment from a 

system with a fixed mass inventory where the hydrocarbon is released over a 

short period (seconds rather than minutes) and where the initial mass released 

has a greater hazard potential than any following continuous release. Note that 

scenarios resulting from explosions are not discussed here as these simulations 

are not yet found in any literature. 

 

A jet fire, also known as a flame jet, occurs when a flammable chemical is rapidly 

released from an opening in a container and immediately catches fire (Amir-

heidari et al. 2014). A fireball on the other hand is assumed to occur if the 

release ignites immediately after the puncture or rupture. In cases of fireball, the 

flow from the pipeline is invariably less than 30 seconds, before ignition occurs 

(Kinsman and Lewis 2002).  

 

Moreover, flash-fire is assumed to occur if the gas does not ignite close to the 

break. This implies that the released jet loses all its momentum at the break and 

then drifts in the wind. As it drifts, it is assumed to mix with air to form cloud. It is 

also assumed that if the cloud reaches a source of ignition, there will be 100% 

casualties within the area bounded by the lower flammable limit contour (Cundy 

2000). The dome fire models the interaction of two jets within a crater where a 

highly turbulent volume of gas is formed by jets emerging in random, time 

varying directions. The approximation to this type of release was assumed to be 

a hemispherical flame centred over the break at ground level. The size of the 

hemisphere is determined by the flow rate, often 30 seconds after the break. 
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Grounded jets are jets emerging from slots at the side of a pipeline and striking 

the edge of a crater. They were referred to as grounded jets because the 

calculations indicated that they would stay close to the ground. The crater jet 

was also a response to Computational Fluid Dynamics (CFD) simulations which 

suggested that a hole at the bottom of a pipeline would result in a jet emerging 

from the whole of the cross section of the crater. This implied a jet with reduced 

velocity that was affected by the wind. Finally, all ignited releases that continue 

for minutes are called Vertical Jet fire. 

 

In Figure 3-4, this research has demonstrated how typical event tree analysis is 

carried out for oil and gas pipelines. The probabilities of the branches are usually 

determined via risk analysis conducted by the user. The values are obtained via 

statistical records of events or pipeline incidents on pipeline sections. In this 

context, imaginary values have been assigned for illustrative purposes. Each 

branch gives rise to sub-branches/child branches whose probabilities must add 

up to 1. The probability of any event is given by the product of the probabilities of 

Figure 3-4: Event Tree Diagram Demonstrated 
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parent branches. For instance, the probability of Fireball/Vertical Jet-fire 

occurring is given by 0.5 * 0.6 * 0.7 which gives a value of 0.21. Moreover, the 

summation of all the event probabilities from the first event, 0.21 through to the 

last, 0.0315 also gives 1. 

 

ETA Evaluation  

ETA was first introduced by UK Atomic Energy Authority (UKAEA) in 1968 

though not with the name ETA. However, it was first developed during the 

WASH-1400 nuclear power plant safety study (circa 1974) (Ericson and II, 2015 

p317; Andrews and Dunnett, 2000). We categorise ETA as a SQ risk 

assessment method just like FTA since it has both qualitative and quantitative 

features. A major limitation of ETA is that it is always difficult to calculate the 

probability of consequences relating to events due to its process complexity 

(Ericson 2015). ETA often does not capture human errors and may be difficult to 

identify all consequences (FAA 2016). 

 

Numerous advantages of ETA abound. ETA is systematic, logical and self-

documenting (Danaher 1995). It enables the assessment of multiple, co-existing 

faults and failures or complex systems. The pictorial representation of events 

enables visual cause and effect relationships to be seen vividly when combined 

with FTA. Moreover, works involving ETA can be computerised or automated 

(Ericson 2015). It is widely used in risk assessment of pipelines as seen in Table 

3-2. 
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3.2.4  Bow – Tie Method 

The bow-tie risk analysis method describes the management of risks using the 

shape of bow-tie. It uses the cause and effect relationship to analyse risks. It 

provides a readily understood visualization of the relationships between the 

causes of business upsets, the escalation of such events, the controls 

preventing the event from occurring and the preparedness measures in place to 

limit the business impact (Lewis and Smith 2010). Lewis and Smith stated that 

the Royal Dutch/Shell Group was the first multi-national company to integrate 

Bow-Tie methodology fully into its business practices and have been credited 

with developing the technique. The authors outlined sequential steps to develop 

a bow-tie diagram as developed and experienced by various companies. These 

steps include (1) Prepare draft bow-tie, (2) review draft bow-tie with key 

personnel, (3) prepare final bow-tie diagram, (4) prepare draft critical tasks 

supporting risk control and (5) review critical tasks with key personnel. 

 

Practically, bow-tie method combines the fault tree and event tree analysis 

methods to analyse the risks, their control and management measures. In this 

research, the fault tree analysis and event tree analysis conducted on oil and 

gas pipelines have been used to demonstrate how bow-tie diagram for oil 

pipeline failure is constructed in Figure 3-5 below. The coloured arrows are used 

to indicate that control measures for external interference and corrosion can be 

used to control puncture and rupture respectively. 
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Figure 3-5: Oil pipeline failure Bow Tie diagram 

 

Bow-Tie Evaluation 

Bow-Tie risk assessment method appears to be mentioned for the first time in 

1979 during an Imperial Chemical Industry training course (Lewis and Hurst 

2005). In this research, this method is categorised as SQ technique since it is 

not fully quantitative but rather possess more qualitative features. The major 

weakness of bow-tie is their inabilities to quantify risks in absolute terms to 

enable people make decision easily and compare events or scenarios. This 

problem could be solved by using risk matrix in conjunction with Bow-Tie 

method. It is not very suitable for modelling complex inter-relationship between 

events and their control. It needs high level of knowledge about the system and 

therefore requires training. Moreover, it is difficult to link quantitative techniques 

(FAA 2016). 
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The main advantage of bow-tie over other risk management methods is that it 

includes risk control measures which ensure that risks are managed rather than 

just analysed. Its structured approach ensures that every aspect of risk is 

considered thereby identifying gaps that could be omitted by other methods. It is 

therefore a tool that captures all the required elements for standard risk 

assessment. In the words of Lewis (2005), if you want to remove the mystique of 

risk management and gain proper insights into your risk controls that are easy to 

understand and easy to communicate, then there is no better method than Bow-

Tie method. It is also widely applied in the risk assessment of pipelines as noted 

in Table 3-2. 

 

3.2.5  Risk Matrix Method 

Risk matrix is a vital tool in the pipeline industry for graphically estimating risks 

relating to oil and gas pipelines. It is a table that has several categories of 

“probability,” “likelihood,” or “frequency” for its rows (or columns) and several 

categories of “severity, ” “impact,” or “consequences” for its columns (or rows, 

respectively) (Anthony Cox 2008). In a case where numerical data are not 

readily available and any of the qualitative method has been used to analyse the 

PoF and the CoF for pipeline sections, risk matrix can be generated. However, in 

some cases it is generated out of PoF and CoF resulting from quantitative risk 

assessment.  

 

Risk matrix is a graphical categorisation of risks associated with pipelines using 

PoF on the Y- axis and CoF on the X- axis or vice versa. In cases where real 

values PoF and CoF have been used to categorise the risk, Risk Index (RI) is 

estimated by summing the Frequency Index (FI) and the Severity Index (SI) (Det 
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Norske Veritas 2001). Since risk is the product of frequency and consequence, 

then an index of (log) risk is obtained by adding the frequency and severity. 

Thus: 

 

  

 

 

Where  RI = Risk Index 

FI = Frequency Index 

SI = Severity Index  

FI and SI are measures of PoF and CoF respectively. Categorisation and 

prioritisation of pipeline sections to meet limited budgets could therefore be done 

using the risk indices according to the level of risks associated with the pipeline 

sections. Depending on the management decision, one could have three levels 

for the categorisation including High, Medium and Low risks. A good risk matrix 

should satisfy the weak consistency axiom and the betweenness axiom (Anthony 

Cox 2008) which can only be achieved if the risk matrix has good resolution. 

Risk matrices with higher number of cells have better resolutions than those with 

less number of cells. Thus, 5x5 matrices have higher resolutions than 3x3 

matrices. Daud and Al-otaibi (2014) presented a 5 X 5 risk matrix which 

analysed pipeline risk levels using the probability of failure vis-à-vis the financial, 

environmental as well as health and safety impacts of incidents. 

 

 

 

𝑅𝐼 = 𝐹𝐼 +   𝑆𝐼………………………………………………. (3 - 2) 
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Risk Matrix Evaluation 

We categorise Risk Matrix as a SQ method since it conducts qualitative analysis 

through frequency (row) and consequence (column) analysis or vice versa. The 

use of numerical values in the cells of the matrix to indicate the level of risk gives 

the method some element of quantitative assessment. In fact, Altenbach, (1995) 

demonstrated that risk matrix can be entirely quantitative. One of the major 

weaknesses of risk matrix is its subjective nature. Since assessment of 

frequency, consequence and resulting risk rating require subjective 

interpretation; different users may arrive at contradicting rating of same risk. It is 

prone to the mistake of assigning wrong rating to frequency or consequences. 

Just like most other methods, it does not assign time frame to risks. 

 

One of the major strengths of risk matrix is that it enables decision makers to 

focus on the highest risk priority. Also, it presents concise risk assessment that 

could be viewed at a glance in one chart. Moreover, its intuitive prioritisation of 

risk is another advantage over other methods. Risk matrix is one of the most 

widely used risk assessment method in the pipeline industry (see Table 3-2). 

 

3.2.6  Multi-Attribute Utility Theory (MAUT) 

Traditional risk assessment models always consider the probability or frequency 

of events and the consequences of these events as it relates to human fatality. 

Although human fatality represents the highest consequence of accidents or 

events, there are nevertheless other consequences that are indispensable when 

calculating risks. These consequences include financial consequences and 

environmental consequences. Financial consequences related to pipeline 
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incidents may range from loss of revenue due to interrupted supply, less profit to 

loss of revenue due to product loss.  

 

One of the challenges of pipeline risk assessment is the problem of using the 

multi-dimensional risk to simultaneously calculate the human, financial and 

environmental consequences of pipeline failure. Another challenge is how 

human consequences could be quantified to enable easy integration with other 

losses. A detailed discussion on the four approached to quantify human 

consequences could be found in (Jonkman et al. 2003). 

 

Utility Function 

The utility function comprising of the three components of consequences 

𝑈 (ℎ, 𝑓, 𝑒)is a multi-attribute function and is assumed to be additive (Brito and de 

Almeida 2009). The multi-attribute utility function 𝑈 (ℎ, 𝑓, 𝑒) is obtained based on 

the one-dimensional (1D) utility functions U (H), U (F) and U (E), as follows: 

 

 

 

 

 

Where  𝑘1 +  𝑘2 +  𝑘3 = 1, representing the scaling constants and  

U (x) represents the uni-dimensional utility function of the attribute. 

 

The utility function could also be applied in determining the overall PoF or 

likelihood of failure for any section of pipeline. Since we have many causes of 

𝑈 (ℎ, 𝑓, 𝑒) =  𝑘1 𝑈(ℎ) +  𝑘2 𝑈(𝑓) +  𝑘3 𝑈(𝑒)…………………….. (3 - 3) 
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pipeline failure, we could get the overall PoF by summing various PoF from 

different causes. Often the causes of pipeline failure include corrosion, TPI, 

equipment, mechanical/weld defects, operational error and natural disaster. The 

multi-attribute utility function U (c, t, e, m, o, n) is obtained in the same way as: 

 

 

 

 

 

Where  𝑘1 +  𝑘2 +  𝑘3  +   𝑘4 +  𝑘5 +  𝑘6 = 1, representing the scaling constants 

and  

U (x) represents the uni-dimensional utility function of the attribute. 

 

MAUT Evaluation 

The first known recorded work on Multi-Criteria Decision Making (MCDM) 

(though not with that name) was carried out by the famous American statesman 

Benjamin Franklin. Franklin’s work on moral algebra was used for formal 

argumentation theory in Artificial Intelligence in 1958 by Stephen Toulmin in his 

article “The Uses of Argument”. However, Vilfredo Pareto is the first researcher 

whose work (Manual of Political Economy in 1906) might formally be classified 

as MCDM (Caballero and Go 2013). Also, Francis Edgeworth (1845–1926) 

contributed to the development of utility theory in his famous book “Mathematical 

Psychics” and this led to Edgeworth–Pareto awards by the MCDM Society from 

1992. Other pioneering works such as (Fishburn, 1967 and Mathematical, 1974) 

are also cited as the foundations of MAUT (Velasquez and Hester 2013). 

𝑈 (𝑐, 𝑡, 𝑒, 𝑚, 𝑜, 𝑛)  = 𝑘1 𝑈(𝑐) +  𝑘2 𝑈(𝑡) +  𝑘3 𝑈(𝑒) + 𝑘4 𝑈(𝑚) +  𝑘5 𝑈(𝑜) +  𝑘6 𝑈(𝑛)…. (3-4) 
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We categorise MAUT for pipelines as a QRA method since it is uses both 

probability and consequences of failures to assign numerical values of risks to 

events. MAUT’s major strength lies in its accuracy since a lot of factors are 

considered. Its result is therefore a representation of the whole system. The 

major weakness of this method is the difficulty in its application or ease of use 

(Table 3-2). This method requires expert training and is very time consuming. 

Also, MAUT would not work when there are some missing data. It could get 

clumsy as a lot of inputs are considered. It has the highest rate of application 

compared to other risk assessment methods as indicated in Table 3-2. 

 

3.2.7 Criteria for good Risk Assessment Method and Industrial 

Requirements 

Indeed, all risk assessment methods have the under-listed features in common: 

(a) They identify potential threats to pipelines 

(b) They evaluate the likelihood and consequences of threats identified 

(c) They permit risk ranking of identified threats 

(d) They lead to identification of mitigation options 

(e) They provide data feedback mechanism for improvement 

However, Malamud (2012) discussed various features of an effective risk 

assessment method as specified by the American Society of Mechanical 

Engineers (ASME B31.8S). Thus, good risk assessment methods should 

possess the under-listed qualities:  
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(i) Encompassing: They must be structured to encompass all the pipeline 

threats or causes of failure as found in the nine categories of pipeline 

threats. 

(ii) Use PoF and CoF as dependent variables: They must consider the 

frequency and consequences or PoF and CoF of every threat. 

(iii) Use of and evaluation of data: They must evaluate data to ensure that 

accurate data are used 

(iv) Feedback: They must provide for feedback and validation loop to 

enable continuous improvement of the process. 

(v) Documentation and thoroughness: They must be thorough, well 

documented and possibly use “what if” structure to capture every 

possibility of threat. 

(vi) Use of weighting factors: There should be some form of weighting 

factors to ensure that contributions from various threats are 

commensurate with the level of risk it poses. 

(vii) Segmentation: They should involve some kinds of segmentation and 

ability to compare and rank results to aid decision making for 

managers. 

(viii) Ease of Use: They should be easy to use with no intensive training. 

(ix) Acceptability: They should be very acceptable in the pipeline industry. 

Thus, QRA methods are always preferred by the regulators and most industry 

experts because they provide numeric parameters to rank results and ease 

decision making for managers. Ideally, good QRA of pipelines should take such 

parameters as pipeline diameter, age, service (content), and land use into 

consideration. Moreover, other factors including material grade, Specified 
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Minimum Yield Strength (SMYS), Maximum Allowable Operating Pressure 

(MAOP), wall thickness, design factor, and depth cover also determine the level 

of risk associated with pipelines and should also be considered (Goodfellow 

2012). 

 

3.3  Comparison of Risk Assessment Methods 

The matrix model which was mentioned in section 3.0 uses risk matrix tool and 

may be as simple as using expert’s opinion or as complicated as using 

quantitative data to rank risks. Risk matrix is often used in pipelines since they 

are easy to understand and straightforward for people who are new to risk 

assessment. The probabilistic model is more rigorous and often uses FTA and 

ETA to model the system. It relies on historical and statistical data to calculate 

the probability of events. Indexing models are most popular in pipeline risk 

assessment. They assign relative weights to every vital condition and activity on 

the pipelines. 

 

FTA and ETA are widely accepted and used for risk analysis as discussed above 

but Bow-Tie method is often preferred to these because as a combination of the 

two methods, it gives clearer picture of every scenario involved. A well-prepared 

Bow-Tie diagram ideally should contain a link between the causes of failure, the 

consequences and the control as well as management plans or measures to 

mitigate envisaged risks. Thus, Bow-Tie method ensures that risks are managed 

rather than just being analysed (Lewis and Hurst 2005). Table 3-2 is a 

comparison of risk approaches. 
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Table 3-2: Comparison of Risk Approaches 

     Risk Approach  
 

HAZOP FTA ETA Bow-Tie 
Risk 
Matrix 

MAUT 
Features 

Category Q SQ SQ SQ SQ QRA 

Qualitative Yes Yes Yes Yes Yes No 

Quantitative No Yes Yes Yes Yes Yes 

Acceptability 
Relatively 
High 

High High V. High V. High V. High 

Ease of Use Very Easy Not Easy Not Easy Not Easy 
Relatively 
Easy 

Not at 
all 
Easy 

Data Required No 
If 
available 

If 
available 

If 
available 

If 
available 

Yes 

Applicability to 

Pipelines Risk 
Low High High High Very High 

Very 
High 

 

Table 3-2 shows the ratings of the risk assessment approaches on how they 

satisfy the criteria for good risk assessment approaches. Good risk assessment 

approaches should be encompassing with the ability to exhaust the nine threat 

categories and the 22 root causes checklist as outlined by the Pipeline Research 

Committee International (PRCI). The risk model developed in this research study 

exhaustively analysed this checklist as discussed in section 8.2.2.  MAUT must 

have data to be implemented while HAZOP does not necessarily require data. 

The rest of the approaches require data but could also be implemented without 

data. Also, MAUT approach is very difficult to implement while HAZOP is very 

easy. Risk matrix is rated as relatively easy while the rest are not easy. 

 

Most qualitative and quantitative risk assessment approaches in Table 3-2 

including HAZOP, FTA, ETA and Bow-Tie methods fail to assess the actual risks 

associated with pipelines and rather focus on identifying causes and effects of 

accidents. Thus, risk matrix and MAUT have some edges over the afore-
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mentioned approaches since they assess the risks and numerically rate them. 

The main advantage of MAUT is its accuracy due to various risk factors 

considered. Risk matrix on the other hand, is easy to use, quantitative in nature, 

highly acceptable and applicable in the pipeline industry. Though risk matrix has 

been classified as SQ in Table 3-2 to indicate that they could be qualitative or 

quantitative, some risk matrices are completely quantitative. The three 

components of CoF including fatality, product loss and environmental damages 

are used to improve the accuracy of the risk matrix. 

 

It is evident that MAUT has the highest applicability rate to pipelines when 

SCOPUS search is conducted with the keyword “Pipeline Risk”. Consequently, 

considering its high accuracy, quantitative nature, acceptability and applicability 

to industry pipeline risk, MAUT is adjudged the risk assessment tool of choice 

although Risk Matrix could favourably compete with it is some cases. For 

instance, when there are missing or insufficient data to conduct pure QRA, Risk 

Matrix is recommended over MAUT. It is evident from Table 3-2 that MAUT and 

Risk Matrix approaches have very high applications in industry risk assessment 

of pipelines. The MAUT choice is validated by the fact that in the online risk 

assessment tools comparison (FAA 2016), it is the only approach among the 

approaches in Table 3-2 with no disadvantage in comparison with other risk 

assessment tools, although Risk Matrix is absent. 
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3.4  Summary 

Various methods of risk assessment are in existence today, however quantitative 

methods are preferred to qualitative since the former give a numerical measure 

of the level of risks thereby simplifying categorisation of risk level. A critical 

review of the literature has shown that MAUT approach has the highest 

applicability rate to pipelines relative to other methods of risk assessment 

because it takes the three components of CoF into consideration to achieve high 

accuracy and more holistic risk assessment. Risk matrix method on the other 

hand is easy, quantitative in nature, highly acceptable and very widely used in 

pipeline risk assessment.  

 

This chapter maintains that risk matrix could capture the three components of 

CoF for pipelines to present more accurate and holistic risk assessment. This is 

demonstrated in chapter nine where risk matrix is used to develop a risk model. 

It should be noted that one can apply MAUT principle basically by capturing the 

three components of CoF without necessarily applying MAUT approach as 

evident in the risk model developed in this research. Such risk matrices will meet 

the standards of any pipeline regulatory body since they are quantitative. Thus, 

MAUT approach is recommended based on its high accuracy, high 

acceptability, high applicability and its holistic risk assessment nature 

although Risk Matrix could compete favourably in such occasions as when there 

are missing data. 

 

Critical review of literature conducted on risk assessment methods for TPI 

reveals that systems which can predict quantitatively pipeline risk levels to 

prioritise repair or maintenance forestalling pipeline incidents are lacking. This is 
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identified as one of the research gaps in section 1.1. Development of a 

Quantitative Risk Assessment (QRA) model to access the level of risks 

associated with pipelines will no doubt enhance the reliability of pipeline 

systems. 
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CHAPTER 4: REQUIREMENTS AND CHALLENGES OF 

PIPELINE MONITORING 
 

4.0 Introduction 

 

Chapter four presented detailed discussion on pipeline monitoring, different 

monitoring techniques and various sensors used for detecting pipeline threats 

and leakages.  This chapter will take the discussion further by discussing the 

necessary things required to provide effective pipeline monitoring. It also 

discusses the challenges of pipeline monitoring that faces IOPMIMS as a system 

and as experienced in the present-day technology. The chapter serves a 

preparatory chapter for the System and User requirement task to be undertaken 

in chapter eight. As a critical factor that execute the decision-making process, 

machine learning tools are discussed in this chapter as well. 

 

4.1 Requirements for Pipeline Monitoring 

Efficient and effective pipeline monitoring is the dream of any pipeline operator 

as this prevents wastage through leakages and forestalls pending pipeline 

incidents. However, such monitoring system is hard to come by as a lot of 

resources are needed to actualise it. To protect the environment and the people 

while forestalling economic loss, the pipeline operators put series of protections 

in place. Among these according to PHMSA (PHMSA 2010) are “customized 

leak detection technology deployment; periodic risk-based assessment and 

defect repair prioritized by environmental and safety consequences; corrosion 

management; pipeline right-of-way surveillance; public awareness activities; 

emergency preparedness and coordinated response, liaison efforts with 
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emergency responders; and a review and incorporation of lessons learned from 

accident analysis and investigations”. 

  

Requirements for effective pipeline monitoring could be system or user 

requirements. As such, the literature review and the survey conducted during the 

research study enabled the researcher to generate a list of system requirements 

as well as user requirements for designing an appropriate pipeline monitoring 

framework. System requirements include Information Communication System 

(ICS), Geographic Information System (GIS), compatibility, reliability, accuracy 

and so on. User requirements on the other hand include real-time operation, 

round-the clock availability, ease of use / user friendly, low cost and so on. The 

critical requirements for effective pipeline monitoring system have been 

discussed below but discussion has been presented in no specific order. 

 

Information Communication System/Flow Computers - A Robust Information 

Communication System is a sine qua non-for pipeline inspection. Computer 

systems are needed, to receive, analyse, store and retrieve pipeline information 

regarding leakages. To detect leakages, these computers process flow pressure, 

volume and temperature difference between two reference points then generate 

alerts if the value is more than certain threshold. 

 

Location Detection/GPS – Event localisation is very important in pipeline 

surveillance. Global Positioning Systems (GPS) are used to identify positions of 

incidents when patrol teams collate pipeline data for analysis. They offer instant 



113 
 

communication for incidents in pipeline system. GPS are also integrated with 

some sensor nodes to enable them give accurate positions of pipeline incidents. 

 

GIS for Pipeline Route Information - Geographic Information System (GIS) 

database or data are needed for pipeline route information preferably in a map or 

table dividing the pipeline routes into sections. With pipeline routes categorised 

into sections, it is possible to assign different levels of risks or threats to different 

pipeline sections.  GIS-based map enables us to tell if data or population 

distribution in a certain geographical region is clustered, dispersed, or randomly 

distributed. Also, it enables response team to trace reported pipeline incidents 

easily. It is a resourceful tool used by National Pipeline Mapping System (NPMS) 

of USA for pipeline management (NPMS 2015). 

 

Round – the – Clock Availability - Thieves and vandals would attack pipelines 

when no one will notice and this   could be day or night. As such, Pipeline 

monitoring systems should be operational both day and night. To achieve such 

availability, power efficiency and reliability are crucial factors to be considered as 

earlier discussed. 

 

Low Cost System - Most pipeline systems cover a wide area and require great 

efforts and resources to monitor.  For instance, USA has about 2.6 million miles 

pipeline transportation system which is capable of going round the earth more 

than 100 times (Observer 2013) while Nigeria has about 5,120 Kilometres of 

pipeline. Therefore, effective monitoring of such area of infrastructure would 

require low cost devices to cover the infrastructure at reasonable cost. 
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Compatibility with other systems - A lot of solutions for pipeline monitoring 

systems are in existence today.  The ability of a system therefore to work with 

other products for pipeline monitoring is considered as an advantage.  This not 

only compliments the other system but also provides needed redundancy.  

Modular design of motes as in the case of CITRIC mote where image processing 

unit is separated from the networking unit promotes  compatibility (Seema & 

Reisslein 2011).  In the same vein, designers could think of designing motes that 

work with standard Wi-Fi cameras such that video signals could be received 

wirelessly and processed before being transmitted to base station. 

 

Others (Sensors) - Sensors are indispensable in pipeline monitoring. Some 

sensors used for this task include motion, seismic, fibre optic and camera 

sensors.  Cameras are very useful in monitoring threats and could be used to 

detect leakages as well.  Motion sensors could be used to design smart motes 

which are only triggered by specific events. Individuals and moving vehicles 

approaching pipelines as well as pipe leakages generate seismic waves that 

could be detected with seismic sensors. Fibre optics is widely used in 

communication industries and offers numerous advantages including immunity to 

electromagnetic interference, high temperature performance, large bandwidth, 

high sensitivity, environmental ruggedness and distributed sensing. 

 

4.2 Challenges of Pipeline Monitoring 

Traditional pipeline monitoring systems are leak detection systems that detect 

leakages or at best go extra length to localise the leakage to a precise location.  

With these traditional systems, the main challenges lie in ensuring that there is 

no false alarm as well as maintaining real-time operation and system security. 
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On the other hand, pipeline threat detection systems encounter not only the 

afore-mentioned challenges but also the transfer of big data from the scene to 

the base station or the web. Moreover, since they require multiple sensors to 

collect data, another challenge is the ability to fuse and mine the various sensor 

data effectively to yield the best information which collected data could give. 

 

4.2.1 The big data and the HACE Theorem 

The use of the term “big data” was first documented in a 1997 article by NASA 

scientists, Cox & Ellsworth (1997), describing the problem they had with 

visualization (i.e. computer graphics). The problem which provides an interesting 

challenge for computer systems: “data sets are generally quite large, taxing the 

capacities of main memory, local disk, and even remote disk” is called the big 

data problem. When data sets do not fit in main memory (in core), or when they 

do not fit even on local disk, the most common solution is to acquire more 

resources. 

 

Often, the challenges that big data present do not only have to do with storage 

space but also its transmission from one place to another as well as their 

processing. Big data usually need more time and bandwidth for their 

transmission while more resources such as processor and memory capacities 

are needed to process big data. Thus, IOPMIMS requires resource intensive 

system to store, process and transmit normal and big data for effective 

operation. 
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HACE theorem states that big data usually comprises large volumes with 

Heterogeneous and Autonomous sources having distributed and decentralised 

control, and seek Complex and Evolving relationships among data, Wu et al. 

(2014). These characteristics make discovering information or patterns from big 

data extremely challenging. In IOPMIMS project, big data not only presents the 

challenge of mining or interpreting complex relationships among multi-sensor 

data but also the challenge of transmitting large volumes of data. Data 

transmission is one of the biggest challenges because transmitted data involve 

video clips which occupy more space than any other data type.  

Processing the data on site to extract information thereby transmitting less data 

might mean that not all the data are integrated leading to inaccurate information. 

On the other hand, transmitting all the unprocessed data to the base station to 

perform a holistic data mining for more accurate information might be too costly 

and unrealistic since the sensors have limited power. Moreover, the issue of 

limited resources such as processing power, storage and memory capacities by 

existing sensors in transmitting big data (video clips) to the base station raises 

even greater concern. 

 

The most sensible approach to big data problem in IOPMIMS is to create a 

balance between processing data at the base station and doing same on site. 

Sensors should carry out simple processing such as filtering the data for bad 

data such as lagging or skipping video files to minimise transmitted data and 

give quality products. Yet as much data as possible should be transmitted to the 

base station to obtain more accurate information. Moreover, the use of 
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renewable energy such as solar energy as obtainable in the latest Waspmotes 

should be exploited to enable more processing on site. 

 

4.2.2 Multimodal Data Fusion Methods 

Sensor-data fusion is the integration of data from multiple sensors of identical or 

different technical characteristics. Multimodal sensor fusion therefore is the 

integration of data from multiple sensors of different technical characteristics. 

The merits of the sensor fusion include provision of better estimate of the feature 

of interest and provision of results represented by hypothesis that is more 

accurate than would be obtained when using a single sensor (Adla et al. 2013). 

Inherent problems associated with systems having single sensor include loss of 

data due to sensor failure, myopic view of data, limited speed and frequency for 

sensor data processing, and uncertainty in sensor measurements. 

 

Thus, multi-sensor systems are characterised by redundancy in the event of 

sensor failure, complementary data, increased confidence in system information 

and improved detection rate (Esteban et al. 2005). There are three different 

multi-sensor-data fusion architectures in existence including centralized, pre-

processed (distributed), and hybrid architecture. While centralised architecture 

entails combining raw data from multiple sensors of the same type in a central 

processor, pre-processed architecture involves combining pre-processed data 

from multiple sensors be it same or different types. Hybrid fusion is a mixture of 

the two approaches above and therefore has advantages of the two methods 

explained above. 
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Over the years, various models have been used in implementing multi-sensor 

data fusion. These include the JDL, waterfall, intelligent cycle, BOYD, Omnibus 

and Thomopoulos models as seen in Figure 4-1. Multi-sensor fusion generally face 

various challenges including imperfection of the collected data from various sensors, 

and diversity or low reliability of different sensor technologies Koshmak et al. (2015). 

Thus, IOPMIMS design recognises the challenge of having imperfect raw data which 

must go through some degree of preparations before being fused and mined. Also, 

being aware of diversity and low reliability of different sensor technologies, great caution 

has been taken by selecting well tested sensors with good reliability over the years such 

as Waspmotes and LOTUS sensors.   

 

 

Figure 4-1: Multi-modal Sensor Fusion Models 

 

4.3 Machine Learning Tools 

Machine learning tools or models are models or algorithms that learn from 

existing data without relying on rule-based programming. Machine learning 
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models differ from statistical models in that while the former does not rely on 

rule-based programming, the latter does and is in fact a formalised relationship 

between variables. These tools are used to model events through prediction or 

classification processes.  Learning algorithms commonly used in Artificial 

Intelligence deemed suitable for modelling pipeline incidences and risks 

including Neural Network, Support Vector Machine and Decision Tree are 

discussed in this section. 

 

4.3.1 Neural Network 

A pioneering work by McCulloch, a neurobiologist, and Pitts, a statistician, 

published in a seminal paper titled “A logical calculus of ideas imminent in 

nervous activity” in Bulletin of Mathematical Biophysics in 1943 gave birth to 

neural network and inspired the development of modern computers (Hu & 

Hwang 2010).  Since then, hundreds of Neural Network types have been 

proposed over the years. Different terminologies such as Artificial Neural 

Networks (ANNs), Connectionism or Connectionist Models, Multi-layer 

Perceptron (MLP) and Parallel Distributed Processing (PDP) have been used to 

describe neural networks.   

 

Nevertheless, Neural Networks have some classic networks on which many 

other types of neural networks are based.  These classic networks include Back 

Propagation, Hopfield Networks, Competitive Networks and networks using 

Spiky Neurons.  Neural systems can approximate any function and behave like 

associative memories using just exemplar data that is representative of the 

desired task. This therefore gives them advantage over traditional approaches to 

function estimation such as the statistical methods.  Neural systems estimate 
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functions without requiring a mathematical description of how the output function 

depends on the input.  They only learn from input–output data samples. 

 

Multi-Layer Perceptron (MLP) 

MLP networks are probably the most widely used artificial neural networks today.  

A typical neuron is shown in figure 4-2 below:   

 

Figure 4-2: A typical Neuron 

 

Three basic elements of the neuronal model include: 

1. A set of synapses or connection links brings in activations from other neurons 

2. A processing unit summing the inputs, and then applying a non-linear activation 

function (i.e. quashing/transfer/threshold function). 

3. An output line transmits the result to other neurons. 

Large neural network structures are obtained by connecting many neurons. The 

output of the network is got by successively forming the dot product of an input 

and a weight vector, then non-linearly transforming the resulting variable with a 

bounded, continuous non-linear function such as the S-shaped sigmoid non-

linearity.  The sigmoid transfer function takes the input which is of the value 

between minus and plus infinity and maps the output into the range 0 to 1 

The sigmoid    f (z) is defined as shown in equation 4-1 (Ng et al. 2013): 

 
𝑭 (𝒛)  =  𝟏 ∕  𝟏 +  𝒆𝒙𝒑 (−𝒛)   𝑬 (𝟎, 𝟏)……………… (4 - 1) 

http://ufldl.stanford.edu/wiki/index.php/File:SingleNeuron.png
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Where the input   Z = XTW.  The function is bounded monotonically tending to -1 

and 1 as the linearly combined input tends towards minus infinity and infinity 

respectively.  This transfer function is commonly used in back-propagation 

networks because it is differentiable. Back-propagation has been adjudged the 

quintessential neural network and has been used by many researchers in data 

fusion. A Back-Propagation network learns by example and is therefore used for 

training data set.  To train the network, you need to give it examples of what you 

want – the output you want otherwise known as the target. 

 

4.3.2  Support Vector Machine 

The support vector machine (SVM) is a three-layer feed forward network that 

implements the structural risk minimization (SRM) principle which minimizes the 

upper bound of a generalisation error.  This contrasts with other conventional 

neural networks that implement empirical risk minimization.  SVM is a linear 

machine with some very nice properties.  In the context of pattern classification, 

the main idea of a support vector machine is to construct a hyperplane as the 

decision surface so that the margin of separation between positive and negative 

examples is maximized.   

 

More precisely, the support vector machine is an approximate implementation of 

the method of structural risk minimization.  This induction principle is because 

the error rate of a learning machine on a test data (i.e., the generalization error 

rate) is bounded by the sum of the training-error rate and a term that depends on 

the Vapnik-Chervonenkis (VC) dimension. In the case of separable patterns, a 

support vector machine produces a value of zero for the first term and minimizes 

the second term.   
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The SVM provides a good generalization performance on pattern classification 

problems despite the fact that it does not incorporate problem-domain 

knowledge (Haykin 1999). SVM is a learning technique which trades off 

accuracy for generalization error. SVMs build a hyperplane which divides 

examples such that examples of one class are all on one side of the hyperplane, 

and examples of the other class are all on the other side.  SVM was invented by 

Vapnik in 1979 and proposed for classification and regression by the same man 

in 1995. Advantages of SVM include:  

• They are highly accurate, owing to their ability to model complex nonlinear 

decision boundaries.  

• They are much less prone to over fitting than other methods.  

• The support vectors found provide a compact description of the learned model.  

• They have been applied to many areas, including handwritten digit recognition, 

object recognition, and speaker identification, and so many areas.  

• SVM can be used for prediction as well as classification 

The support vector learning algorithm could be used to construct three types of 

learning machines including: 

• Polynomial learning machines 

• Radial-basis function networks 

• Two-layer perceptron (i.e. with a single hidden layer) 

 

SVM is one of the most used data learning tools in recent years. It is used for 

recognizing patterns as well as regression analysis from a given data set (Ch et 

al. 2014). For the purpose of Pattern recognition, SVM was used for isolated 

handwritten digit recognition (Cortes & Vladimir Vapnik 1995). Also, it has 
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successfully been used for object recognition, speaker identification, face 

detection in images and text categorization. 

 

4.4 Summary 

Effective and efficient pipeline monitoring system is the dream of any pipeline 

operator, but this always comes at substantial cost. This chapter has outlined 

some system requirements as well as user requirements for effective pipeline 

monitoring systems. These requirements are treated in detail in chapter eight 

which deals with the design and development of the system proposed. While 

discussing the challenges of pipeline monitoring system, the chapter identified 

that IOPMIMS needs resource intensive systems to store, process and transmit 

big data for effective pipeline monitoring.  

 

Moreover, the chapter identifies the needed balance in processing data on site 

as against processing data at the base station. This ensures that no useful data 

is lost during transmission neither does the network experience slowness, 

lagging or skipping files during transmission. More so, the chapter identifies the 

need for machine learning algorithms which are usually used in artificial 

intelligence for the implementation of IOPMIMS due to the nature of tasks 

involved. Prediction or classification tasks and more importantly, tasks involving 

big data need machine learning algorithms for effective delivery. 

 

Finally, the chapter identified the challenge of imperfection in collected data and 

diversity or low reliability of different sensor technologies. These challenges are 

addressed in IOPMIMS through preparation of data before fusion and the use of 

reliable sensor technologies such as Waspmotes and LOTUS respectively. 
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CHAPTER 5: METHODOLOGY 
 

5.0 Introduction 

 

This chapter discusses different assumptions, strategies and methodologies that 

were adopted while carrying out this research. It is pertinent to note that 

research methodology is different from research method. While methodology is 

the philosophy or general principle which guides a research, research method 

refers to various tools used to collect or gather data such as questionnaires, 

interviews, experiments and so on (Dawson 2009). Research approaches as 

stated by Creswell (2014) involve the intersection of philosophical worldviews, 

research design and specific methods. In any research, there are philosophical 

assumptions that lead to the researcher’s preference and selection of certain 

research methods. Such assumptions made in relation to the research methods 

adopted for this research are discussed in this chapter. 

 

5.1 Philosophical Worldviews and Assumptions 

When a researcher wants to start a research, there are abstract ideas and basic 

set of beliefs that the researcher has that guide his or her actions, decisions and 

steps towards the research. These abstract ideas and set of beliefs are known 

as philosophical worldviews.  Philosophical worldviews are general orientation 

about the world and nature of research that the researcher brings to the study.  

These could arise due to disciplines, orientations, students’ or advisors’ 

inclinations and past research experiences Creswell (2014 p6).  
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Thus, the type of beliefs held by individual researchers based on the factors 

mentioned above often lead the researchers to embracing either qualitative, 

quantitative or mixed method approaches to research. At times, various 

terminologies are used to address these beliefs. They were referred to as 

paradigms in (Lincoln, Lynham, & Guba, 2011; Mertens, 2010); philosophical 

assumptions, epistemology, and ontologies in (Crotty, 1998); broadly conceived 

research methodologies in (Neuman, 2009) and alternative knowledge claims in 

(Creswell, 2009). 

   

As deduced from Easter by-Smith et al. (1991) and Creswell (2013 p18) four 

reasons underline the need to understand philosophical paradigms in a research 

study. Firstly, it helps to formulate research questions, define the research 

design, the type of evidence that is required, how it will be gathered and 

interpreted, and how this will provide answers to the research questions. 

Secondly, it helps the researcher to identify which research design will work for a 

specific study. Thirdly, it can help the researcher to create designs that may not 

be related to the researcher’s experience. Fourthly, it could help close the gap 

between author and reviewer’s views and reduce chances or effects of unfair 

hearing in the context of research students’ thesis being assessed, journal 

papers being reviewed, or investigator presenting proposals to funding agency. 

 

5.1.1 Ontological Assumptions 

Ontology, the branch of metaphysics (philosophy concerning the overall nature 

of what things are) is concerned with identifying, in the most general terms, the 

kinds of things that exist. Ontological issues relate to the nature of realities and 

its characteristics. There are two aspects of ontology, objectivism (also referred 
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to as critical view, evaluatism, empiricism, logical positivism, and dualism) and 

constructivism (also referred to as subjectivism, interpretivism, absolutism, 

relativism, postpositivism, and constructionism) (Huglin, 2003). Creswell (2014) 

highlighted four worldviews that are often discussed in the literature as tabulated 

in Table 5-1 including postpositivism, constructivism, transformative and 

pragmatism. 

 

Postpositivism – The postpositivism assumptions represent the traditional 

forms of research and hold true mostly for quantitative research than qualitative 

research. It is sometimes called the scientific method and often referred to as 

empirical science or positivist / postpositivist research. Postpositivists hold a 

deterministic philosophy in which causes determine effects or outcomes. In other 

words, causes are identified and investigated to determine how they influence 

outcomes such as obtainable in experiments.  Thus, in this research approach, a 

researcher begins with a theory, collects data that either supports or refutes the 

theory and then makes necessary revision and conducts additional tests. This 

research will therefore adopt the postpositivist ontological stance to use the 

scientific method to establish the level of risk associated with pipelines due to 

Third Party Interference (TPI) and seek best possible way to mitigate such. 

 

Constructivist – Constructivism or social constructivism (often combined with 

interpretivism) is typically seen as an approach to qualitative research. This 

school of taught believe that individuals seek understanding of the world in which 

they live and work. Here, the goal of the research is to rely as much as possible 

on the participants’ views of the situation being studied.  Therefore, open-ended 
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questions are preferred since the researcher considers what people think, say or 

do in their life settings. The researcher’s intent is to interpret the meanings 

others have about the world. Rather than starting with a theory as in the case of 

postpositivism, inquirers generate or inductively develop a theory or pattern of 

meaning. The researcher does not consider the constructivist approach 

adequate for this research because it will introduce some bias into the research. 

Since this approach relies on participants’ views, the host communities’ views 

are always different from the pipeline operators’ views. As such, it was decided 

that the use of statistical data will reveal more reliable information about TPI. 

Thus, this informed the researcher’s choice of postpositivist ontological stance. 

 

Transformative – The transformative approach arose from individuals who felt 

that postpositivist assumptions impose structural laws and theories that did not fit 

marginalised individuals in the society or issues of power and social justice, 

discrimination, and oppression that needed to be addressed.  In this approach, 

the inquirer on the other hand felt that the constructivist stance did not go far 

enough in advocating for an action agenda to help marginalised people. It 

includes group of researchers that are critical theorists; participatory action 

researchers; Marxists; feminists, racial and ethnic minorities; disabled people; 

indigenous and postcolonial people; and lesbians, gay, bisexuals, trans-sexuals 

and queer communities. This approach provides a voice for the participants 

raising their consciousness or advancing an agenda for change to improve their 

lives. The researcher considers the transformative approach irrelevant to this 

study since the objectives of the study revolve around the central aim of securing 

pipeline infrastructures. 
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Pragmatism – The pragmatic approach does not focus on methods rather, 

researchers emphasise the research problem and use all approaches available 

to understand the problem. This is a philosophical underpinning for mixed 

method researches. This research study relatively applies pragmatic approach 

because the research objectives are multi-dimensional. As evident from section 

1.4 of this thesis, objectives Nos: 2, 3, 4, 5 and 7 need different approaches to 

effectively realise them. Pragmatic approach is therefore considered adequate to 

enable multiple approaches to be applied to realise them. 

 

Table 5-1: Four Common Worldviews 

Postpositivism Constructivism 

Determination 

Reductionism 

Empirical observation and measurement 

Theory verification 

Understanding 

Multiple participant meanings 

Social and historical construction 

Theory generation 

Transformative Pragmatism 

Political 

Power and justice oriented 

Collaborative  

Change-oriented 

Consequences of actions 

Problem-centered 

Pluralistic 

Real-world practice oriented 

  

5.1.2 Epistemological Assumptions 

Epistemology, a branch of philosophy is concerned with the nature of knowledge 

itself, its possibility, scope, and general basis. Epistemology is derived from the 

Greek words episteme (knowledge) and logos (reason). It deals with the 

knowledge-gathering process and is concerned with developing new models or 
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theories that are better than competing models, and theories (Grix, 2002). 

According to Creswell, (2013) epistemology is concerned with what counts as 

knowledge and how knowledge claims are justified. This should discuss what 

views people hold about the subject being investigated and their justifications for 

their opinions. 

 

5.1.3 Axiological Assumptions 

Axiology is a branch of philosophy that is concerned with the study of values and 

worth of things.  In the context of researches in general, axiology is concerned 

about what value people attach to the research being carried out. What impact 

will the research have in the society? Axiological assumptions held for this 

research indicate that the research will be highly beneficial to the society and is 

being undertaken just in the niche of time. From the literature review conducted, 

the rate of TPI on oil and gas pipeline has risen drastically in recent years and 

various nations are seeking well-researched information showing trends and 

strategies to tackle TPI. The societal impact will be immense since it presents 

models and frameworks to secure pipelines and manage pipeline risks as 

solutions to major problems in the industry. 

 

5.1.4 Methodological Assumptions 

Crotty, (1998) defines methodology as a strategy, plan of action, process or 

design lying behind the choice and use of specified methods and linking the 

choice and use of those methods to the desired outcomes. However, another 

definition by Grix (2002) defining methodology as the discussion of how a piece 

of research should be undertaken seems to be more appealing. Thus, any good 
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research methodology should address four main issues: what data are needed, 

where the data are located, how data are obtained and how data are analysed.  

These four issues enlisted determine if a research will use any of the two broad 

categories of research methodology, namely qualitative and quantitative 

methodology. Table 6-2 is a comparative analysis of qualitative and quantitative 

research approaches in terms of ontological and epistemological considerations 

by adapting a concept from (Rehman et al. 2015 and Bryman 2001). 

 

5.1.4.1 Quantitative Research approach 

The quantitative research approach focuses on testing theories by examining the 

relationship between variables.  It is basically the scientific approach. The two 

main quantitative research approaches are experiments and surveys, 

nevertheless, Creswell (2014) noted that there are less vigorous experiments 

known as quasi-experiments that could also be undertaken. Quantitative 

approaches often involve numerical data and use statistical concepts for data 

analysis. 

 

Experiments 

Experiments are investigations that are meant to measure the effect of 

manipulating one variable against another in a controlled environment. To test 

causal relationships between variables, all experiments involve at least a 

treatment, an outcome measure, units of assignment and a form of comparison 

based on which change could potentially be attributed to the treatment (Cook et 

al. 1979). Quasi-experiments are experiments that retain similar properties as 

true or pure experiments but where treatment for comparison is not randomly 

assigned (Cook et al. 1979). 
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Surveys 

Surveys assess peoples’ thoughts, feelings and opinions through the 

administration of questionnaire instruments.  Surveys are discussed in detail in 

section 5.2.1. 

 

5.1.4.2 Qualitative Research Approach 

Qualitative research approaches explore the meanings that individuals attach to 

human or social problems. The different qualitative research strategies 

discussed here include action research, ethnography, grounded theory, case 

study and phenomenology. 

 

Action Research 

This is a research where the researcher works in close collaboration with a 

group of people to improve a situation in a particular setting. Dawson (2009) 

argues that action research is better understood as a methodology rather than a 

research method as some researchers believe. The researcher works with 

people as facilitators and does not do research on them. Action research is 

common in such areas as organisational management, community development, 

education and agriculture. 

 

Ethnography 

Ethnography has its roots in anthropology and is a type of research that study 

peoples, their culture, customs, habitats and mutual differences.  Ethnographers 

immerse themselves in the lives and culture of the group being studied, often 

living with them for months participating in their daily activities (Dawson 2009). 

On the course of their integration with the group, ethnographers collect data 
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about the people being studied by observing peoples’ behaviours, taking notes, 

conducting interviews analysing, reflecting and writing reports. 

 

Grounded Theory 

This is a research methodology that seeks to develop theory that is grounded in 

data. In other words, the theory emerges from data as against other researches 

that test existing hypothesis already formulated by researchers (Dawson 2009). 

Focus groups and interviews are often used as data collection types in grounded 

theory researches. Using grounded theory, this research has propagated a 

theory in chapter 8. This research has therefore used grounded theory as a 

methodology to actualise research objective number 5 as seen in section 1.4. 

 

Table 5-2: Comparative Analysis of Qualitative and Quantitative Research 
Designs 

 Qualitative Research Design Quantitative Research Design 

O
n

to
lo

g
ic

a
l 

A
s
p

e
c

t 

 

• Ends with hypothesis and 

grounded theory 

• Emergence and portrayal 

• Researcher as instrument 

• Naturalistic 

• Inductive 

• Searches for pattern 

• Seeks Pluralism, complexity 

• Descriptive language in reporting 

 

• Begins with hypothesis and theories 

• Manipulation and control 

• Used formal instruments 

• Experimentation 

• Deductive 

• Component analysis 

• Seeks consensus 

• Reduces data to numerical indices 

• Abstract language is reporting 

E
p

is
te

m
o

lo
g

ic
a

l 

A
s
p

e
c

t 

 

• Reality is socially constructed 

• Primacy of subject matter 

• Variables are complex, 

interwoven and difficult to 

measure 

• Takes an insider’s point of view 

 

• Facts have an objective reality 

• Primacy of method 

• Variables can be identified and 

relationships measured 

• Takes an outsider’s point of view 
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R
e
s

e
a

rc
h

 

P
u

rp
o

s
e
 

 

• Generalization is fuzzy 

• Interpretation is consensual 

• Understanding actor’s 

perspective 

 

 

• Generalization is scientific 

• Prediction 

• Causal explanations are scientific 
A

im
 

• Exploration of participants’ 

life experiences and 

understanding 

• Generation of theory from 

data 

• Search for Causal explanations 

• Testing of Hypothesis 

• Predictions 

• Control  

R
e
s

e
a

rc
h

e
r’

s
 

R
o

le
 

 

• Personal involvement and partial 

• Empathetic understanding 

 

• Detached and impartial 

• Objectively portrayed 

D
a
ta

 

C
o

ll
e

c
ti

o
n

 

• In-depth non-standardised 

interviews 

• Participant 

Observation/Fieldwork 

• Documents, Photographs, 

Videos 

• Questionnaire, standardised 

interviews 

• Structured Observation 

Documents 

• Randomised Controlled Trials 

A
n

a
ly

s
is

 

• Thematic 

• Constant Comparative 

Analysis 

• Statistical 

 

 

5.2 Research Design and Methods 

Research design entails the outlined plan describing how, when, and where data 

are to be collected and analysed for answering a research question.  

Researches could be classified using three broad ways. These include using the 

research strategies, data generation methods and data analysis techniques.  

Under research strategies, researches could be classified into surveys, design 

and creation, experiments, case studies, action research and ethnography. In 

terms of data generation methods researches may fall into interviews, 
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observation, questionnaires and documents. Whereas under the data analysis 

techniques, researches could be quantitative or qualitative (Oates 2006 p13).   

 

In terms of the research strategy, the research carried out used systems 

modelling and design as well as survey research strategies while it adopted 

documents and questionnaire as its data generation method. In the data 

analysis, quantitative data analysis approach was adopted. This is because the 

main objective of this research is to develop a framework for securing oil 

pipelines, a task that is technical in nature.   

 

Consequently, in order to design a robust and effective system, the researcher 

made efforts to find out the nature of attacks on the pipelines, what security 

systems are already in place, their deficiencies and other challenges relating to 

pipeline integrity.  Creswell (2003), stated that the nature of a research topic, its 

aims and objectives as well as the resources available largely determine its 

design and methods to be used.    Also, Creswell (2014) maintains that research 

approaches tend to be quantitative, qualitative or mixed. In making the 

appropriate choice for a given research study, the author proposed that the 

decision be informed by the three elements of research design termed tripartite 

research framework as depicted in Figure 5-1 below.  

 

Accordingly, since this research required quantitative research design, the 

researcher adopted mainly post-positivist stance in its philosophical worldview.  

Pragmatism as a philosophical worldview became necessary since some 

research objectives required multiple research methods.  It must be noted at this 
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point that the use of multiple research methods in this research does not 

translate to mixed methods of research approaches. This is because mixed 

methods of research approaches involve a combination of quantitative and 

qualitative research approaches. In the case of this research, all the methods 

combined are methods that come under quantitative research approach. In 

terms of research methods, this research developed some research questions 

that would help realise the research objectives, collected primary and secondary 

data, analysed such data or modelled and simulated them to give adequate 

interpretations. The research finally validated the research findings and models. 

 

Ideally, the factors that affect the choice of one approach over another include 

worldview, design, methods, research problem, researcher’s personal 

experiences and the audience (Creswell 2014). Sequel to the above, this 

research employed a quantitative approach to effectively realise the research 

aims and objectives. Also since this research has multiple and diverse research 

objectives, it became imperative that a combination of strategies should be 

adopted to satisfactorily achieve these objectives. 
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There are five major research methods as shown in Table 5-3. A tabulation of 

the three conditions that determine the choice of each method for a research has 

also been conducted in the table. This thesis has only briefly discussed two of 

the five major research methods including Surveys and Case Study. 

 

 

 

 

 

 

 

 

Figure 5-1: Tripartite Framework for Research Design 
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Table 5-3: Factors affecting choice of different Research Methods 

METHOD Form or Research question Requires 

Control of 

Behavioural 

Events 

Focuses on 

Contemporary 

Events 

Experiment How, why? Yes Yes 

Survey Who, what, where, how 

many, how much? 

No Yes 

Archival 

Analysis 

Who, what, where, how 

many, how much? 

No Yes/no 

History How, why? No no 

Case 

Study 

How, why? No Yes 

 

5.2.1 Surveys   

Survey designs provide quantitative or numeric description of trends, attitudes, 

or opinions of a population by studying a sample of that population (Creswell 

2014).  Creswell (2014) maintains that surveys and experiments reflect post-

positivist philosophical assumptions as discussed in section 6.1.1. Denscombe 

(2010) maintains that survey is less useful when researching on sensitive and 

complicated matters. They are not good for studying issues in depth or teasing 

out intricacies and subtleties of certain facets of social life. Other research 

strategies that are more suitable than survey in different circumstances are as 

outlined below (Denscombe 2010): 

Interviews, ethnography – complex issues or sensitive subjects 

Case studies – depth insights or holistic overview 

Action research, experiments – practical problems 
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Phenomenology – personal experience 

Grounded theory – developing theories. 

 

When designing a survey, some important factors to consider include the 

population and sample in the study, as well as the reliability and validity of the 

research. It is important that the population size and the means of accessing the 

respondents such as mail, or published lists are determined if possible. Again, a 

decision should be made regarding the use of either representative or 

exploratory sampling in the sampling technique to be used. Representative 

samplings are often used for large scale surveys involving quantitative data while 

exploratory sampling is used for small scale surveys involving qualitative data. 

 

Sampling technique could be probability sampling e.g. random sample, 

systematic, cluster, multistage or stratified sampling. On the other hand, non-

probability sampling includes quota sampling, purposive, theoretical, snowball or 

convenience sample. All probability sampling relies on some element of random 

sampling. In random sampling, everyone in the population has an equal 

opportunity of being selected. It is often portrayed as the ideal basis for 

generating a representative sample (Denscombe 2010). Systematic sampling 

entails selecting a specific number (say X number) of people on the list. (e.g., 2 

out of every 80th person).  

 

Cluster sampling applies some element of random process to select a cluster or 

group of people who could serve as true representative of the entire population 

to save cost. The advantage of cluster technique is that it contains items that are 
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close together, normally in one location or geographical area and saves the 

researcher time and money.  On the other hand, in a multistage sampling, the 

researcher selects samples in a sequence of stages, identifying clusters from 

within previous selected sample. The difference between cluster and multistage 

sampling is that in cluster, all the constituents is used whereas in multistage, 

another selection is made from the sample. Stratified sampling applies some 

element of random sampling but introduces some researcher influence thereby 

moving away from pure random sampling. It divides the population into different 

subgroups (strata) and then chooses the required number of items from each 

subgroup using random sampling. This is to ensure that crucial parts of the 

population (age, sex) are well represented in the overall sample. 

 

Quota sampling operates on similar principle to stratified sampling by 

establishing certain categories (strata) considered vital for inclusion in the 

sample and fills them in accordance with their proportion in the population. The 

difference between quota and stratified sampling is that the method of choosing 

items or events from the subgroup is not a random process in the case of quota 

sampling. The quota system leaves it to the researcher to decide who fills the 

quota possibly of “first to hand” basis. Purposive sampling works on the principle 

that the best information could be achieved by selecting a cluster or sample 

based on known attributes such as relevance or knowledge of subject being 

investigated. In purposive sampling, the researcher already knows some 

qualities of people being selected based on specific purpose to give the best 

research output. This could be by selecting people with the best experience or 
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expertise. The advantage of purposive sampling is that it enables the researcher 

to select people or events which are believed to be critical to the research. 

 

Theoretical sampling conducts a selection of instances following a route 

discovery based on the development of a theory which is ‘grounded’ in evidence. 

New evidence is used to confirm or modify a theory at each stage, which then 

points to an appropriate choice of instance for research in the next phase. The 

sample evolves and continues to grow until the researcher has sufficient 

information in relation to the theory being developed. This technique is 

compatible with the grounded theory method of research. Snowball sampling 

builds the sample through a process of reference from one person to the next. At 

the start, the researcher begins with only few people each asked to nominate 

some other people who would be relevant for the research. The nominations are 

contacted, included in the research and asked to nominate others. In this way, 

the sample snowballs in size. 

 

Finally, in convenience or nonprobability sample, respondents are chosen based 

on the convenience or availability of the researcher. Since researchers have 

limited time and money, some element of convenience is likely to enter most 

researchers’ sampling procedure. 

 

In this research, the choice of purposive sampling and snowball sampling 

strategies were considered most suitable since the researcher needed to identify 

pipeline operators with substantial experience in the pipeline industry as focus 

group. Also, the snowball sampling technique enhanced the response rate as 
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people who were referred by colleagues made time to respond to the survey. 

Thus, the research adopted exploratory samples rather than representative 

samples since respondents were selected based on their experience and 

expertise rather than pure chance. 

 

Denscombe (2010) noted that exploratory samples tend to be smaller than 

representative samples since each item in the sample will be studied in greater 

depth and the sample size is not governed by accuracy but by considering how 

informative the sample is. This means that the sample only needs to be sufficient 

in size to convince the researcher that enough information has been collected. 

 

There are three traditional forms of validity in quantitative research as outlined by 

Creswell (2014) including content validity, predictive or concurrent validity and 

construct validity.  Content validity checks whether the items measure the 

content they were intended to measure. Predictive validity checks if results 

obtained from the survey correlates with other results while construct validity 

checks whether the items measure hypothetical constructs, or concepts. 

Construct validity has become the overriding objective in validity in recent times 

since it focuses on whether the item or scores serve a useful purpose and have 

positive consequences when used in practice. 

 

Surveys could be questionnaire or interviews. Saunders et al (2009) presented 

five types of questionnaire under two main categories: self-administered and 

interviewer administered questionnaire as seen in figure 6.2 below. The 

researcher chose internet and intranet mediated questionnaire considering the 
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research reliability and validity as well as cost effectiveness. With this method of 

questionnaire administration, the respondent gives honest opinion about 

questions posed since the presence of interviewer is not felt. The method is 

therefore considered to introduce less bias than other methods. 

  

Moreover, since the geographical location of the respondents is based in 

Nigeria, this was the most viable option.  The postal option takes a long time and 

proved unsuccessful while delivery option was too costly. The structured 

interview would affect the integrity and therefore, reliability and validity of the 

data considering the focus groups to be interviewed; the host communities and 

the pipeline operators. This is because the interviewer’s presence introduces 

some element of insecurity on the side of the respondent, who may feel that he 

is not completely anonymous. The telephone option besides being cost 

ineffective is very inefficient and cumbersome and could not be used to 

effectively collect 24 question data from 150 respondents. 

 

Figure 5-2: Types of Questionnaire (Source: Saunder et al 2009) 
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Factors affecting survey response rate and acceptable response rates 

Five factors that affect survey response rates as identified by Denscombe (2010) 

are as discussed below: 

 

Nature of respondents – The nature of respondents involved in a survey such as 

age, sex, disability, literacy, employment status, etc. affect the response rate. 

Busy people would barely have time to respond to requests while people with 

more free time such as retirees are most likely to respond to requests. In the 

case of the survey conducted for this research, all the respondents are very busy 

people and mostly managers in the oil and gas industry. As such, the low 

response rate is not entirely out of order but very understandable. 

 

Subject of research – Some subjects are very sensitive while others are taboo in 

various communities and investigations on subjects like religion, politics, income, 

sex, race, etc. may attract fewer responses. The investigations carried out in this 

research are not only political but also has to do with people’s means of 

livelihood/income which has caused serious unrest on many occasions and are 

therefore very sensitive. Again, this contributed a lot to the low response rate. 

 

Researcher’s identity – Surveys involving face-to-face contact with respondents 

are often affected by the researcher’s ethnicity, accent, social class, clothes, sex 

and age which may introduce some element of bias. In the case of this research, 

this is one reason why face-to-face survey was avoided. 
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Nature of contact – The way respondents are approached regarding surveys 

influence the response rate. Postal surveys often record low response rate 

because respondents receive questionnaires “cold” without prior notice. The use 

of prior notification or reminders has been confirmed to significantly boost 

response rate. In the case of this research, the use of reminders on several 

occasions did significantly improve the response rate. 

 

Social climate – The right to free speech is no doubt a factor that influence 

respondents’ willingness to collaborate with research and supply honest and 

unbiased answers. The right to free speech is often lacking in non-democratic 

societies. It is also worthy of mention that some societies have democracy in 

place but practice autocracy and the society where this survey was carried out is 

faced with some elements of this dilemma. 

 

Denscombe (2010) stated that there is no hard and fast rule about what 

constitutes an acceptable response rate. Postal and internet surveys may record 

as low as 10% response rate whereas face-to-face interviews or surveys can 

record as high as 100% response rate. However, face-to-face surveys are often 

prone to some bias. It is therefore left for the researcher to decide which method 

to use but bias in data collected has more tendencies to invalidate research 

results than low response rate. It is more reliable to work with 10 honest 

responses than to work with 100 responses with mostly biased answers. Rather 

than seek a benchmark figure for accepting or rejecting results based on 

response rate, Denscombe (2010) outlined three more productive criteria to 

evaluate response rate as discussed below: 
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• Is the level of response reasonable and in line with comparable surveys? 

Researchers could gauge whether response rate is acceptable by 

comparing with similar studies or use the five factors that affect response 

rate to look for explanation for response rate achieved. Chances are that 

if some factors are responsible for such response rate, conducting the 

same survey many times over will end up with the same or even worse 

response rate. 

• Have appropriate measures been taken to minimise too low response 

rate? 

Researchers’ should take appropriate measures such as sending several 

reminders to boost response rate. 

• Do non-respondents differ in any way from those who have responded? 

The researcher needs some information about those who were targeted 

but did not respond. This may prove difficult, but it is a good practice to 

get some data about the non-respondents to see if they differ from those 

who have responded. In the case of this research, it was noticed that 

most of the respondents are either known to the researcher or have been 

referred to the researcher by friends or colleagues and have given their 

honest opinion on the survey to help with the research. As noted earlier, 

the focus group is comprised of busy people who would not spare a 

minute of their time without some benefits or some just cause for the time. 

 

5.2.2 Case Study 

A case study is an empirical inquiry that investigates a contemporary 

phenomenon (the case) in depth and within real-world context, especially when 

the boundaries between phenomenon and context are not evident (Yin 2014). 
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Case study research consists of a detailed investigation for which data are often 

collected over a period within their context (Cassell and Symon, 2004).  The 

authors maintain that a case study is not just a method but a rich strategy. Yin 

(2003) stated that case study is the method of choice when the phenomenon 

under study is not readily distinguishable from its context. Compared with other 

methods, Yin (2014) proclaimed case study the method of choice when (i) the 

main research question begin with “how” or “why” (ii) a researcher has little or no 

control over behavioural events and (iii) the focus of study is a contemporary and 

not entirely historical phenomenon. 

 

5.3 Justification of Research Method Used 

The choice of quantitative research method for this research is consistent with 

the research aim vis-a-vis the key research questions of determining the level of 

pipeline risks and determining the best machine learning tool to predict pipeline 

risks and confirm threats. As stated in section 6.2, the factors that affect the 

choice of one approach over another include worldview, design, methods, 

research problem, researcher’s personal experiences and the audience 

(Creswell 2014). 

 

An overview of how different research methods have been employed to achieve 

various objectives of this research is tabulated in Table 5-4 below. Also, a 

flowchart diagram showing the research design and methods is shown in Figure 

5-3. The diagram summarises the processes and methods undertaken to 

actualise this research. 
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In terms of worldview, the researcher has taken the post-positivist ontological 

stance (section 5.1.1) which is consistent with the quantitative method. The 

survey and questionnaire method of data collection are used for the design and 

method which are consistent with quantitative method as well.  Also, considering 

the research problem, there is a need to ascertain the level of risk associated 

with pipeline segments and determine the best machine learning tool for 

developing Decision Support System (DSS). These are best determined using 

the quantitative approach.  Regarding the researcher’s personal experience, with 

a physics background, the researcher is used to the scientific method of 

research such as experiment and observation all of which are supportive of 

quantitative approach. Moreover, the audience in terms of my thesis and 

conferences, or journal papers are people in Science and Engineering 

community, again this call for quantitative approach. 

 

Two common quantitative approaches are survey and experimental researches.  

Survey research is more appropriate for this research because it will enable the 

researcher to get pipeline operators’ opinion on the research topic to inform the 

research. Close - ended questionnaire were used for data collection as this 

enabled the researcher to confirm certain views on pipelines. Moreover, recalling 

the criteria for selecting research methods in Table 6-3, some sub-research 

questions involve “what” and therefore require survey method to answer them. 

 

The use of case study was considered for this research but was not fully but 

rather partially implemented since there was no case that would serve as an 

ideal case for the study being carried out.  For instance, Nigeria is an ideal place 
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to collect pipeline data to study TPI. However, the nature of pipeline data as kept 

in Nigeria did not enable the researcher to carry out necessary studies. On the 

other hand, the nature of pipeline data obtainable in Europe or America could 

enable one to carry out necessary studies but then, these are not ideal for typical 

pipeline TPI studies. Cases of pipeline TPI in Europe and America are mainly 

interferences due to construction works and agricultural activities. There are 

rampant cases of sabotage and vandalism in these continents. Consequently, 

data was obtained from various sources to realise different tasks depending on 

the task in question. Hence it was decided that: 

 

1. Survey data (questionnaire) should be obtained from Nigeria, an ideal 

country with TPI experience 

2. Modelling and Simulation data should be from Europe where adequate 

data format for TPI on pipelines. 

 

It was imperative that survey data were obtained from a country that experiences 

very high rate of TPI to ascertain the impact of the research study in the society 

thereby underpinning the axiological stance of the research. Moreover, 

consulting the research method selection criteria in Table 5-3, none of the 

research questions involve “how” and “why”, so there is no strong case for “case 

study” method.  Besides, adequate data is highly essential for a research of this 

nature since it would lead to more valid reliable and accurate model developed. 

With data from different geographical regions, the research findings are 

considered generalizable in the global contest. 
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Table 5-4: Methods of actualising each research objective 

Research Objective Methods of actualisation 

1. To develop an understanding of TPI and 

pipeline failure, informing a research strategy to 

would guide the realisation of this research aim. 

1. Quantitative research method 

2. Postpositivism research stance 

3. Pragmatism research stance 

2. To develop a reliable framework and system 

architecture of low cost wireless sensors and 

other smart devices such as Micro drones for 

securing oil and gas infrastructures. 

1. Quantitative research method 

2. Pragmatism research stance 

3. To develop a reliable model that could be 

used for pipeline integrity management through 

risk assessment.  

1. Quantitative research method 

2. Survey (User requirements) 

3. Pragmatism research stance 

4.To develop various UML Use Cases that could 

lead to the realisation of effective system for 

Pipeline incident management 

1. Quantitative research method 

2. Survey (User requirements) 

3. Pragmatism research stance 

5.To conduct risk assessment on a sample 

pipeline system to determine the risk associated 

with the pipeline. 

1. Quantitative research method 

2. Documents (secondary data) 

3. Grounded Theory 

6.To validate models developed to evaluate their 

effectiveness and efficiency, to identify areas 

requiring improvement / modifications. 

1. Quantitative research method 

2. Experiments 

7.To draw conclusion on the study, identifying 

major pipeline risk factors / causes of failures 

and offer recommendations accordingly. 

1. Quantitative research method 

2. Postpositivism research stance 

3. Pragmatism 

4. Experiments 

5. Survey 

6. Documents 
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Figure 5-3: Research Design and Methods Flow Chart Diagram 

 

5.4 Primary and Secondary Data 

Primary data are those which are collected for the first time and are always given 

in the form of raw materials and originals in character. They are data collected 

for specific research problems using procedures that best fit the research 

problem (Hox & Boeije 2005).  These types of data need the application of 

statistical methods for analysis and interpretation. Sources of generating primary 

data for quantitative research design include experiments, quasi-experiments 

and surveys. Sources of primary data for qualitative research design include 

interviews, participant observations and focus groups. Online questionnaire 
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which is a form of survey has been used as a primary means of generating data 

in this research. 

 

Secondary data literarily means “second – hand” data, in other words data that 

was initially generated by another person or institution such as researchers, 

institutions, government, or other NGOs.  In contrast to primary data where the 

researcher needs to use interview, or experiments to generate data, secondary 

data often do not present all the information required for a research. It usually 

compliments primary data (McCaston 2005) and cannot replace it. However, 

McCaston (2005) further argues that if a research is conducted with great care 

and diligence using secondary data, it can provide a cost-effective way of 

gaining a broad understanding of research questions. Unlike primary data where 

researchers must meet respondents and conduct interviews or administer 

questionnaire, secondary data can readily be collected from internet or from 

specialist organisations. Major sources of secondary data for credible research 

include: 

 

Official Statistics:  Statistics collected by government and their agencies often 

constitute a reliable database for credible research.  Governments often conduct 

census and collect other demographic data to help them in distribution of 

infrastructures or healthcare facilities.  Although, these statistics are often 

characterised by unreliability, data gaps and mutual inconsistencies, they remain 

credible sources of data when rigor and critical analysis is used to ensure 

accuracy and validity. 
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Technical Reports: Technical reports are accounts of work done on research 

projects that are written to provide research results to colleagues, research 

institutions, governments and other interested researchers. 

 

Scholarly (Peer Reviewed) Journals: Original researches and 

experimentations conducted by experts in specific fields are often reported in 

scholarly journals.  These articles undergo peer review where experts in the 

specific fields review the articles for originality, accuracy and relevance before 

they are published. 

 

Trade Journals:  Trade journals contain articles that discuss practical 

information concerning specific fields. 

In this thesis, secondary data have been collected from various sources and 

databases such as CONCAWE, PHMSA, NNPC Statistical Database, peer 

reviewed Journals and Shell Online Pipeline Incident database. 

 

5.5 Data collection, processing and analysis method 

Data collection stage of the research is a very critical stage of the research that 

determines how valid or credible any research will be.  It is therefore very crucial 

that data collected for the research reflects the findings and captures the 

features identified by the literature review carried out.  The literature review 

carried out shows that pipeline sabotage or Third-Party Interference (TPI) is an 

emerging, but serious problem in the developing countries. Both primary and 

secondary data collected reflect this fact. The data processing of the primary 

data from the questionnaire was done using SPSS software while the model for 

the advisory module (one of the system modules) was developed using the 
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secondary data or the online CONCAWE pipeline data.  The quantitative data 

analysis method has been used in this thesis. 

 

5.5.1 Data Sample Determination 

The sample size for the survey conducted was calculated with the formula below 

as seen in (Smith 2016). 

 

 

 

 

 

 

Where: 

Z = Z value (e.g. 1.96 for 95% confidence level)  

p = percentage picking a choice, expressed as decimal  

(.5 used for sample size needed) 

c = confidence interval, expressed as decimal  

(e.g., .04 = ±4; .08 = ±8; .1 = ±10) 

The researcher decided to use a Z value of 1.96 which corresponds to 95% 

confidence level, p value of 0.5 for 50% probability of picking choice and ±10 

confidence interval. Substituting these values into equation above gives a 

sample size of 96.  With an expectation of about 96 respondents, the researcher 

decided that at least about 200 questionnaires would be administered. However, 

due to some limitations, only 150 questionnaires were eventually administered 

and a total of 68 respondents returned the questionnaires administered. 

 

Sample Size      = 

Z 2 * (p) * (1-p) 

 

c 2 
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Firstly, it was very difficult getting potential respondents in the pipeline industry in 

Nigeria considering the distance from United Kingdom. Amidst this difficulty, the 

Director of Studies for this research provided about 94 e-mails while the 

researcher sought for about 56 e-mails. Secondly, the choices of internet 

administered e-mail meant that e-surveypro software was used to design and 

administer the questionnaire. The researcher could only acquire a free account 

which was limited to 50 questionnaires being administered in a month as against 

unlimited number for premium account. 

 

5.6 Summary 

The review of relevant methodologies reveals that ontology is about what is true 

while epistemology is about methods of figuring out those truths. In the context 

of this research about pipeline incidents and security, identified ontological 

issues include the facts that pipeline attacks or sabotage is on the increase; 

cases of pipeline vandalism are more prominent in developing countries than in 

developed countries; and pipeline security is a global economic challenge that 

needs to be addressed as a matter of urgency.   

 

Epistemological issues on the other hand will be trying to outline credible ways of 

proving that number of pipeline sabotage is more in the last decade than it was 

three decades ago; showing evidences that there are more cases of pipeline 

vandalism in African than in European countries; and giving evidences of 

economic losses resulting from pipeline sabotage that makes pipeline security 

imperative. Axiology on the other hand in the case of this research should 

discuss the views of the research community on pipeline security and the value 
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they attach to it. Is pipeline security of great interest to the society and what 

contribution or impact does the research bring to the society?   

 

Finally, methodology should address which pipeline data are needed, where 

those data will be collected, how they will be collected and analysed. Thus, for 

this research, both primary and secondary data are needed to ensure that we 

have credible results for the research at the end. Concerning the location of the 

data, the primary data are obtained via a case study of Nigerian oil and gas 

pipelines while the secondary data are obtained via online databases like 

CONCAWE report and PHMSA database. More so, a case study and 

questionnaire mode of data collection are adopted to provide primary data for the 

research. The quantitative approach is finally adopted to conduct the data 

analysis. 
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CHAPTER 6: USER REQUIREMENT SURVEY & 

MODELLING DATA 
 

6.0 Introduction 
 

Chapter five discussed the research methodology and specified that this 

research is conducted using quantitative approach. It went further to specifically 

enlist survey and experiment as the two quantitative approaches to be 

undertaken. This chapter therefore discusses the survey conducted as well as 

the data collection and preparation for the experiment undertaken.  The aim of 

the survey conducted was to identify major risk factors, or causes of pipeline 

failure and functional requirements that the users, or pipeline operators expect 

from a pipeline monitoring system. It is also intended that the survey will provide 

information that could confirm the research gaps identified from literature. 

 

It was very pertinent that for the validity of the data collection, the survey should 

be conducted in a country with good experience of sabotage oriented third-party 

interference on oil and gas pipelines. As such, Nigeria was chosen as a good 

option based on incessant pipeline sabotage and vandalism experienced in the 

country. A survey was conducted among various pipeline operators and 

regulatory authorities in Nigeria to confirm the research gaps and provide 

information necessary for user requirements. 

 

Having obtained ethical approval from the University of Wolverhampton, 

approval was sought from Department of Petroleum Resources (DPR), of the 

Nigerian Ministry of Petroleum Resources (Appendix B-1) to approach various 
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International Oil Companies (IOCs) for data collection through survey 

(questionnaire in Appendix B-2). In the process of the data collection, the 

researcher also got some 10 – year statistical data from NNPC which were used 

to implement the risk model in Chapter 8 as shown in (Appendix D). More so, the 

10-year statistical pipeline data was collected from same country to model 

pipeline risk because this is the ideal country with typical pipeline TPI 

experience. 

 

However, it was found that the Nigerian pipeline incident data was inadequate 

for modelling pipeline threat detection and failure mode prediction. This was due 

to the data format and data type as kept by the Nigerian regulatory authority. As 

such, more appropriate data was obtained from Europe via the CONCAWE 

website. This data was then used to model pipeline failure mode. With this 

modelling, pipeline failure modes could be predicted, and pro-active measures 

taken before actual incident. This same principle could be applied to detect 

pipeline threats and adequate preventive, or mitigating measure taken, before 

actual incident. 

 

6.1 Data Analysis Method and Tool 

Three sets of data were collected from different sources and geographical 

locations for use in this research including the survey data and the modelling 

data. The first and second datasets include the survey questionnaire data and 

the 10-year statistical data from the NNPC statistical bulletin. The analyses for 

these two sets of data were conducted using Statistical Package for Social 

Sciences (SPSS) descriptive statistics. The descriptive statistical analysis carried 

out is mainly frequency distribution. The survey data analysis is reported in this 
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chapter, but the 10-year statistical data is used to implement the developed risk 

model in Chapter 8. 

 

The modelling and simulation data obtained from the CONCAWE website are 

from a database of pipeline incidents that took place from 1971 till 2013. The 

data collected is discussed in more details in chapter 8 and shown in appendix 

C. The data contain various pipeline information including pipeline diameter, age, 

installation mode, content transported and the eventual mode of failure. Data 

comprising a total of 524 observations were collected, cleaned and divided into 

training data and test data in the ratio of 75% and 25% respectively. An analysis 

of the causes of pipeline failures in Europe through the CONCAWE data also 

shows that TPI is the predominant cause of pipeline failure in Europe. 

 

Survey Data  

In section 5.2.1, it was stated that this research adopts exploratory samples 

rather than representative samples since respondents were selected based on 

their experience and expertise rather than pure chance. Consequently, 

experienced professionals in the oil and gas pipeline industry were used to 

ensure the reliability of collected data and therefore the validity of the research.  

There was a total of 68 respondents that returned their responses to the survey. 

Among these returned responses, responses from 55 respondents were 

considered valid and were therefore used for data analysis. The researcher 

considered about 13 respondents invalid since most of their responses were 

unanswered. These were either respondents who made mistakes while 

responding to the questionnaire and had to respond again, or people who were 
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not experienced in pipeline industry and did not want to skew the responses for 

the research. 

 

Among the 55 valid responses, majority of the respondents of about 30 (54.5 %) 

were in the Oil and Gas Exploration and Production, 10 respondents (18.2%) 

were in the Oil and Gas Storage / Transportation, 5 respondents (9.1%) were in 

Government Ministry, Department and Agency while another 18.2% were in 

Other sectors. These are depicted in figure 6-1 below. 

 
Figure 6-1: Respondents' Organisation Category 

 

 

Also among the 55 valid respondents, 15 of them were managers, 33 were 

Engineers while 7 of them were Team Leaders as shown in Figure 6-2 below. 
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Figure 6-2: Respondents' Roles in their Organisation 

 

In Figure 6-3 below, it could be seen that 20 of the respondents have 0 – 10 

years of experience in the pipeline industry while 10 each of the respondents 

have either 21 – 30 or 31 – 40 years of experience. 

 
Figure 6-3: Respondents' Years of experience in the Pipeline Industry 

Also, figure 6-4 shows that majority of the respondents numbering 50 (90.9%) 

were males while 5 (9.1%) were females. 
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Figure 6-4: Respondents' Gender 

 

Figure 6-5 shows that majority of the companies use either mass balance 

method or security patrol teams for monitoring their pipelines. This accounts for 

the high rate of pipeline incidents in Nigeria. The survey questions made 

available to respondents included security patrol team, Aerial surveillance, 

Satellite method, Fibre Optics method, Wireless Sensor Networks (WSN), Mass 

Balance, UAV as well as Seismic and/or Acoustic sensor method.  

 

One respondent identified community surveillance method as other method they 

use since it was not included in the options. The researcher thereafter 

investigated this method through literature review and noted its merits and 

demerits. Though effective to an extent, the demerits seem to outnumber the 

merits although this was not included in the SWOT Analysis. The results of the 

survey show that no company uses WSN neither does any company use UAV, 

Satellite, Fibre Optics or Seismic and Acoustic methods in the country surveyed. 
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This underscores the need for the development of advanced monitoring 

technique such as IOPMIMS for effective pipeline surveillance and monitoring 

pipeline operators especially in developing countries like Nigeria. 

 
Figure 6-5: Pipeline Monitoring System used by Respondents' companies 

 

Figure 6-6 shows that all respondents rated the contribution of TPI to pipeline 

failure in Nigeria as either high or very high. 45 respondents (63.63%) rated TPI 

contribution as very high while 20 respondents (36.36%) rated TPI contribution 

to pipeline failure as high. No respondent rated its contribution as medium, low 

or very low signifying that its contribution is indeed very high. It could therefore 

be deduced from the survey results that TPI has the highest contribution to 

pipeline failure compared to other causes of failure in Nigeria. 
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Figure 6-6: Respondents' rating of the contribution of TPI to Pipeline failure 

 

Analysis shows that 45 respondents (81.82%) rated the contribution of Corrosion 

to pipeline failure as low while 10 respondents (18.18%) rated its contribution as 

medium as shown in Figure 6-7 below. The inference drawn from this result is 

that the contribution of corrosion to pipeline failure in Nigeria is low. 

 
Figure 6-7: Respondents' rating of the contribution of Corrosion to Pipeline 
failure 

 

The analysis also shows that 37 respondents (67.27%) rated 

material/construction defects as “Very Low” while 18 respondents (32.73%) rated 

it as “Low”. This analysis is shown in Figure 7-8 below. The inference from this 
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analysis is that contribution of material/construction defects contribution to 

pipeline failure in Nigeria is very low. 

 
Figure 6-8: Respondents' rating of the contribution of material/construction 
defects to Pipeline failure 

 

The survey results also show that 36 respondents (65.45%) rated the 

contribution of operational error to pipeline failure as “Very Low” while 19 

respondents (34.55%) rated its contribution as “Low”. This analysis is shown in 

figure 6-9 below.  The inference drawn from this result is that the contribution of 

operational error to pipeline failure in Nigeria is very low compared to other 

causes of failure. 

 
Figure 6-9: Respondents' rating of the contribution of operational error to 
Pipeline failure 
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The survey results also show that 45 respondents (81.82%) rated the 

contribution of natural disaster to pipeline failure as “Very Low” while 10 

respondents (18.18%) rated its contribution as “Low”. Figure 7-10 shows this 

analysis. It could therefore be deduced from this analysis that the contribution of 

natural disaster to pipeline failure in Nigeria is very low compared to other 

causes of failure. 

 

 
Figure 6-10: Respondents' rating of the contribution of natural disaster to 
Pipeline failure 

The respondents were also asked to identify the tasks they would expect a 

robust pipeline monitoring system to deliver. Figure 7-11 shows that 9 

respondents (16.36%) identified threat detection as a normal task of pipeline 

monitoring system. 19 respondents (34.55%) identified leakage detection as a 

task they expect pipeline monitoring system to deliver. Another 9 respondents 

(16.36%) identified risk assessment as a task they expect pipeline monitoring 

system to deliver. Five respondents (9.09%) identified determination of best 

monitoring technique as a task they expect pipeline monitoring system to deliver 

while 13 respondents (23.64%) identified determination of most likely failure 

mode as a task they expect pipeline monitoring system to deliver. 
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Figure 6-11: Respondents' identification of the expected Pipeline monitoring 
system tasks 

 

6.2  Discussion 

Taking cognizance of the primary aims of conducting this survey which is to 

validate the methodology adopted by the researcher, confirm the research gaps 

and get a view of the user requirements prompts the question “How serious is 

TPI in the oil and gas pipeline industry as experienced by the population under 

survey?” The respondents were asked to rate the contribution of TPI and other 

causes of pipeline failure to pipeline incidences. The Likert scale options 

provided contained low, very low, medium, high and very high.  

 

Figure 6-6 shows that all respondents rated the contribution of TPI to pipeline 

failure in Nigeria as either high or very high. 35 respondents or 63.64% rated TPI 

contribution as very high while 20 respondents rated TPI contribution to pipeline 

failure as high. No respondent rated its contribution as medium, low or very low 

signifying that its contribution is indeed very high. Further analysis shows that 

other causes of pipeline failure such as corrosion, operational error, material and 

construction defect as well as natural disaster were all rated low or very low. This 
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leaves no one in doubt that majority of pipeline failure in Nigeria is caused by TPI 

as earlier inferred in the literature review. 

 

This result is supported by similar survey conducted by Lawal and Ese (2012) in 

which 73 out of 100 respondents strongly agreed that the rate of pipeline 

vandalism is very high in Nigeria while the remaining 27 respondents agreed.  

Also Zems (2015) maintain that a recent study commissioned by royal 

Dutch/Shell in 2007 put the amount oil stolen each year by bunkers and vandals 

in Nigeria at between 100 million and 250 million barrels amounting to about 

US$15 billion yearly at average of US$60 per barrel. The rate has since 

increased as evident in this research study through analysis and charts shown in 

Chapter 8. 

 

In the second question where respondents were asked to identify the monitoring 

systems used in the organisations, there were nine options available. These 

include: Security Patrol Team; Aerial Surveillance; Satellite, GPS and GIS; Fiber 

Optics; Wireless Sensor Networks; Mass-Balance; UAV (Drone); Seismic or 

Acoustic Sensors; and None. This question was particularly important to enable 

the researcher to confirm if the state of the art technologies identified through 

literature review and SWOT analysis were being used. The review identified 

WSN, UAV and Satellite as the state of the art technologies with many 

advantages over other techniques. As seen in Figure 6-5 every of the 

respondent’s company uses Security Patrol Team, Mass-Balance or the 

combination of the two methods. Thus, the use of state of the art technologies 
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such as Wireless Sensor Networks, UAV, Satellite or Fiber optics is not common 

if at all it is used in Nigeria. 

 

This surely explains why the rate of pipeline failure as well as TPI is too high in 

Nigeria.  Thus, there is an urgent need to develop robust pipeline management 

and incident mitigation system to manage pipelines not only in Nigeria but across 

the globe. Following these findings, the IOPMIMS framework has been designed 

to integrate Wireless Sensor Networks, Satellite and UAV to provide real-time 

pipeline monitoring. 

 

The researcher acknowledges that the response rate to this survey is low 

however, this is expected considering the nature of respondents or focus group 

involved, subject of research, nature of contact and social climate associated 

with the research. These factors outlined by Denscombe (2010) and as 

discussed in section 5.2.1 must be considered while evaluating acceptable 

response rate. Thus, this survey involves very busy focus group in oil and gas 

industry, centres on sensitive subject, has been administered through internet 

and has been conducted in a country where freedom of speech is not at its best. 

 

More so, most similar studies have recorded responses in the same range with 

this rate (Lawal & Ese 2012) and no similar surveys to the best of the 

researcher’s knowledge has recorded response rate above 100 respondents. 

Furthermore, the researcher administered several follow up questionnaires and 

e-mails to boost the response rate. It was evident that due to the nature of focus 

group reached out, respondents were not ready to spare their time except those 
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known to the researchers or those who were referred to the researcher by 

colleagues or other respondents. 

 

It could therefore be concluded that the field study has established the following: 

(1) Third-Party Interference (TPI) is the prevalent cause of pipeline failure in 

Nigeria. 

(2) The use of obsolete and ineffective monitoring techniques contributes 

significantly to the high rate in TPI in Nigeria. 

(3) Operators identified threat and leakage detection as well as determination 

of most likely failure mode in addition to risk assessment as expected 

pipeline monitoring tasks. This implies that the three main tasks are risk 

assessment, threat and leakage detection since determination of most 

likely failure mode is inherent in each of the three tasks. 

(4) The average response time in the event of pipeline incidents is too long. 

 

6.3  Summary 

This chapter has provided some useful information needed to validate the 

methodology adopted by the researcher, strengthened the argument on the 

research gaps identified in the literature and given some vital information relating 

to user requirements needed. These user requirements as discussed in chapter 

8 are crucial to developing robust pipeline management and incident mitigation 

system to manage pipelines not only in Nigeria but across the globe. It 

established that TPI is the major cause of pipeline failure in Nigeria while 

confirming the need for pipeline monitoring system that could detect leakage, 

threat, determine most likely failure mode and best monitoring method as well as 

conduct risk assessment.  



170 
 

 

Although the response rate obtained from the survey could be considered low, 

analysing various factors that contributed to the low response rate and 

comparing with similar studies justifies the response rate and proves the number 

adequate. Moreover, the survey result does not affect the models and 

frameworks developed in this research since the survey was neither directly 

used to develop the models nor the frameworks. 

 

Moreover, since the exploratory sampling and the purposive sampling are used, 

the researcher just needs enough informative samples to provide adequate 

information necessary for quality research. This chapter therefore sets the stage 

for the researcher’s work in designing a pipeline management system and 

modelling pipeline risk as seen in the rest of the chapters. 
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CHAPTER 7: SYSTEM DESIGN AND FRAMEWORK 

DEVELOPMENT 
 

7.0 Introduction 
 

Chapter six presented the user requirement survey conducted which identified 

Pipeline sabotage through Third Party Interference (TPI) on oil and gas pipelines 

as a major problem in Nigeria. More so, the user requirement survey conducted 

identified three major tasks that pipeline monitoring systems should undertake 

including risk assessment, threat and leakage detection as seen in section 6.2. 

Based on the literature review and user requirement survey therefore, this 

Chapter identifies the functional and system specifications of an ideal pipeline 

monitoring system.  

 

In addition, the Chapter describes the system specification, design and 

development leading to IOPMIMS framework being proposed. The Chapter 

further presents the IOPMIMS modular layout as well as the frameworks for the 

four constituent modules including the Threat Detection, Leakage Detection, 

Risk Assessment and Advisory modules of the system. The chapter also 

describes the operations of the four modules that constitute IOPMIMS. 

 

The literature review had identified the causes of pipeline incidences and various 

methods of monitoring pipeline in the industry. The causes identified include 

corrosion, operational error, external interference (TPI), material/construction 

defects and natural disaster (see Figure 7-1). The SWOT analysis on different 

pipeline monitoring methods indicates that WSN method has great strengths and 
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opportunities over other methods. Also, UAV method according to the literature 

review is the state of the art technology for pipeline monitoring with cost and lack 

of regulations as its major weaknesses. 

 

Moreover, the survey conducted in the pipeline industry indicates that application 

of advanced monitoring methods such as WSN is not common. In view of the 

literature review and survey conducted, WSN, Satellite and UAV methods are 

integrated into the IOPMIMS framework for reliability. However, Satellite and 

UAV are made optional and their installation is dependent on the operators’ 

financial capability. 

 

More so, the literature review revealed that many factors contribute to the failure 

of pipelines. However, the modelling and variable contribution (strength) test 

conducted using R Software showed that the major factors that significantly 

contribute to pipeline failure are pipeline age, facility, landuse, pipeline diameter 

and service.  

 

7.1 System Task Identification 

The tasks to be undertaken by the system are viewed as summary of various 

tasks that different pipeline operators would like their pipeline monitoring system 

to deliver. In other words, the system tasks are designed to capture the user 

requirements. The user requirement survey conducted enabled the researcher to 

establish the key tasks for an ideal pipeline monitoring system including risk 

assessment, threat and leakage detection. In addition to these tasks, an ideal 

pipeline monitoring system should be able to advise operators on the most likely 

failure mode for each pipeline segment. Just like the task identification exercise 
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with user requirement survey, various system requirements were generated from 

the survey findings in section 7.2 to specify what users would expect from the 

pipeline monitoring system developed. Enlisted below are the user requirements. 

 

• Real-time monitoring system 

• Round-the-clock (24 hour) available monitoring system 

• Multi-agent security monitoring system (Various security agents) 

• Threat and Leakage detection  

• Risk assessment and Management 

 

Based on the literature reviewed, tasks identified and the user requirements, a 

framework was developed as shown in Figure 7-1 to guide the design, modelling 

and simulation of the IOPMIMS being proposed. The literature review conducted 

identified five causes of pipeline failure including corrosion, operational error, 

external interference (TPI), material/construction defects and natural disaster.  

Among these, external interference (TPI) is the most crucial factor and of special 

interest to this research. The research is therefore designed to investigate TPI. 

 

Furthermore, various factors that affect TPI were investigated and five factors as 

highlighted in golden colour in Figure 7-1 were chosen to model the pipeline 

failure mode detection. During the system modelling in machine learning 

algorithms with R software, a lot of factors were initially used, but variable 

contribution (strength) test was subsequently carried out to determine which 

factors have significant effects.  In other words, these factors are adequate for 
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modelling the threat detection module of IOPMIMS. The bottom layer of Figure 

7-1 shows the facilities that could be used to realise each module of IOPMIMS. 

 

 

Figure 7-1: Conceptual Framework for IOPMIMS 

 

7.2 System Specification 

The system requirements outline the features of the system that would enable 

the system to actualise the user requirements.  The system requirements 

considered in this research are subdivided into two main categories including the 

functional and non-functional requirements. 

Functional Requirements 

There are four factors that were considered in developing the functional 

requirements with a view to actualise the user requirements as listed below: 
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➢ What will the system do?  

➢ When and how will this be done? 

➢ Are there different modes of operation? 

➢ What are the appropriate reactions to different stimuli 

What the system will do 

The answer to this question could be seen in the following chapter (Chapter 10) 

where the four tasks of IOPMIMS are discussed including threat detection, 

leakage detection, risk assessment/management and advisory tasks.  Readers 

are therefore referred to chapter 10 for details of IOPMIMS tasks. 

 

When and how these tasks will be done 

As stated in section 7.1, IOPMIMS will provide real-time monitoring service, day 

and night (24 X 7 days)/week. The main functions of IOPMIMS will therefore 

include input, processing and output of data, environment monitoring/sensing, 

system control, recovery/fault management of pipeline related incidences and 

data storage. 

 

Different modes of operation 

The IOPMIMS could operate in automatic as well as semi-automatic mode. In 

the automatic mode, the system gets inputs from various sensors processes the 

data to gives output.  The semi-automatic mode however, involves at least one 

or more inputs from users which the system processes to deliver output. The 

nature of outputs obtained from each module is discussed in chapter 10. 
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Appropriate reactions to different stimuli 

In the event of a positive stimulus that triggers the system, IOPMIMS reacts by 

sending message alerts and notifications to stakeholders concerned. Depending 

on the gravity of the incident, several other options could be initiated such as 

control valve shutdown and drone deployment. 

 

Non-functional Requirements 

The non-functional requirements are sometimes referred to as the Quality of 

Service (QoS).  Factors considered in the QoS for the system include: 

❖ Performance 

❖  Usability and Human Factor 

❖ Security 

❖ Availability and Reliability 

❖ Maintainability 

❖ Precision and Accuracy 

❖ Cost and Delivery Time 

 

Performance 

It was imperative that IOPMIMS is built to deliver quality pipeline monitoring 

without any lagging or skipping while streaming video to the base station. The 

design notes that video transmission and data fusion are resource intensive 

operations. As such, the system specifications and sensor selections as found in 

the Appendix G have been built to good standard. 
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Usability and Human Factor 

IOPMIMS has been designed to ensure that the system is user friendly by 

ensuring that the front end or the user input form for the risk assessment module 

is as simple as possible. In terms of the threat and leakage detection modules, 

the processes are designed to be automated requiring no user inputs. The use of 

Decision Support System (DSS) ensures that the users perform minimal 

monitoring. 

 

Security 

Security issues are addressed in IOPMIMS by using encryption system on 

transmitted data and firewall at the base station to ensure that there is no 

unauthorised access to the system. Moreover, Waspmote sensors have 

enclosures that are water tight and could be buried in the ground to disguise 

them and avoid identification by adversaries. 

 

Availability and Reliability 

IOPMIMS is designed to maintain constant availability by using solar powered 

batteries as obtainable in Waspmote sensors. Also, further research is 

necessary to find out how enocean wireless technology as discussed in section 

4.4.3.5 can be used to provide constant power supply to the system. Reliability is 

an important feature considered in IOPMIMS and this was address using well 

tested sensors such as Waspmotes and LOTUS. Also, the monte-carlo 

simulation and sensitivity analysis performed in chapter 11 ensures that the risk 

assessment module is reliable. 
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Maintainability 

Maintainability is an important feature of any system to ensure continued 

operation and services of the system. The use of dynamic configuration model 

(Appendix G) in the threat and leakage detection modules ensures that the 

system provides redundancies and gives room for easy replacement of faulty 

modules leading to adequate maintenance. Furthermore, the use of multiple and 

varieties of interfaces on the sensors (Appendix G) means that different 

technologies could be integrated, and future technologies imbibed into the 

system. 

 

Precision and Accuracy 

This design ensures that IOPMIMS delivers precise and accurate results using 

GPS enabled sensors as obtainable in Waspmotes and LOTUS sensors. Thus, 

detected threats and leakages are reported with accurate and precise locations 

along the pipelines. Moreover, the precision and accuracy of the risk assessment 

model has been tested and confirmed not only using the monte-carlo simulation 

and sensitivity analysis but also using real statistical pipeline data to validate the 

model. 

 

Cost and delivery time 

IOPMIMS is designed to compete favourably with any pipeline monitoring 

system in terms of cost. Wireless sensors method of pipeline monitoring is a 

cost-effective method from the SWOT analysis conducted in chapter 4. The most 

expensive aspect of IOPMIMS is the UAV system and IOPMIMS is designed in 

such a way that the use of UAV is entirely optional depending on the financial 
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capability of users as the system can function properly without UAVs. The 

delivery time is very important in projects and IOPMIMS is designed to be 

installed in two major phases, the wireless sensor installation and the UAV 

installation. It is important that a reasonable time is given after the wireless 

sensor network installation to allow for adequate preparations for UAV 

installation. 

 

7.3 System Architecture and Composition 

The hardware aspect of IOPMIMS comprises the threat detection and the 

leakage detection modules. Moreover, the research is narrowed down to threat 

detection which is the major challenge as evident from the survey conducted. It 

is therefore very important that different scenarios through which oil thieves, 

saboteurs and vandals could attack the oil pipelines are captured.  This will 

enable designers to consider all the situations that are likely to occur and put 

appropriate measures in place to address those situations. These measures 

could be in the form of physical hardware such as sensors or in form of 

algorithms that could trigger other sensors once the conditions set are met. 

Before the discussion on the use case scenarios, it is worth highlighting the two 

major ways through which pipelines are attacked especially in Nigeria. 

 

Hot Tapping: Hot tapping is the process of making a branch connection to a 

pipeline whilst it is still having its liquid content flowing through it.  A rubber hose 

is then inserted into the oil-gushing hole and clamped with a valve.  When the 

thieves finish, they close the valve which could be used for subsequent 

consignment. 
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Cold Tapping: This method is used when oil bunkering gangs blow up a 

pipeline with the aid of dynamite or any other explosive, ensuring the pipeline is 

out of use long enough for them to attach their spur pipeline. For this method to 

be effective therefore, the oil thieves must have a fore knowledge of when the 

relevant oil company shuts up supply to the pipeline.  Attempts to blow up 

pipeline while the oil supply is on-going usually results in fire outbreak. 

The different USE CASE Scenarios to be considered include: 

(a) General Use Case  

(b) Above-Ground Pipelines 

(i) Attackers with Dynamite/Other Explosives (Vandals) 

(ii) Attackers with Vehicles/Tankers and Drills (Thieves/Bunkerers) 

(c) Under-Ground Pipelines 

(i) Attackers with Diggers and Drills 

(ii) Attackers with Excavators and Drills 

 

Case 1: General Use Case Scenario 

The basic event flow of the general Use Case scenario is depicted in the 

diagram shown in Figure 7-2 below. The general expectation is that when an 

attacker approaches the vicinity of the pipeline, the motion sensor detects that 

there is an intruder and sends an alert to the base station. The base station then 

sends a recording command to the video camera which then starts video 

recording with onward transmission of the event to the base station. However, if 

the system administrator is available and is watching the video, he could tell 

instantly whether the event taking place is a serious threat to the pipeline. He 

could instantly categorise the threat and relevant alerts will be sent to escalate 
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actions to avert the incident. On the other hand, in place of the system 

administrator monitoring the event, the system could use some algorithms based 

on some trained clips to categorise the events. A Decision Support System 

(DSS) is recommended to actualise this task. 

 

Figure 7-2: General Use Case Diagram for IOPMIMS Threat Detection Module 

 

Case 2: Attackers with Dynamite/Other Explosives (Vandals) 

Description: This Use Case describes how attackers with Dynamite/Other 

Explosives (Vandals) are detected and alerts generated.  

Actors:  

1) Vandals/Thieves 



182 
 

2) System Administrator 

3) Security Officers 

Precondition: 

The wireless sensor network is active and functional 

Basic Flow of Events: 

1. The use case starts when an attacker/vandal walks down and approaches 

the pipeline. 

2. Seismic sensors detect sounds of people walking 

3. Detected sound signal from seismic sensor is sent to the base station 

4. Motion Sensors detect the motion 

5. Motion sensor generated signal is transmitted to the base station to indicate 

the presence of intruders 

6. The Base station sends a video command to the camera 

7. The Camera gets the command from the base station and starts video 

recording 

8. The video being recorded by the camera is transmitted to the base station 

9. Video Analysis is done at the base station to ascertain the nature of ongoing 

activity 

10. Threat level classification is done if the event reported is a threat to the 

pipeline 

11. Alert is generated as necessary by the Decision Support System and 

adequate mitigation measure determined 

12. Alerts are sent to the security officers for updates and necessary actions 
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Case 3 (a): Attackers with Vehicles and Drills (Thieves/Bunkerers) 

Description: This Use Case describes how attackers with Vehicles/Tankers and 

Drills (Thieves/Bunkerers) attacking above-ground pipelines are detected and 

alerts generated by the IOPMIMS system. The basic event flow for this Use 

Case as outlined below is depicted in Figure 7-3. 

Actors: 

1) Vandals/Thieves in vehicle with containers 

2) System Administrator 

3) Security Officers 

Precondition: 

The wireless sensor network is active and functional 

Basic Flow of Events: 

1. The use case starts when the vehicle is driven towards or approaches the 

vicinity of the pipeline 

2. Seismic sensors detect sounds of the moving vehicle 

3. The detected signal is transmitted to the base station 

4. As soon as the vehicle is parked, the signal transmission stops 

5. People start walking towards the vicinity of the pipeline from the car 

6. Seismic sensor and motion sensor detect signals and transmit same to 

the base station 

7. Base station sends a video command to the camera 

8. The Camera gets the command from the base station and starts video 

recording 

9. If drilling starts, the seismic sensor picks the signal and transmits same to 

the base station 
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10. The video being recorded by the camera is transmitted to the base station 

11. Video Analysis is done at the base station by the DSS to ascertain the 

nature of activity 

12. Threat level classification is done if the event reported is a threat to the 

pipeline 

13. Alert is generated as necessary by the Decision Support System (DSS) 

and adequate mitigation measure determined 

14. Alerts are sent to the security officers for updates and necessary actions 

Alternative Flow: 

11 (b):  If the system administrator is available, the system administrator could 

use his initiative to analyse the video and on confirming threat, assign threat 

level.  

 

 

Figure 7-3: Attacker with Vehicle Use Case for IOPMIMS 
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Case 3 (b): Attackers with Vehicles and/or Tankers and Drills 

(Thieves/Bunkerers) 

Actors: 

1) Vandals/Thieves in vehicle  

2) Vandals/Thieves in Tanker 

3) System Administrator 

4) Security Officers 

 

Precondition 

The wireless sensor network is active and functional 

Basic Flow of Events: 

1. The vehicle and the tanker approach the vicinity of the pipeline 

2. The seismic sensor picks the signal of the moving vehicles 

3. Seismic sensor transmits the moving vehicle signal to the base station 

4. If the vehicle is parked, the signal transmission stops 

5. Tanker proceeds closer to the pipeline 

6. People who came out from the vehicle walk down towards the pipeline 

7. Seismic sensor and motion sensor starts capturing the two movement 

8. Following the motion sensor signal, video recording command is sent to 

the camera 

9. The cameras start video recording and transmission to the base station 

10. Drilling might start, and the seismic sensor start picking the vibration and 

transmitting to the base station 

11. Event flow numbers 11 through 14 as in “case 2” are then repeated  

Alternative Flow: 
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4 (b) The two vehicles (both the vehicle and the tanker) might proceed to the 

point of operation very close to pipeline in which case, the seismic sensor 

and the motion sensor will be sending signal to the base station. 

 

Case 4: Attackers with Diggers and Drills 

Actors 

1. Attackers / Thieves with diggers and drills 

2. System Administrators 

3. Security officers 

Precondition: 

The wireless sensor network is active and functional 

Basic Flow of Events: 

1. The people walk down towards the pipeline 

2. Seismic and motion sensors pick signals and transmit them to the base 

station. 

3. Video recording command is sent to the video camera 

4. Video camera start recording the event and transmitting back to the base 

station. 

5. On getting to the pipeline, digging starts and video camera as well as 

seismic sensors report this 

6. Drilling starts and the two sensors: camera and seismic sensors capture 

and transmit this 

7. Event flow numbers 11 through 14 as in “case 2” are then repeated 
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Case 5: Attackers with Excavators and Drills 

Three sub-cases or options ensure in this situation: 

(a) The gang have another vehicle and/or tanker with them 

(b) The gang have only the Excavator and Drills 

(c) The gang have the Excavator and Drills with few other people on foot 

Case 5(a) Threat Detection of Gang with Excavator (s), vehicle, Drills 

and/or tanker. 

Actors: 

1. Attackers / Thieves in Excavators 

2. Attackers / Thieves in Vehicles 

3. System Administrators 

4. Security officers 

Precondition: 

The wireless sensor network is active and functional 

Basic Flow of Events:  

1. The Excavator(s) and the vehicle(s) are driven towards the pipeline 

2. The seismic sensor detects this and transmits this signal to the base station 

3. The base station sends recording command to the cameras 

4. Video recording is started as well as transmission to the base station 

5. The seismic sensors continue as they get to the pipeline and start excavations 

but     the motion sensor might stop if there is no more movement 

6. Drilling might start, and the seismic sensor detects and transmits this signal as 

well 

7. Video analysis and data fusion is done and the DSS confirms threat and 

assigns threat level 
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8. Alert is generated as necessary by the Decision Support System (DSS) and 

adequate mitigation measure determined 

9. Alerts are sent to the security officers for updates and necessary actions 

 

As the Excavator(s) and the vehicle(s) approach the vicinity of the pipeline, the 

seismic sensors pick the signals.  Here, it is expected that the sound of the 

Excavator should be different from that of the vehicle; therefore, there should be 

some difference in the signal characteristics.  However, if this cannot be 

specifically differentiated, an indication that there are separate vehicles 

approaching could be enough at least.  It is thereafter expected that the vehicle 

would stop at some point and the Excavator continues to where the pipeline is 

located before it starts excavation.   

 

On the alternative, both the vehicle(s) and the excavator(s) could proceed to the 

location of the pipeline if the area is accessible to vehicles.  Moreover, once they 

are at the vicinity of the pipeline, the motion sensors should be able to trigger the 

camera for video recording. Once the video recording resumes, the Decision 

Support System (DSS) should be able to use this to confirm if this is a real threat 

or not.  This confirmation comes from the activities taking place around the 

pipeline.  For real threat to pipelines, it is expected that digging should take place 

once the gang is around the pipeline area.  Drilling is also expected to take place 

after the digging or excavation. 
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Case 5 (b) Threat Detection of Gang having only the Excavator and Drill 

Actors: 

1. Attackers / Thieves in Excavators 

2. System Administrators 

3. Security officers 

Precondition: 

The wireless sensor network is active and functional 

 

Basic Flow of Events:  

1. The Excavator(s) are driven towards the pipeline 

2. The seismic sensor detects this and transmits this signal to the base station 

3. As the Excavator approaches the pipeline, the motion sensor detects this 

motion and sends signal to the base station 

4. The base station sends recording command to the cameras 

5. Video recording is started as well as transmission to the base station 

6. The seismic sensors continue as they get to the pipeline and start 

excavations, but the motion sensor might stop if there is no more movement 

7. Drilling might start, and the seismic sensor detects and transmits this signal as 

well 

8. Video analysis and data fusion is done and the DSS confirms threat and 

assigns threat level 

9. Alert is generated as necessary by the Decision Support System (DSS) and 

adequate mitigation measure determined 

10. Alerts are sent to the security officers for updates and necessary actions 

Alternative Flow: 
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8 (b) The System administrators could analyse the video and decide on the best 

threat level to assign 

In this scenario, the few gang involved could come in the Excavator, so the 

seismic sensor is expected to pick the signal without stoppage until they get to 

the area surrounding the pipeline.   On approaching the vicinity of the pipeline, 

the motion sensors detect the presence of the Excavator and trigger the video 

recording.  Again, with this, and previous series of events, the Decision Support 

System confirms if this is a real threat or not. 

 

Case 5 (c) Threat Detection of gang having Excavator and Drills with other 

people on foot.  

Actors: 

1. Attackers / Thieves in Excavators 

2. Attackers / Thieves on foot 

3. System Administrators 

4. Security officers 

Precondition: 

The wireless sensor network is active and functional 

1. The Excavator is driven towards the vicinity of the pipeline 

2. The rest of the gang walk down towards the pipeline on foot 

3. The seismic sensors detect the signals and transmits same to the base 

station 

4. Motion sensors detect signal and transmit same to the base station as 

well 

5. Video recording command is sent to the cameras 
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6. Video recording starts as well as transmission to the base station and 

other subsequent processes follow. 

 

In this instance, the seismic sensor is expected to detect two different signals: 

one for the Excavator and the other for people walking on foot.  The signal could 

be picked simultaneously or one after the other.  Again, once these get to the 

vicinity of the pipeline, the motion sensor triggers the video recording and the 

DSS confirms whether this is a real threat or not using the activities around the 

pipeline. 

 

 7.4 Neural Network Model 

The Decision Support System (DSS) is an important part of the IOPMIMS that 

helps to determine if an envisaged threat or leakage is real to avoid false alarm. 

Its inputs comprise the sensor signals from various sensors including motion 

sensors, video, seismic and acoustic sensors which are fused together and 

mined for final system decision. These types of decision are always taken with 

the aid of machine learning algorithms. There are many machine learning 

algorithms in existence, but their performances vary in terms of accuracies and 

speed depending on the type of data and the nature of tasks. Following the 

literature review and software study, three machine learning algorithms were 

used to model the system to determine which one gives the best performance for 

DSS development. The three algorithms used for modelling include, Neural 

Network (NN), Support Vector Machine (SVM) and Decision Tree (DT). 

 

The neural network model could be implemented using three functions in R 

including “neuralnet”, “nnet” and “multinom”. This thesis has only discussed two 
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of these functions including “neuralnet” and “multinom” as seen in the next two 

sub-sections. The pipeline data from CONCAWE website were used to model 

the IOPMIMS system to see how the system could predict the failure mode of 

pipelines based on historical data provided (Appendix C).  

 

A total of 524 observation data entries were initially obtained from the said 

website but this reduced to 393 data entries after data cleansing. The clean data 

was divided into two in the ratio of 3:1. The resulting datasets were used as 

training data and testing data and had 75% and 25% of the clean dataset 

respectively. This means that the training dataset had 295 data entries while the 

testing dataset had 98 data entries or observations. A cross-section of the 

pipeline dataset used for training the model is shown in Figure 7-4 below while 

the raw data obtained from CONCAWE is shown in Appendix C in this thesis.  

 

Based on the literature review and other background work, it was evident that 

five major factors in the data influence, or determine the cause (mode) of failure 

of pipelines. These factors include pipeline diameter, type of fuel transported 

otherwise known as service, location otherwise known as facility, age and land-

use.  The mode of pipeline failure was used as the system output.   
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Figure 7-4: Cross-section of cleaned-up training data for IOPMIMS modelling 

 

The data were formatted with pipeline diameter and age in the “integer” data 

type while the service, facility and land-use parameters were in the “factor” data 

type as shown in Figure 7-5 below. The “factor” data types are used to store 

categorical variables and vectors in R language. 

 

Figure 7-5:Cross-section of data structure (type) for IOPMIMS modelling 
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7.4.1  The neuralnet function of Neural Network (NN) model 

The neural network model could be built with the neuralnet function. Neuralnet 

function is used to train neural networks using backpropagation (BP), resilient 

backpropagation (RPROP) with (Riedmiller, 1994) or without weight backtracking 

(Riedmiller and Braun, 1993) or the modified globally convergent version 

(GRPROP) by Anastasiadis et al. (2005). The function allows flexible settings 

through custom-choice of error and activation function. The error function could 

be sum of squared error (sse) or cross-validation (ce) error while the activation 

function could be logistic or hyperbolic function.  Neuralnet function uses BP 

algorithm by default but could be set to RPROP, or GRPROP.  

 

The neural network model built with the neuralnet function could be constructed 

with the code: 

➢ nn1 = neuralnet(category~pipedia+service+facility+age+landuse, data = 

traindata1, hidden = 2, err.fct="sse", linear.output = FALSE) 

 

The R code seen above builds a neural network model called “nn1” with the 

“neuralnet” function. The model has an output called category with five inputs 

“pipedia, service, facility, age and landuse”. The model has been plotted with the 

command “plot (nn1)” to give the diagram presented in Figure 7-6 below. 
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Figure 7-6: Neural Network model with one hidden layer and five input neurons 

 

7.4.2  The multinom function of Neural Network (NN) model 

The neural network model was thereafter built with the multinom function. The 

syntax used to build neural network model using the multinom function is shown 

in figure 7-7 below. The first line of the syntax sets the reference level of the 

output “category” as “1”. This serves as a point of comparison for the rest of the 

four output values “2 to 5”. The second line of the syntax builds a neural network 

model named “mymodel” by calling the function multinom, setting the output of 

the function as category and listing the input variable after the “~” symbol with 

training data as “traindata1”. The third line of the syntax builds a confusion matrix 

for the model while the fourth line calls up the confusion matrix. The last two 

lines show that that the model predicted the new data with an accuracy of about 

63%. This is much below the accuracy obtained using SVM as seen below. 
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Figure 7-7: Syntax for building IOPMIMS neural network model 

 

7.5 The Support Vector Machine (SVM) model 

Sequel to our prologue in section 7.4, the same set of data, here named 

“traindata” was used to build the Support Vector Machine (SVM) model. The first 

line of Figure 7-8 calls up the “e1071” package which contains the SVM function. 

The second line builds the SVM model with “category as the output and five 

other inputs. The third and fourth line executes the prediction and builds the 

confusion matrix for the test data respectively.  The last line shows that the 

accuracy of the SVM model is about 91.2% which is much higher than the neural 

network model analysed above. 
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Figure 7-8: Syntax for building IOPMIMS SVM model 

 

7.6 The Random Forest (Decision Tree Model) 

Random Forest is a collection or ensemble of decision trees. A decision tree is 

built using the whole dataset considering all features, but in random forests a 

fraction of the dataset (number of rows) are selected at random and a few 

features are selected at random to train on and a decision tree is built on this 

subset. Likewise, many decision trees are grown, each will probably have a 

different subset since it is being randomly selected and hence each decision tree 

will be different, and each tree will vote for a class and the class which gets 

maximum number of votes is the predicted class.  

 

The name “Random Forest” reflects the idea that just like a forest, various trees 

(decision trees) constitute the random forest while the term random indicates 

that constituent decision trees are selected at random. To implement “Random 

Forest”, the package “caret” is installed and called using the syntax library 
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(caret). Figure 7-9 shows the implementation of Random Forest model in this 

study. The first line builds a random forest model called “rFst” with output 

“category” and five inputs, (pipedia, service, facility, age and landuse). The 

training data used for this model is traindata1. The last two lines call the model, 

and this runs the model. The error rate is reported as 41.36% in the last line 

before the confusion matrix, therefore the accuracy could be gotten as the 

difference between 100% and 41.36% giving 58.64% or 59% when rounded off. 

 

 

Figure 7-9: Syntax for building IOPMIMS Random Forest model 

 

7.7 IOPMIMS Framework Design and Development  

IOPMIMS is a system design that integrates not only hardware and software but 

also the best monitoring techniques, leveraging on their individual strengths to 

provide effective surveillance, monitoring and risk assessment of pipelines for 

incident mitigation. The system comprises four modules including Threat 

Detection, Leakage Detection, Risk Assessment and Advisory modules. It has 

application software designed to be installed in computers and other mobile 

devices. The IOPMIMS system layout showing the outputs of the four modules is 

depicted in Figure 7-10.  
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The first two modules get their inputs from a network of integrated hardware and 

their positive outputs generate alerts that trigger text messages and e-mails to 

security services and concerned stakeholders. The third module makes use of 

data inputted into the system and / or resultant historical data from the first two 

modules while the fourth module offers advice on pipeline management 

strategies based on trends of past pipeline events. 

 

 

Figure 7-10: IOPMIMS Modular Layout 

 

The system hardware architecture for threat detection and leakage detection 

modules are comprised of Unmanned Aerial Vehicle (UAV), wireless sensors, 

wireless cameras, motion sensors, pressure sensors and flow sensors (meters).  
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7.8 IOPMIMS System Integration 

The application software aspect of IOPMIMS has been designed to integrate the 

four modules enabling them to interact and share information. Once IOPMIMS 

has been installed as application software in a PC or other mobile devices, users 

can navigate through different windows (or web pages since IOPMIMS is internet 

ready). The system integration and possible navigation routes of the system is 

shown in Figure 7-11 below. There is information flow horizontally across the 

four modules as each module can fetch data from a database designed for 

another module. For instance, “detection history database” is designed for threat 

and leak detection modules but could be assessed by either risk assessment or 

advisory module using the “Get Advice tab”. There is also information flow 

vertically downwards for each module of the system. 

 

Figure 7-11: IOPMIMS System Integration flowchart 
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7.9 The Threat Detection Module 

The threat detection module is designed to make use of IOPMIMS WSN nodes 

that contains motion, seismic and acoustic sensors which could detect the 

presence of intruders around the pipeline (See Figures 7-12 and 7-13). The 

acoustic sensor is also used for the leakage detection module to detect leakages 

that are not caused by TPI on the pipelines. 

 

Figure 7-12: Conceptual Framework for IOPMIMS Threat Detection Module 

 

The various modes of operation of the threat detection module has been 

discussed in section 7.3. On detecting the presence of an intruder, video 

recording is activated. Captured video clips are uploaded directly to the internet 

for easy retrieval at the base station. At the base station, the DSS analyses the 

video and confirms if there is real threat to the pipeline. Finally, a threat alert is 

sent out to various security agents and other stakeholders in the event of 

positive output. Alternatively, a positive output is used to trigger a UAV (Drone) 

system equipped with autopilot and GIS route map for immediate actions.  
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The Mobile Detection Assessment and Response System (MDARS) is a system 

with which a drone navigates its way to a destination with the ability to detect 

and respond to obstacles on its route. The threat detection module is designed 

to operate as a proactive system. This ensures that threats are detected at 

ample time before incidents on the pipeline thereby minimising product loss and 

environmental disaster. 

 

Figure 7-13: IOPMIMS Threat Detection Module Architecture 

 

7.10 The Leakage Detection Module 

The leakage detection module makes use of acoustic sensors, pressure point 

analysis and / or real-time transient model (RTTM) to detect leakages along the 

pipelines. On leakage detection, signals are sent off to the base station and 

depending on the level of incident, alerts are sent off to concerned stakeholders 

and / or control valve shutdown. A conceptual layout of the use cases, 

components, interfaces and control system components of the Leakage 

detection module is shown in Figure 7-14 below. 
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Figure 7-14: Conceptual Framework for IOPMIMS Leakage Detection Module 

 

7.11 The Risk Assessment Module 

The risk assessment module is designed to assess the risk of any pipeline 

section based on the model presented in chapters 8 and 9. It takes input data 

from users and gives an output specifying the level of pipeline risk in a coloured 

chart designed to facilitate easy comparison of segments. It also recommends 

necessary actions to be taken by the operators or stakeholders. The framework 

for the risk assessment module of IOPMIMS is depicted in figure 7-15 below. 

The model presented is implemented in excel spreadsheet and the output is 

designed using Visual Basic codes.  It is user friendly and the QRA model 

developed in form of flow chart as shown in the next Chapter in Figure 8-1 would 

enable easy transformation to any programming language.   
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Figure 7-15: Framework for IOPMIMS risk assessment module 

 

7.12 The Advisory Module 

The advisory module provides advice and recommendations to pipeline 

operators and stakeholders based on pipeline data provided, or historical data 

available.  Pipeline operators and stakeholders might want to decide on the best 

monitoring system to be deployed or the best risk assessment measure 

applicable to a certain pipeline segment. In this instance, IOPMIMS uses the 

pipeline database to check the segment details such as installation type and 

determine the most likely failure mode using other pipeline data before 

recommending the best monitoring system.  

 

More so, based on the nature of action requested of the advisory module, 

IOPMIMS can trigger a task in the risk assessment module for instance to 

assess pipeline risk so that decision could be made based on the segment risk 

level. Other tasks that could benefit from the informed decisions available 
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through IOPMIMS include comparison of different pipeline segments to prioritise 

them according to their risk levels. 

 

Two main tasks undertaken by the advisory module include the use of compute 

function to compute (1) the most likely failure mode and (2) the risk index of a 

pipeline segment.  When computing the most likely failure mode, IOPMIMS uses 

the SVM algorithm discussed earlier in this chapter to predict the failure mode of 

the segment. Based on this computed value, the system recommends the best 

monitoring system. On the other hand, IOPMIMS uses the model developed in 

chapter 8 to calculate the risk level of pipeline segments. With this calculation, 

segments can be prioritised using their risk levels and best risk mitigation 

measure recommended. 

 

7.13  Summary 

Based on the user requirements which is invariably the survey conducted for the 

research, this chapter identifies the need for a pipeline management system that 

could detect threats, leakages as well as assess pipeline risks and advise 

operators as necessary. Various Universal Modelling Language (UML) Use 

Cases described in this chapter will enable developers to develop systems that 

could be used to manage TPI on pipelines. The development of the UML Use 

Cases is the realisation of objective number 4 in section1.4. Furthermore, the 

modelling done in this chapter shows that SVM machine learning algorithm gives 

the best performance of about 91.2% in terms of accuracy for predicting pipeline 

mode of failure or threat detection. The Neural Network algorithm has less 

prediction accuracy of 63% than SVM but performs better than Decision Tree 

which has accuracy of 59%. 
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In this chapter, the IOPMIMS modular layout and other frameworks of the 

different sub-modules have been developed thus realising objectives number 2 

and 3 in section 1.4. The chapter discussed the mode of operations of various 

IOPMIMS sub-modules. Also, various components and inputs as well as the 

outputs to each module have been shown.  
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CHAPTER 8: MODEL DEVELOPMENT FOR 

QUANTITATIVE RISK ASSESSMENT OF NIGERIAN OIL 

AND GAS PIPELINES 
 

8.0 Introduction 
 

Chapter eight of this thesis dwelt on the system design and architecture of 

IOPMIMS. It discussed the system and user requirements of the proposed 

system aimed at mitigating TPI. TPI has been on the increase across the world 

and is common in the Middle Eastern, African and Asian countries (Hopkins 

2008). The economic, health and safety as well as environmental impacts on 

these nations are substantial.  

 

For instance Nigeria with a maximum crude oil production capacity of 2.5 million 

barrels per day, was once ranked globally the sixth largest oil producing country 

(NNPC 2016). However, owing to persistent TPI, aged and poorly maintained oil 

pipelines, Nigeria is presently the thirteenth largest oil producing country in the 

world (EIA 2016). Managing the integrity of pipelines in order to ensure incident 

free operation is the primary goal of pipeline operators Kong (Malamud 2012). 

However, it is vital that risk assessment models and policies that reduce the 

climate that encourages TPI are developed. 

 

The challenge is therefore, how to manage pipeline integrity with a view to 

ensuring incident free operation especially in a multi-faceted threat environment 

like Nigeria. To meet this challenge, it is proposed that a more credible pipeline 

IM plan that assesses risks using Quantitative Risk Assessment (QRA) models 
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developed in this research is used. In dealing with this question, we refer to the 

PHMSA’s electronic code of the USA Federal Regulations (e-CFR 49) document 

(PHMSA 2016a). The document rightly asked, “What program and practices 

must operators use to manage pipeline integrity?” Among the six procedures 

stipulated to manage pipeline integrity, it is evident that the first five elements are 

on risk assessment while the sixth element is on risk control. Thus, risk 

assessment is a sine-qua-non of pipeline integrity management. Therefore, this 

was the motivation for development of risk assessment model for Nigerian oil 

and gas pipeline incident mitigation. 

 

This chapter presents a risk assessment model to standardise pipeline risk 

assessment and eliminate common problem of misclassification of pipeline risks.  

The new model developed is integrated into the IOPMIMS framework described 

in chapter 7. 

 

8.1 Quantitative Risk Assessment Model Development 

The QRA model shown in Figure 8-1 was used in conducting the risk 

assessment. The first phase which is the qualitative risk analysis was conducted 

by identifying the models used for different stages of risk assessment like 

Hazard Identification (HAZID), and ASME B31 standards. The risk assessment 

flowchart (highlighted in orange box), an excerpt of IM Plan Process (Figure 8-2) 

as specified by ASME/ANSI B31.8 (Malamud 2012) was used for risk 

assessment. This phase also involved collecting and reviewing data to ensure 

accurate and relevant data. In this phase, secondary data analyses were 

conducted to determine the mode of pipeline segmentation to aid risk 
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assessment. Consequently, pipelines were segmented according to 5 different 

regions. 

 

The quantitative risk analysis phase involved the calculation of PoF and CoF 

(section 8.3). This comprises of PoF and CoF estimation for various threats to 

pipelines. The third phase known as risk evaluation involves computing relative 

risk to give numerical value or generating charts like risk matrix, F-N curve and 

risk Rader chart to give a visualisation of risk. Finally, the last phase, risk control 

and mitigation involve making informed decisions for effective pipeline risk 

management. 
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Figure 8-1: QRA Model. 
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Figure 8-2: IM Plan Process Source: (Malamud 2012). 

 

8.2  Model Implementation/Case Study 

The qualitative analysis of the model was implemented by segmenting the 

Nigerian pipeline system into five segments to reflect the regions where the 

pipelines are located. Subsequently, various threats were identified, and 

statistical data collected for each segment. 

 

8.2.1  Segmentation of Nigerian Pipelines 

The 5001km of Nigerian pipeline comprises nine systems which have been 

conscripted into five segments to match the regions where they are installed as 

seen in Table 8-1 below. The segmentation modality was chosen in line with the 

geographical locations for better analysis. This would enable the 

recommendations to be given based on various regions and would enable 

regional risk comparison of pipelines. 
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Table 8-1: Segmentation of Nigerian Pipelines 

Segment/Region 
System 
Code/Name Segment Constituents 

Warri 1. System 2A Warri-Benin-Ore-Mosimi 

 
2. System 2AX Auchi – Benin 

 
3. System 2C Escravos – Warri – Kaduna (Crude lines) 

 
4. System 2CX (a) Enugu – Auchi (interconnection).  

 
4. System 2CX (b)Auchi – Suleja – Kaduna.                            

 
4. System 2CX (c) Suleja – Minna 

Mosimi 5. System 2B (a)  Atlas Cove – Mosimi – Ibadan – Ilorin  

  
(b)  Mosimi – Satellite (Ejigbo in Lagos) 

  
(c)  Mosimi – Ikeja  

Kaduna 6. System 2D (a)  Kaduna – Zaria – Kano – Zaria–Gusau  

  
(b)  Kaduna – Jos – Gombe  

Gombe 7. System 2DX Jos – Gombe– Maiduguri  

Port Harcourt 8. System 2E PH – Aba – Enugu – Makurdi 

 
9. System 2EX PH – Aba –Enugu – Makurdi – Yola 

 

8.2.2  Hazard / Threat Identification 

Credible risk assessment requires proper planning and is often time consuming 

when it is done to good standard. In accordance with the IM Process, all possible 

threats to the pipeline systems are identified. Threat identification was carried 

out systematically using the nine threat categories and the 22 root causes 

checklist as outlined by the Pipeline Research Committee International (PRCI). 

Each possible threat falls into one of the three major threat categories namely:  

• time-dependent (external corrosion, internal corrosion, stress corrosion 

cracking);  

• stable (manufacturing related defects, welding / fabricated related defects, 

equipment);  

• time-independent (third party-mechanical, incorrect operational procedure 

or weather related and outside forces).  
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8.2.3  Data Gathering and Reviewing 

Having identified prevalent threats to pipelines in Nigeria, there is a need to use 

historical pipeline data to implement the model developed. As explained earlier 

in chapter six, three sets of data were collected for this research study following 

literature review. These different sets of data were necessary to achieve different 

objectives of the research. The survey data was for framework development. 

The data from CONCAWE database was used for modelling while the 10 years 

historical/statistical pipeline data from Nigeria was used for implementing the 

model developed. Thus, historical data were collected from the Nigerian Ministry 

of Petroleum Resources (see Appendix B).  Concerted efforts were made to 

ensure that only credible data were used. Pipeline incident data were initially 

sourced from various sources such as National Oil Spill Detection and Response 

Agency (NOSDRA), National Petroleum Investment Management System 

(NAPIMS), Nigerian National Petroleum Corporation (NNPC), Shell Petroleum 

Development Company (SPDC) and others.  The data from different sources 

were compared with literature findings and other data sources to determine the 

data that is more accurate and therefore more credible.  

 

Among others, the sources of data that were eventually used for this research 

from Nigeria include SPDC online Historical Spill Incident Database (SPDC 

2016), DPR downstream statistics, NNPC Annual Statistical bulletin and PHMSA 

pipeline data. At this stage, the collected data were reviewed to ascertain if the 

data contain the appropriate variables needed for QRA. The variables sought 

after include number of pipeline incidents in each period, length of pipeline, and 

a measure of cost of failure on the part of operators and/or host communities. 
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Afterwards, decision was taken and in those instances that the decisions were 

not in the affirmative, other data sets were collected. 

 

8.3 Quantitative Risk Analysis Implementation and Calculations 

The quantitative risk assessment of the model was implemented by analysing 

and calculating the probability of failure (PoF) and consequence of failure (CoF) 

due to each segment as presented below. 

 

8.3.1  Probability of Failure (PoF) Analysis 

The total number of incidents experienced during the period under review is a 

measure of the frequency or likelihood of occurrence. The total number of 

recorded incidents experienced in the country within the period under review is 

26,188 incidents.  Figure 8-3 shows the distribution of these incidents in different 

regions while Figure 8-4 is the total incidents by cause. Ideally, pipeline incident 

records should be kept matching the 9 nine threat categories specified by PRCI 

(section 8.2.2).  

 

The total PoF or failure rate due to each segment was therefore obtained by the 

quotient of the total number of incidents for the ten-year period and the product 

of 10 and the length of each segment as seen in Table 8-2. It is imperative that 

the denominator in equation 8-1 is a product of pipeline segment length and 10 

to get the number of failures per year since 10-year period is being considered. 

This will give the unit of PoF as number of incident per kilometre per year. 

 

 
PoF =  

Total Incidents for 10yrs

Segment Length∗10
 ………………………….. (8-1) 
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Figure 8-3:10-yr total Incidents by region 

 

 

       Figure 8-4:10-yr total incidents by cause 
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Table 8-2: Different Pipeline segment and calculated PoF 

Segment/Region 
10 yr. Total 
Incidents by 

Location 

Pipeline 
Length 
(KM) 

Failure 
Rate per 
km yr. 

Cumulative 
Frequency 

No of 
Fatality 
per yr. 

Port Harcourt 
(Sys. 2E, 2EX) 

7,458 1526.6 0.49 0.49 236 

      Warri (Sys. 2A, 
2C, 2CX) 

4661 1561.2 0.30 0.79 234 

      Mosimi (Sys. 2B) 5610 512.6 1.11 1.90 225 

      Kaduna (Sys. 2D) 3633 1132.8 0.32 2.22 45 

      Gombe (Sys. 2DX) 4826 267.8 1.80 4.02 26 

 

8.3.2  Consequence of Failure (CoF) Analysis 

The CoF as calculated in this thesis is based on the understanding that CoF is a 

measure of the potential harm to the public health, property or environment, or 

actual losses incurred directly or indirectly by operators as a result of pipeline 

failure in cases of retrospective risk assessment (Lu et al. 2015) and (Brito & de 

Almeida 2009). ASME B31.8S mandates operators to consider factors like 

population density, proximity of populations to pipelines, proximity of populations 

with limited / impaired mobility, property damage, environmental damage, effects 

of unignited gas releases, public convenience and necessity, security of the gas 

supply, and the potential for secondary failures in their CoF calculations (NTSB 

2015) p51. The total CoF is given by summing the consequences due to fatality, 

product loss and property damage or number of production days lost as well as 

environmental damage due to oil spillage. Thus, 

 

 

 

CoFTotal  =  CoFFatality + CoFProduct/Property Loss +  CoFEnvironmental Damage …. (8-2) 
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Reliable data showing some measure of CoF within disposal for the research are 

on product loss in barrels (Table 8-3) which reflects the environmental impact of 

pipeline failure. Figures 8-5 and 8-6 indicate the value of product loss in ($ 

Million) which reflects the financial impact. Updated fatality figures from Adams & 

Adams (2014) and Anifowose et al. (2012) show that oil and gas sector 

(production and distribution) recorded about 7,646 deaths within the 10 years 

under review. This figure is too high as evident in the F-N curve (Figure 8-9). A 

measure of CoF due to fatality is shown in Table 8-2 for various segments. The 

total product lost during the ten-year period amounted to about $1.2bn. This 

excludes crude oil loss for the ten-year period. Data available for crude oil loss 

spanned only a three-year period which amounted to $598.5mn. 

 

 
Figure 8-5:10-yr total product loss by region/Segment 
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Figure 8-6:10-yr total product losses by year 

 
 
 

Table 8-3: Total product loss in each segment for the 10-yr period 

Region 
Total Product 
Loss (barrels) 

Product Loss 
(barrels/yr.) 

Product Loss 
(barrels/yr/km) 

Value Loss      
($ million) 

Port Harcourt 6939555 693955.5 454.58 314.9259 

Warri 2040129 204012.9 130.68 103.4858 

Mosimi 12103207.2 1210320.72 2361.14 738.8543 

Kaduna 746526.2 74652.62 65.9 51.986 

Gombe 124507.6 12450.76 46.49 4.645 

Total 21953925 2195392.5 3058.79 1213.897 

 

The ignition rate associated with each region which is another measure of CoF 

was calculated using the number of fire out-break as seen in Table 8-4 and 

Figure 8-7 below. 
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Table 8-4: Regional Ignition Frequency bar 

Region/ 
Segment 

Population Density 
(Per Sq km) (Avg) 

Total Fire 
Out-break 

Total 
Incidents 

Ignition 
Frequency 

PH 306 113 7458 1.52E-02 

Warri 207 83 4661 1.78E-02 

Mosimi 258 57 5610 1.02E-02 

Kaduna 126 60 3633 1.65E-02 

Gombe 81 15 4826 3.11E-03 
 

 

Figure 8-7: Regional Ignition Frequency Bar Chart 

 

8.4 Risk Evaluation 

In this section, estimation and categorisation of risk level associated with each 

segment using risk matrix is discussed. Since risk is the product of frequency 

and consequence, then an index (logarithm) of risk is obtained by adding the 

frequency and severity. Recalling equation 3-2, 
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This equation is used as the basis of the risk matrix which serves as the principle 

behind the risk model that sums PoF and CoF to get pipeline risk level as 

proposed. 

 

Furthermore, the PHMSA’s regulations CFR 49 195.52 (PHMSA 2016b) requires 

that a report is needed for a release of hazardous material or carbon dioxide 

from pipelines involving 5 barrels or more and immediate notice of accident is 

required from operators if the release resulted in: 

(a) individual’s death or hospitalisation 

(b) unintentional fire or explosion 

(c) estimated property damage, (cost of clean-up and recovery, value of lost 

product, and damage to operator or other properties, or both) exceeding 

$50,000 or 

(d) pollution of any stream, river, lake, reservoir, or similar water bodies 

violating applicable water quality standards, caused water discoloration or 

adjoining shoreline, or deposited a sludge or emulsion beneath the water 

surface or upon adjoining shorelines. 

Consequently, the CoF of any release less than 5 barrels or with cost value less 

than $50,000.00 is considered minor in this paper. The CoF key factors as 

mentioned in section 3 are rated in production days or amount of money lost for 

product or revenue loss, number of fatalities or injuries for health and safety 

impact or volume of oil or gas released for environmental impact as seen in risk 

matrix in Table 8-5. 

 



221 
 

There are five categories or risk levels in Table 8-5. Categories bearing “Very 

High” and “High” signify intolerable or unacceptable. Categories bearing 

“Medium” are regarded as tolerable. Categories bearing “Low” are designated as 

acceptable or insignificant while categories bearing “Very Low” are regarded as 

negligible. It should be noted that “tolerability” does not mean “acceptability”. 

Tolerability means willingness to live with a risk so as to secure certain benefits 

and in the confidence that it is being properly controlled (Det Norske Veritas 

2001). This means that the risk is neither acceptable nor negligible; therefore As 

Low As Reasonably Practicable (ALARP) principle should be applied. Moreover, 

acceptability means that we are ready to take the risk well as it is. In other 

words, ALARP principle has been used or considered and risk considered 

insignificant.  

 

Table 8-5: Risk Matrix for risk ranking of Nigerian Product Pipelines 
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Table 8-5 Legends: 

Rating (Code) Notation Categorisation Action Required 

2 – 3 VL Negligible No Action (Accept Risk) 

4 – 5  L Acceptable 
No Action if a lot of resources 
is needed to mitigate risk 

6 M Tolerable 
Reduce Risk using ALARP 
principle 

7 H Intolerable Take action as top priority 

8 - 10 VH Intolerable 
Immediate Action must be 
taken 

TH represents 1,000; MM represents 1,000,000 
 
The values obtained from the risk matrix were further used to present the five 

different regions of Nigerian product pipelines in a relative risk Rader chart 

shown in figure 9-8.  Beside the risk matrix, Rader chart enables decision 

makers to have a pictorial comparison of the risks associated with different 

pipeline segments.  If some Preventive and Mitigative (P&M) measures are 

implemented to reduce risk, multiple relative risk Rader chart will highlight the 

effect of the applied P&M measures. 

 

Figure 8-8: Nigerian Product Pipeline Relative Risk Rader Chart 
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Globally, societal risk is used to estimate the societal effect of pipeline failure. 

Jonkman et al. (2003) in  Han & Weng (2011) maintains that the outcomes of 

QRA are individual and societal risks. Societal risk is always more acceptable 

than individual risk since it gives the probability of fatality or death occurring in an 

area as against the probability of an individual dying in a given location in the 

case of individual risk. Societal risk is measured by plotting cumulative frequency 

versus number of fatality otherwise called (F-N) Curve. The upper and lower 

limits of individual risk to the public and individuals for various countries as 

documented in CCPS (Center for Chemical Process Safety 2009) are used for 

developing F-N Curves. 

 

Figure 8-9 shows the F-N curve plotted for the Nigerian pipeline societal risk 

using the cumulative frequencies and the number of fatalities in Table 8-2. It is 

evident from the F-N curve that the societal risk of Nigerian pipeline is far above 

the UK maximum tolerable and has been captured in the intolerable region. It will 

be reasonable therefore to deduce as a theory from the 10-year statistical data, 

risk matrix and the F-N Curve that:  

 

 

 

 

 

Over a ten-year period from 2005 to 2014, the level of risk associated 

with the Nigerian pipeline system is in the “Intolerable” region. 
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Figure 8-9: F-N Curve for Nigerian Pipeline Societal Risks 

 

8.5 Risk Control and Mitigation 

There are four main approaches to control risk in the pipeline industry. These are 

through risk avoidance, reduction, transfer or retention. Once operators have 

conducted pipeline risk assessment using the QRA model shown in Figure 8-1 

with the implementation steps 8.2 through 8.4, if it is ascertained that the risk is 

not acceptable, it is advisable that any of the first three risk control measures 

should be applied depending on the risk level and factors. Risk avoidance could 

be implemented by total replacement of pipeline or use of alternative means of 

transportation depending on the nature of pipeline risk. Risk could be reduced by 

traditional recoating, repairing or using periodic intelligent pigging. Nonetheless, 

analysis conducted in this thesis shows that certain government policies or 

programmes could serve as effective risk reduction measures. The introduction 

of Amnesty Programme in Nigeria practically stopped pipeline TPI and hence 

1.00E+00

1.00E-01

1.00E-02

1.00E-03

1.00E-04

1.00E-05

1.00E-06

1.00E-07

1.00E-08

1.00E-09

1 10 100 1000 10000

Acceptable

ALARP

Intolerable

F-N Curve (Nigerian Pipeline)

UK Maximum Tolerable

Dutch Maximum Tolerable

UK Maximum Acceptable

No of Fatality (N) 

C
u

m
u

la
ti

v
e

 F
re

q
u

e
n

c
y
 (

F
) 



225 
 

drastically reduced the enormous pipeline risk. Risk transfer is always 

implemented by involving third party through pipeline insurance. 

Risk retention is a situation where the company decides to bear the 

consequences of any financial loss resulting from pipeline incidents. It could be 

risk retention with knowledge or retention without knowledge and must only be 

adopted when none of the earlier three controls measures is justifiable. After the 

application of risk control, it is ideal that operators re-assess the pipeline risks to 

ascertain if the resulting risk is now acceptable or negligible. If this is not the 

case, operators should continue to apply risk control measures using ALARP 

principle. 

 

Discussion 

The risk evaluation conducted in section 8.4 while implementing the risk model in 

Figure 8-1 shows that the risk associated with Nigerian pipeline system is 

intolerable and therefore not acceptable. Figure 8-3 shows that the number of 

incidents are outrageously high to the tune of 7,458 in Port Harcourt region, 

5,610 in Mosimi region, 4,826 in Gombe and 4,661 in Warri region for the 10-

years under review. Figure 8-5 shows a colossal product loss of about 

$738.85million in Mosimi, $314.92million in Port Harcourt and $103.48million in 

Warri for the period reviewed. Also Figure 8-7 shows that Warri region recorded 

an incredible ignition frequency of about 1.78E-02, Kaduna recorded about 

1.65E-02 while Port Harcourt recorded about 1.52E-02 within the period under 

review.  
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Consequently, section 8.5 stipulates that one of the first three risk control 

measures in Figure 8-1 should be applied to reduce the risk to an acceptable 

level. In this instance, the most appropriate risk control measure is risk reduction. 

The risk reduction measures listed in section 8-5 such as recoating, repainting 

and intelligent pigging are only applicable to pipeline leakages through 

unintentional external interference, corrosion and/or construction/material 

defects. Risk reduction measures for TPI through sabotage and vandalism could 

best be addressed technologically through the installation of security and 

surveillance systems such as proposed IOPMIMS to deter offenders. Also, 

government policies and programmes such as Nigeria Amnesty Programme 

which was adopted by the Yaradua administration has proven to be effective as 

seen in the case study if well implemented.  

Although, it is reasonable to implement risk transfer measure by insuring the 

pipelines, such factors as the company’s budgets and the costs put up by the 

insurance company determines how feasible this might be. Moreover, risk 

retention should not come into question at this point since the risk is intolerable 

and too high to consider risk retention. 

 

8.6 Computerised Model Implementation 

The risk assessment model is implemented in excel spreadsheet which is a very 

common software platform. The layout of the model is designed in three sections 

including inputs, processing and output sections. The input section comprises 

pipeline historical or statistical data such as the number of incidents in a specific 

period, the length of pipeline segment, number of years being considered and 

the impacts of the incidents. The impacts come in different forms such as 

economic effects which manifests in the number of production days lost by the 
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pipeline operator and/or other costs incurred such as cost of pipeline repay, cost 

of oil or gas lost, and cost of compensation paid out. Another form of pipeline 

incident impact could come in form of the health and safety effects which 

manifests in the number of injuries and fatalities recorded or the number of work 

days lost by individuals. Finally, pipeline incident impacts could come in form of 

the environmental effects which is measured by the number of barrels of oil or 

gas released into the environment such as rivers, sea, farm lands, and other 

flora and fauna habitats. 

 

8.6.1  Creation of user input Form using Visual Basic 

A user input Form has been created using Visual Basic to make the application 

user friendly. This facility enables the user to click a button labelled “Add New 

Segment” in excel worksheet (as shown in figure 8-10) which displays a Form for 

entering new segment details to the excel worksheet.  

 

 

Figure 8-10: Excel Data Entry Worksheet with "Add New Segment" button 

 

Segment Name No of Incidents Pipeline Length No of Yrs Total Impact Impact Type

Segment 1 7,458 1526.6 10 314925900 Tot. Fin Loss ($)

Segment 2 4661 1561.2 10 103485800 Tot. Fin Loss ($)

Segment 3 5610 512.6 10 738854300 Tot. Fin Loss ($)

Segment 4 3633 1132.8 10 51986000 Tot. Fin Loss ($)

Segment 5 4826 267.8 10 4645000 Tot. Fin Loss ($)

Segment 6 3547 1245 10 30 Lost Days_Coy (DAYS)

Segment 7 2987 1032 11 1000 Loss_Barrels (bl)

Segment 8 3764 987 10 3 Level_of_injuries (Int)

Segment 9 5201 1056 9 150 Lost Days_Individual (DAYS)

Input Data

Add New Segment
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Once the “Add New Segment” tab is clicked, the “New Segment Details” user 

input Form shown in Figure 8-11 appears. The user enters the segment name 

with other details and uses the dropdown arrow to select the impact type from a 

list of five inputs before clicking the “Save Details” button. Provided all the text 

boxes have been filled with the correct data type, clicking the “Save Details” 

button adds the details entered to the next row in the excel worksheet. The 

“Cancel” button is used to close the input Form if the user changes his or her 

mind and decides not to add the new segment details. The Visual Basic codes 

used to design the user input form is shown in “Appendix E”. 

 

 

Figure 8-11: User Interface for Data Entry, showing "New Segment Details" 
Entry Form 
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Once the user enters the pipeline input data, the data processing takes place. 

The data processing entails calculating the frequency of failure otherwise known 

as probability of failure (PoF), the PoF indices and consequence of failure (CoF) 

indices.  This data processing makes use of the processing tables section. The 

model is built in the model section of the excel spreadsheet as shown in Figure 

8-12 below. The model looks up the PoF values and total pipeline impact values 

in the “Probability of Failure” and “Consequence of Failure” data tables as seen 

in Figure 8-12. It uses these figures as mapped in the data tables to generate the 

PoF indices and the CoF indices for the various data entered. Furthermore, the 

model calculates the risk index for the segment in question by adding the 

corresponding PoF and the CoF indices.  It finally assigns a risk category from 

the “Risk Category” data table as shown in Figure 8-12. The formulas used to 

carry out the risk model implementation have been captured in Figure 8-13. 

 

When the model has completed its calculation, it displays the output as shown in 

Figure 8-14 below.  The model output is a risk assessment chart with risk 

categorisation of various pipeline segments by risk levels presented in form of 

risk indices and portrayed by colour codes in the chart legend.  Depending on 

the segment risk index, the model maps the position of the segment on the chart 

with the abbreviated name “S1”, “S2”, “S3”, “S4” or “S5”.  The change of either of 

the PoF or CoF values for any segment relocates or changes the position of that 

segment of the chart to indicate the risk level. 
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Figure 8-12: Risk Assessment Model Implementation in Excel 

Risk Assessment Model

Segment Name No of Incidents Pipeline LengthNo of Yrs Total Impact Impact Type

Segment 1 7,458 1526.6 10 314925900 Tot. Fin Loss ($)

Segment 2 4661 1561.2 10 103485800 Tot. Fin Loss ($)

Segment 3 5610 512.6 10 738854300 Tot. Fin Loss ($)

Segment 4 3633 1132.8 10 51986000 Tot. Fin Loss ($)

Segment 5 4826 267.8 10 4645000 Tot. Fin Loss ($)

Segment Name PoF Lower Limit Upper Limit PoF Index Lower Risk Index Codes Upper Risk IndexNotation Risk Category

Segment 1 4.9E-01 0 9.90E-07 1 2 3 "VL" Negligible

Segment 2 3.0E-01 1.00E-06 9.90E-05 2 4 5 "L" Acceptable

Segment 3 1.1E+00 1.00E-04 9.90E-04 3 6 6 "M" Tolerable
Segment 4 3.2E-01 1.00E-03 9.90E-02 4 7 8 "H" Intolerable
Segment 5 1.8E+00 1.00E-01 1.00E+10 5 9 10 "VH" Intolerable

Lower Limit (Days)Upper Limit (Days)CoF Index Lower Limit ($) Upper Limit ($) CoF Index Lower Limit (Bl)Upper Limit (Bl) CoF Index Lower Limit ($)Upper Limit ($)CoF IndexLower Limit ($)Upper Limit ($)CoF Index

0 5 1 -$                           50,000.00$                                    1 0.00 4.9 1 0 1 1 0 0 1

6 10 2 50,000.01$              5,000,000.00$                              2 5.00 49.9 2 2 3 2 1 20 2

11 20 3 5,000,000.01$        50,000,000.00$                           3 50.00 4,999.9 3 4 5 3 21 261 3

21 30 4 50,000,000.01$      250,000,000.00$                         4 5,000.00 9,999.9 4 6 7 4 262 1310 4

30 99999999999 5 250,000,000.01$   9,999,999,999,999,990.00$     5 10,000.00 9,999,999,999,999,990.0 5 8 10 5 1311 9170 5

Segment PoF Index CoF Index Risk Index (RI) Notation

S1 5 5 10 "VH"

S2 5 4 9 "VH"

S3 5 5 10 "VH"

S4 5 4 9 "VH"

S5 5 2 7 "H"

Processing Tables

Input Data

Probability of Failure / PoF Table Risk Category Table

Model

Consequence of Failure Tables
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Figure 8-13: Risk Model Implementation and Formulas 

 

Risk Assessment Model 1

Input Data

Segment Name PoF CoF

Segment 1 0.0000038 314925900

Segment 2 0.00003 103485800

Segment 3 1.1 738854300

Segment 4 0.000000082 51986000

Segment 5 1.8 4645000

Lower Limit Upper Limit PoF Index Lower Risk Index CodesUpper Risk IndexNotation Risk Category

0 0.00000099 1 2 3 "VL" Negligible

0.000001 0.000099 2 4 5 "L" Acceptable

0.0001 0.00099 3 6 6 "M" Tolerable

0.001 0.099 4 7 8 "H" Intolerable

0.1 9999999999 5 9 10 "VH" Intolerable

Lower Limit (Days) Upper Limit (Days) CoF Index Lower Limit ($) Upper Limit ($) CoF Index Lower Limit (Bl) Upper Limit (Bl) CoF Index

0 5 1 0 50000 1 0 4.9 1

6 10 2 50000.01 5000000 2 5 49.9 2

11 20 3 5000000.01 50000000 3 50 4999.9 3

21 30 4 50000000.01 250000000 4 5000 9999.9 4

30 99999999999 5 250000000.01 9999999999999990 5 10000 9999999999999990 5

Segment PoF Index CoF Index Risk Index (RI) Notation

S1 =VLOOKUP(PoF_S1, B12:D16, 3,TRUE) =IFS(F1 =1,VLOOKUP(CoF_S1,E20:G24,3,TRUE), F1=2,VLOOKUP(CoF_S1,B20:D24,3,TRUE), F1=3,VLOOKUP(CoF_S1,H20:J24,3,TRUE))=SUM(B28:C28) =VLOOKUP(D28, F12:H16, 3,TRUE)

S2 =VLOOKUP(PoF_S2, B12:D16, 3,TRUE) =IFS(F1 =1,VLOOKUP(CoF_S2,E20:G24,3,TRUE), F1=2,VLOOKUP(CoF_S2,B20:D24,3,TRUE), F1=3,VLOOKUP(CoF_S2,H20:J24,3,TRUE))=SUM(B29:C29) =VLOOKUP(RI_S2, F12:H16, 3,TRUE)

S3 =VLOOKUP(PoF_S3, B12:D16, 3,TRUE) =IFS(F1 =1,VLOOKUP(CoF_S3,E20:G24,3,TRUE), F1=2,VLOOKUP(CoF_S3,B20:D24,3,TRUE), F1=3,VLOOKUP(CoF_S3,H20:J24,3,TRUE))=SUM(B30:C30) =VLOOKUP(RI_S3, F12:H16, 3,TRUE)

S4 =VLOOKUP(PoF_S4, B12:D16, 3,TRUE) =IFS(F1 =1,VLOOKUP(CoF_S4,E20:G24,3,TRUE), F1=2,VLOOKUP(CoF_S4,B20:D24,3,TRUE), F1=3,VLOOKUP(CoF_S4,H20:J24,3,TRUE))=SUM(B31:C31) =VLOOKUP(RI_S4, F12:H16, 3,TRUE)

S5 =VLOOKUP(PoF_S5, B12:D16, 3,TRUE) =IFS(F1 =1,VLOOKUP(CoF_S5,E20:G24,3,TRUE), F1=2,VLOOKUP(CoF_S5,B20:D24,3,TRUE), F1=3,VLOOKUP(CoF_S5,H20:J24,3,TRUE))=SUM(B32:C32) =VLOOKUP(RI_S5, F12:H16, 3,TRUE)

Probability of Failure Risk Category

Consequence of Failure

Model
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Figure 8-14: Risk Model Implementation Outputs 

 

8.7 Summary 

The new QRA model used in analysing Nigerian product pipelines produced an 

F-N curve (Figure 8-9) and risk matrix (Table 8-5) to enable stakeholders to 

make informed decision on pipeline risk-management. The implementation of the 

new QRA model on Nigerian Pipeline System is the realisation of objective 

number 5 in section 1.4. The intolerability of the societal risk associated with 

Nigerian pipeline system is manifested in the expectation value of 495 people 

per year obtained. The risk matrix for the five segments of Nigerian product 

pipelines shows that four out of the five segments are categorised in the “very 

high” category. 
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Utilising data obtained from Nigerian oil and gas sector, it is demonstrated 

through the application of the developed model that the country’s average 

pipeline network failure rate is higher than the average values reported by 

standard regulatory bodies. The value is over the intolerable limit set by these 

bodies. More so the Expectation Value (EV) which stood at 495 people per year 

further demonstrated the intolerability of Nigerian Pipeline system risks. These 

findings are as expected with respect to current Nigerian situation, characterised 

by high magnitude of insurgence activities in the 10-years review-period. 

 

Computed results showed that the introduction of Amnesty programme 

culminated in 70.7% reduction in the number of incidences. The development led 

to a percentage reduction in the product loss to the tune of 93.8%. The 

researcher considers such programmes that could lead to such enormous 

reduction in number of failures and product loss as risk reduction measures that 

should be adopted. Thus, Nigerian Government may always seek for peace 

through dialogue rather than military approach. 

 

 

 

 

 

 

 

 

 



234 
 

CHAPTER 9: RESEARCH EVALUATION AND 

VALIDATION 
 

9.0  Introduction 
 

The IOPMIMS’ design and development as well as the frameworks for the 

constituent modules were presented in Chapter 7 while Chapter 8 demonstrated 

the QRA model implementation. This Chapter presents a discussion on the 

evaluation and validation of the research processes, findings and model 

developed. Once a research has been conducted, many questions arise in the 

research community. Some of these questions are concerned with the research 

validity, reliability, generalisability and triangulation concepts. Since triangulation 

involves the use of multiple data sources or research methods to validate data or 

research, it is not discussed as only one source of data is used in each case of 

investigation in this research. The validity, reliability and generalisability of this 

research is therefore demonstrated in this chapter as the basis of research 

evaluation. 

 

Research evaluation is a process that attempts to review the quality assurance 

process, the relevance, the effectiveness and the performance of research 

deliverables towards meeting research standards (Wojtczak 2002). Formative 

evaluation is conducted to enable researchers to improve performance using the 

evaluation feedback. Summative evaluation on the other hand measures to what 

extent specific objectives were accomplished and certifies competency or lack of 

competency in the research. Various strategies are used in evaluating numeric 
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predictions including independent test sets, cross-validation, significant tests, 

etc. 

 

9. 1  Comparison of Model Accuracy and MSE (Cross-validation) 

Normally, while solving classification or prediction problems, the classifier 

(machine learning algorithm) is associated with a prediction error or classification 

error otherwise known as “true error”.  The true error is always unknown, unable 

to be calculated and must be estimated from data. Various ways of estimating 

the true error or prediction error and therefore the accuracy of any model include 

re-substitution, hold-out, bootstrap, bolstered and k-fold cross validation 

(Rodríguez et al. 2010). The most popular method is the k-fold cross validation. 

In k-fold cross validation, a dataset is divided into k-sets of data. The training is 

carried out or run on these datasets for K different times. For each run, the 

training is conducted on (k-1) datasets while one dataset is used for validation. 

During these k-numbers of times when the training is being run, the classifier 

features are being tuned and tweaked to select the best model with the best 

accuracy or performance. This means that the researcher does not need to 

divide the data to keep a separate validation set. The only requirement is that a 

test set is needed to test how the model will perform on a real dataset. 

The three machine learning algorithms tested and compared in this research 

including neural network, Support Vector Machine (SVM) and random forest 

(Decision Tree) have inbuilt capabilities to implement cross-validation. These 

features were enabled in each of the algorithms to ensure that the models 

developed were validated and optimized during the modelling process. 
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The results obtained from this research with 91.2%, 63% and 57% accuracies for 

SVM, Neural Network and Decision Tree algorithms respectively correspond with 

notable researches conducted in this area.  For instance this conforms with the 

comparison of machine learning algorithms tabulated by Kotsiantis (2007) as 

shown in Table 9-1 below. It is seen from the table that SVM has the highest 

accuracy while decision tree has the least among the three compared in this 

research. 

Table 9-1: Machine learning algorithm comparison: source Kotsiantis (2007) 

 Decision Neural Naïve #  kNN ## SVM Rule- 
 Trees Networks Bayes   learners 
Accuracy in general ** *** * ** **** ** 
Speed of learning with *** * **** **** * ** 
respect to number of       

attributes and the number 

of instances       

       

Speed of classification **** **** **** * **** **** 
Tolerance to missing 
values *** * **** * ** ** 
Tolerance to irrelevant *** * ** ** **** ** 
attributes       
Tolerance to redundant ** ** * ** *** ** 
attributes       
Tolerance to highly ** *** * * *** ** 
interdependent attributes 
(e.g.       

parity problems)       
Dealing with **** ***(not ***(not ***(not **(not ***(not 

discrete/binary/continuous  discrete) continuous) directly 

discrete

) directly 

attributes    discrete)  continuous) 
Tolerance to noise ** ** *** * ** * 
Dealing with danger of ** * *** *** ** ** 
overfitting       
Attempts for incremental ** *** **** **** ** * 
learning       
Explanation **** * **** ** * **** 
ability/transparency of       

knowledge/classifications       

Model parameter handling *** * **** *** * *** 
# kNN = K – Nearest Neighbours; ## SVM = Support Vector Machine 
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9.2  Model / Framework Validation 

There is a need for verification and validation of the risk model developed to 

ensure that the model could take in input data from normal pipeline incidents or 

history and return expected outputs. Also, verification is needed to ensure that 

there are no errors recorded in the processing of input data. Moreover, there is a 

need to ensure that the model inputs and outputs are valid for any possible 

range of input data from pipeline incidents or history.  

 

Anderson et al. (2016 p747) stated that validation is the process of ensuring that 

the simulation model provides an accurate representation of a real system. The 

authors maintain that validation requires an agreement among analysts and 

managers that the logic and the assumptions used in the design of the 

simulation model accurately reflect how the real system operates. Thus, in view 

of the above, a survey was conducted with industry experts to validate the 

frameworks and model as discussed in section 9.2.3. Also, Monte Carlo 

Simulation and Sensitivity Analysis have been carried out on the Risk Model 

developed to evaluate their reliability and support the validation conducted. 

 

9.2.1  Monte Carlo Simulation 

The Monte Carlo simulation is performed through generation of multiple trial 

observations to determine the expected values of random variables to simulate a 

model.  The Monte Carlo simulation for the Risk assessments model developed 

has been performed using excel spreadsheet. Multiple trials were generated with 

random numbers between 0 and 1 using the Rand () function in excel for about 

2000 trials.  
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The Gamma.Inv function was used to generate random figures in the range of  

1 𝐸−∞ to 1 𝐸0 (or 0 to 1 with decimal places in the range of 1 to 10 or more). 

Figure 9-1 shows the Monte Carlo Simulation chart for about 100 trials out of the 

2000 trials used to validate the model. From the excerpt of the simulation, the 

model had “Very Low” Risk Indices on two occasions and “Very High” Risk 

Indices on twenty-four occasions. The PoF indices ranged from 1 to 5 while the 

CoF indices ranged from 2 to 4 for this run. 

 

 

Figure 9-1: Monte Carlo Simulation for Pipeline Risk Model 

 

9.2.2  Sensitivity Analysis 

Sensitivity analysis is very important in any sector where uncertain decisions are 

made and particularly for models or systems where outputs or decisions depend 

on choices of input options.  Sensitivity analysis is used to display various 

scenarios and effects of different input options on the system or model output to 

enable decision makers identify the optimal solution to the problem or model. 
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Anderson et al. (2016 p310) states that sensitivity analysis is important to 

decision makers because it provides information needed to respond to real-world 

problems in a changing environment without requiring a complete solution of 

revised linear program. Qureshi et al. (1999) also maintains that sensitivity 

analysis provides further confidence in a model and indicates priority areas for 

refinement if the model is to be modified in the future. 

 

In Figure 9-2, the first 100 observations generated by the Monte Carlo simulation 

has been ordered by the PoF indices and a scatter chart is plotted to show the 

changes in risk indices as CoF indices changes between 1 and 5. It could be 

seen that when the values of PoF indices remained at 1, the chart had the lowest 

risk indices of 3 at observations 1 and 5. The least values of the risk indices 

when the PoF values are 2 is 5 since the values of CoF during those intervals 

are 3. Also, the least values of the risk indices when the values of PoF indices 

are 4 and 5 are 6 since the least values of CoF during those intervals are 2 and 

1 respectively.  

 

It is therefore evident that the risk index of any pipeline segment is dependent on PoF 

as well as on CoF. Also, the risk index at any observation node is given by the sum of 

the PoF index and the CoF index. This confirms the reliability of the model developed 

and proves that there is no error encountered in the processing of data by the model.  
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Figure 9-2: Sensitivity Analysis for Pipeline Risk Model 

 

9.2.3  Validation with Oil and Gas Pipeline Industry Professionals 

The framework and model were also validated through questionnaire 

administered to professionals in the oil and gas industry. Ten experts in the field 

were approached and the research results (Appendix H-2) were presented to 

them through a PowerPoint presentation. Afterwards, they were issued online 

questionnaire (Appendix H-1) which enabled the researcher to validate the 

frameworks and model developed. 

 

Respondents’ Demographic Details 

Among the ten respondents contacted, three respondents work in Oil and Gas 

Exploration and Production industry, another three respondents work in Oil 

Servicing Company, while one each works in Oil and Gas Storage & 

Transportation, Integrated Oil and Gas Company, Educational Institution and 

Non-Governmental Organisation. This is show in Figure 9-3 below: 
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Figure 9-3: Organisational distribution of validation respondents 

 

Among the ten respondents contacted, five were Managers, three were Team-

Leaders and one each was Director and Supervisor. The respondents’ roles and 

number of years employed in the oil and gas industry are shown in Figures 9-4 

and 9-5 respectively. 

 
Figure 9-4: Roles of validation respondents 
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Figure 9-5: Respondents' years in oil and gas industry 

Following the presentation delivered, respondents were asked to evaluate the 

IOPMIMS framework and decide if they agree that the framework developed 

adequately captures the functionalities of an ideal Pipeline Management System 

(PMS). They were given Likert optional answers including (Strongly Agree, 

Agree, Undecided, Disagree, Strongly Disagree) to choose from. The result of 

the evaluation done by the respondents is shown in Figure 9-6 below. Four 

respondents (40%) strongly agreed while six respondents (60%) agreed that the 

IOPMIMS framework developed captured the functionalities of an ideal PMS. No 

respondent was undecided neither did any respondent disagree or disagree. 

 

 
Figure 9-6: Respondents' rating of how IOPMIMS framework captures pipeline 
management system functionalities 



243 
 

The respondents were also asked to rate how useful they feel that the IOPMIMS 

framework will be when implemented. The Likert answers made available to 

them include “Very Useful, Moderately Useful, Undecided, Not Useful, Not at all 

Useful”. The result obtained following the respondents’ evaluation of the 

usefulness of the IOPMIMS framework is shown in Figure 9-7 below. All the 10 

respondents believe that the IOPMIMS framework will be very useful if 

implemented. 

 
Figure 9-7: Respondents' rating of the usefulness of IOPMIMS framework when 
implemented 

When asked if the Quantitative Risk Assessment (QRA) model developed 

captures the Pipeline Risk Assessment (PRA) concepts as practised in the 

industry with “Yes” or “No” options, all the 10 respondents all the ten 

respondents answered “Yes” as seen in Figure 9-8 below. 

 
Figure 9-8: Respondents' rating of how QRA model capture Pipeline Risk 
Assessment concepts 



244 
 

The respondents were asked if the QRA model reflect the standard industry 

practice as practised today in the pipeline industry. They were given the Likert 

answer options (strongly reflects, reflects, undecided, does not reflect, does not 

at all reflect) to choose from. Their responses are as shown in Figure 9-9 below. 

 
Figure 9-9: Respondents' rating of how QRA model reflects standard Industry 
practice 

 

The respondents were also asked to state their opinion if the QRA will be useful 

when implemented. They were given the Likert answer options “Very Useful, 

Useful, Undecided, Not Useful and Not at all Useful”. Figure 9-10 below shows a 

distribution of their responses. 

 
Figure 9-10: Respondents' rating of the usefulness of QRA model when 
implemented 
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The respondents were also asked how satisfied they were that 

recommendations put forward because of the frameworks and model developed 

will be feasible if implemented. They were given the Likert answer options “Very 

Satisfied, Satisfied, Neutral, Dissatisfied and Very dissatisfied”. Responses 

obtained in this regard are shown in Figure 9-11 below. 

 
Figure 9-11: Respondents' satisfaction on the feasibility of frameworks and 
model 

 

Finally, the respondents were asked how satisfied they were that the 

recommendations put forward as part of the frameworks and model are 

adequate for improving pipeline security. They were given the Likert answer 

options “Very Satisfied, Satisfied, Neutral, Dissatisfied and Very dissatisfied”. 

Four respondents (40%) said they were very satisfied, five respondents (50%) 

said they were just satisfied while one respondent (10%) remained neutral as 

shown in Figure 9-12 below.  
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Figure 9-12: Respondents' satisfaction on the ability of frameworks and model to 
improve security 

 

9.3  Summary 

This chapter has discussed the evaluation and validation of the research and the 

models developed. The research results corroborate other research results in 

Machine learning which establish the correctness of the research findings.  The 

models developed from the machine learning algorithms used in modelling the 

pipeline failure and threat detection module were validated using the inbuilt 

cross-validation technique in those algorithms. This was done by enabling cross-

validation in each case. 

The risk assessment model was tested with both real statistical data and 

simulated data from Monte Carlo simulation performed. The real statistical data 

used to validate the model was obtained from 10-year statistical data from 

Nigerian pipeline system. The results obtained from the model shows that the 

outputs of the model are consistent with the manual calculations performed in 

chapter 8. This confirms the reliability and validity of the risk assessment model 

developed. 
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More so, the model was fed with some simulation data generated by Monte 

Carlo simulation and the outputs of the model which were error free proved the 

reliability of the model. Moreover, the sensitivity analysis conducted is yet 

another evidence of the reliability of the model. 
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CHAPTER 10: CONCLUSION AND RECOMMENDATIONS 
 

10.0  Introduction 

This research has explored various factors that contribute to oil and gas pipeline 

incidents. Specifically, it has studied Third Party Interference (TPI) and 

developed a framework for Integrated Oil and Gas Pipeline Monitoring and 

Incident Mitigation System (IOPMIMS). This framework could be used to 

manage both TPI and other factors that contribute to pipeline incidents. This 

chapter therefore reviews the aim and objectives of this research which were 

discussed in Chapter 1. It is very imperative that the objectives of this research 

be reviewed to appraise the level of accomplishment of the research aim and 

objectives. The chapter also discusses the contributions to knowledge made by 

the research to academia and industries as well as recommendations for future 

research work in this area. 

 

10.1  Achievement of Research Objectives 

A summary of how the research aims and objectives were actualised is shown in 

table 10-1 below. 

 

 

 

 

 



249 
 

Table 10-1: Summary of methods and places of actualisation of research aim and objectives 

RESEARCH 

AIM 

RESEARCH OBJECTIVE METHOD OF ACHIEVEMENT  CHAPTER 

DISCUSSED 

Development 

of a framework 

or model for 

Integrated Oil 

and gas 

Monitoring and 

Incident 

Mitigation 

System 

To develop an understanding of 

TPI and pipeline failure, informing 

a research strategy to guide the 

realisation of this research aim.  

1.Reviewed literature on oil and gas pipeline 

transportation, risk assessment and monitoring systems 

2.Adoption of adequate research methodology 

Chapters 2, 3, 4, 

5, 6. 

To develop various UML Use 

Cases that could lead to the 

realisation of effective system for 

Pipeline incident management. 

1. Various forms of attack on oil and gas pipelines were 

studied. 

2. UML Use Case Scenarios were developed to enable 

effective detection and mitigation of incidents by the 

proposed system. 

Chapters 2 and 7 
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To conduct risk assessment on a 

sample pipeline system to 

determine the risk associated 

with the pipeline. 

10-year statistical pipeline data collected from Nigerian 

pipeline system were used to conduct quantitative risk 

assessment on the pipeline system. 

Chapter 8 

To develop a reliable model that 

could be used for pipeline 

integrity management through 

risk assessment. 

1. Risk assessment model was developed. 

2. The model was implemented using a computerised 

developed in this research. 

3. Risk assessment framework was developed as part of 

IOPMIMS 

Chapters 7 and 8 

To develop a reliable framework 

and system architecture of 

network of low cost wireless 

sensors and other smart devices 

1. Developed a framework for monitoring (detecting and 

reporting) pipeline threats. 

2. Proposed a framework for monitoring (detecting and 

Chapter 7 



251 
 

such as Micro drones for securing 

/ monitoring oil and gas 

infrastructures. 

reporting) pipeline leakages. 

3. IOPMIMS framework was developed as a future 

toolkit for TPI mitigation. 

To validate models developed to 

evaluate their effectiveness and 

efficiency, to identify areas 

requiring improvement or 

modifications. 

1. Conducted Monte Carlo Simulation to validate the 

models and frameworks developed. 

2. The frameworks and models were also evaluated 

using Sensitivity Analysis. 

Chapter 9 

To draw conclusion on the study, 

identify major pipeline risk 

factors/causes of failures and 

offer recommendations 

accordingly. 

1. Outlined the main conclusions of the study and its 

contribution to knowledge (theory, methodology and 

practice). 

2. Offered recommendations on best practices to the 

industry and future research to the academia. 

Chapter 10 
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10.2  Research Novelty and Uniqueness (Contributions to Knowledge) 

With the analysis of different monitoring techniques in use across the globe 

today, the research will educate researchers as well as oil pipeline operators on 

the pros and cons of different monitoring techniques. This will enable oil pipeline 

stakeholders to make adequate choice for pipeline monitoring considering costs, 

pipeline installation mode and geographical considerations. 

 

This research is unique since its primary aim is to develop a framework for 

pipeline monitoring and incident mitigation system that could be used for pipeline 

integrity management. The system framework developed comprises four 

modules including risk assessment, threat detection, leak detection and advisory 

modules. The risk assessment module assesses the relative risk associated with 

any pipeline segment and outputs the level of risk. On the other hand, the 

second and third modules use sensors for detecting threats and leakages 

respectively. Upon detecting threat or leakage, an alert is sent to the base 

station and concerned security agencies indicating the location, nature of threat 

and causes of detected threat, or leakage. The advisory module advises 

operators on best monitoring technique, and possible failure mode for any 

pipeline segment based on data inputted as well as non-technical 

recommendations that could assist operators in preventing or mitigating TPI.  

 

Support Vector Machine (SVM) and neural networks were used as machine 

learning tools to model the prediction of possible failure modes and these tools 

could be used in DSS to determine the best monitoring technique as well as 

confirm threats and leakages. More so, as mentioned in section 1.1 the 
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development of QRA framework to access the level of risks associated with any 

pipeline section in line with regulators’ Integrity Management Rule is a great 

contribution to knowledge. This is the first time a robust and encompassing 

system of this nature is proposed for effective pipeline monitoring to the best of 

the researcher’s knowledge. 

 

Also, the research addresses the issue of proactive pipeline monitoring systems.  

In fact, (Sun et al. 2012) identified this urgent problem that demands immediate 

attention in the following words: “The urgent problem which needs to be solved is 

to detect the intrusions and prevent them before the pipeline is threatened or the 

damages are likely to happen but don’t cause losses.” To this end, an integrated 

monitoring system that draws from the strengths of individual existing methods to 

establish a robust and effective monitoring system is being proposed in this 

research.  

 

Five UML Use Cases have been developed which sequentially describe various 

processes that the proposed system uses to detect and mitigate imminent 

threats to pipelines. Moreover, the introduction of video cameras for a 

multimedia approach not only proposes a real-time system but also ensures that 

false alarm is reduced to the barest minimum if not completely eradicated. This 

would be achieved using the video being captured to confirm if the activity is a 

real threat to pipeline or not through the DSS. This novel integrated design will 

no doubt spur researchers to work towards developing a monitoring system that 

will be adequate for underground, aboveground and underwater pipelines. 
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10.3  Summary of Research Findings 

The research has investigated the causes of pipeline failure and focused on the 

primary aim of developing a framework for Integrated Oil and Gas Pipeline 

Monitoring and Incident Mitigation System (IOPMIMS). Also, a Quantitative Risk 

Assessment (QRA) model is developed in this research. The investigations 

conducted through survey as well as modelling and simulation led to several 

research findings as outlined below. 

• To address research objective number 1 which is to develop an 

understanding of TPI and pipeline failure, research question 1 was raised: 

“what will be an appropriate configuration and architecture for an effective 

pipeline monitoring system?”. It was concluded that Pipeline Third-Party 

Interference (TPI) as a constituent of external interference has the highest 

contribution to pipeline failure compared to other causes of failure in 

Nigeria (See section 6.1 and Figure 6-6). It is common in developing 

countries but has been reported in developed countries.  

• To address objective number 2: “to develop various UML Use Cases that 

could lead to the realisation of effective system for Pipeline incident 

management”, research question 2 was raised. This question asked, 

“Which tools, machine learning tools and models or algorithms could best 

be used to make predictions on pipeline risks levels and DSS 

development for the proposed monitoring system?” In conclusion, the 

research developed five Use Case scenarios with two sample UML Use 

Cases which would enable system developers to develop proactive 

pipeline monitoring systems. In terms of machine learning tools, SVM 

gave the best performance over other machine learning algorithms with 
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91.2% accuracy as against 63% and 59% accuracies given by Neural 

Networks and Decision Tree algorithms respectively. 

• To address objective number 3, “to develop a reliable framework and 

system architecture of network of low cost wireless sensors and other 

smart devices such as Micro drones for securing oil and gas 

infrastructures”, research question 1 as stated above was also used. In 

conclusion, the research developed IOPMIMS framework comprising 

threat detection, leakage detection, risk assessment and advisory 

modules as a pipeline management system framework. The threat and 

leakage detection modules utilise wireless sensors and other smart 

devices such as micro drones while the risk assessment module use the 

risk model developed to monitor and secure pipelines. 

• To address objective number 4, “to develop a reliable model that could be 

used for pipeline integrity management through risk assessment”, 

research questions 4 were raised. These questions are as follows: What 

is the level of risk associated with pipelines because of potential threats? 

How could the risk relating to pipeline segments be automatically 

accessed to identify and embark on preventive or mitigating measures 

before pipeline incidents? In conclusion, the research established that 

risks associated with pipelines could be accessed proactively using the 

risk model developed in this research. This would enable pipeline 

operators to embark on preventive or mitigating measures before pipeline 

incidents occur. 

• To address objective number 5, “to conduct risk assessment on a sample 

pipeline segment to determine the associated risk thereby implementing 
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the model developed”, research questions 4 were also used. In 

conclusion, the research findings from sample risk assessment conducted 

show that over a ten-year period from 2005 to 2014, the level of risk 

associated with the Nigerian pipeline system is in the “Intolerable” region. 

• To address objective number 6, “to validate framework and model 

developed to evaluate their effectiveness and efficiency”, research 

questions 3 were raised. These questions sought to establish how the 

performance of the proposed system could be optimized as well as what 

variable parameters could improve performance? In conclusion, the 

variable contribution (strength) test performed established that five 

variables including pipeline diameter, service, facility, pipeline age, and 

land use contributed the most in the performance of the model developed. 

• To address objective number 7, which is drawing conclusions and offering 

recommendations for the industry and the academia, research question 5 

was raised. This question sought to establish what technical and non-

technical recommendations based on the research findings could bring 

lasting solution to incessant oil and gas pipeline sabotage in such 

countries as Nigeria? In conclusion to this objective, recommendations for 

the industry and academia were presented in sections 10.7 and 10.8 

respectively while the main research conclusion is presented in the next 

section. 
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10.4  Conclusion of the Research 

This research which focused on development of a framework for Integrated Oil 

and Gas Pipeline Monitoring and Incident Mitigation System has fully achieved 

its aim and all the set objectives as evidenced in table 10-1. As a research that 

involved modelling, simulation and system development, quantitative approach 

was adjudged the most innovative methodology for harnessing these processes 

for TPI mitigation. Consequently, a survey was conducted to identify various risk 

factors or causes of pipeline failure and investigate the extent of Third Party 

Interference on Pipelines as well as the need for state of the art mitigation 

system. Having ascertained the dire need of such a system from the 

industrialists through the survey, the system was designed, modelled and 

simulated. 

 

The research findings showed that SVM gave the best performance in the 

prediction of pipeline failure modes with 91.2% accuracy over algorithms as seen 

in the last line of section 7.5 and in Figure 7-8. Neural Networks had an accuracy 

of 63% as shown in the last two sentences of section 7.4.2 and Figure 7-7. 

Decision Tree algorithm had 59% accuracy according to the findings as seen in 

section 7.6 and Figure 7-9. The same machine learning principle used for 

pipeline failure mode prediction is applicable to Threat and Leakage detection. 

 

This research confirms that SVM is the best machine learning algorithm to 

predict pipeline failure mode as well as detect threats and leakages to pipelines. 

More so, the adoption of the risk assessment model developed and implemented 

in this research would enable managers to make more informed decisions about 
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pipeline risks and therefore reduce pipeline incidents. The reliability and validity 

of the model developed has been demonstrated through the Monte Carlo 

simulation and sensitivity analysis conducted. 

 

In conclusion, having achieved its aim and objectives through the framework and 

model developed, this research has contributed in no small measure to 

addressing the problem of Third-Party Interference (TPI) in the pipeline industry. 

 

10.5  Limitations of the Research 

This research fully realised its aims and objectives, however several factors did 

impart on the progress and robustness of the research just like any other.  

 

It was projected that at least 200 questionnaires would be administered. 

However, only 150 questionnaires were administered with 68 respondents since 

respondents needed to be experienced professionals in the pipeline industry. 

Yet, the distance between United Kingdom and Nigeria aggravated the situation 

since questionnaire could only be administered via e-mails. 

 

Another limitation of this research is the scope of the research.  The scope of 

this research was initially very wide and focusing on a specific module out of the 

four modules of IOPMIM would have achieved more pronounced result and 

given further insights in that module than the ones given by this research. Thus, 

each of the IOPMIM modules could serve as a topic for further research study. 
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Another limitation to this research is on the degree of validity of the research for 

different geographical regions. Research data were collected from multiple 

continents ensuring that reasonable geographical regions are represented and 

contributed to the research findings thereby making the findings generalizable. 

However, data were not collected from middle-east (Arab) and Asian countries, 

this therefore means that the findings may not be true representation of Arab and 

Asian oil and gas pipeline regions. 

 

10.6  Industrial Implications of Research Findings 

This research and the findings herein have so many implications for the pipeline 

industry. These are discussed below: 

❖ The risk assessment model developed is a means of implementing 

quantitative risk assessment (QRA) in accordance with the popular 

Pipeline Integrity Management (PIM) rule. Pipeline operators who 

implement this model would be compliant with the PHMSA’s IM rules for 

oil and gas pipelines. 

❖ The IOPMIM framework developed would serve as an ideal pipeline 

management system capable of managing and mitigating pipeline 

incidences of any sort. This is an integrated design combining threat and 

leakage detection with risk detection and management. Implementing this 

framework in the oil and gas pipeline industry will surely turnaround PIM 

and establish effective flow assurance. 

❖ The finding on the performance of different machine learning algorithms is 

a great insight for system developers. Through this, software developers 

are well informed that SVM algorithms have higher prediction and 
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classification accuracy than other machine learning algorithms such as 

Neural Networks and Decision Trees. 

❖ Furthermore, the study reveals that Third-Party Interference (TPI) on oil 

and gas pipelines is on the rise across the globe and needs to be 

addressed as a matter of urgency. The survey conducted showed that 

professionals rated TPI very high above other causes of pipeline failure. A 

lot of security policies have been promulgated for sea and air 

transportation since the 9/11 incident in USA. There are urgent needs for 

such policies for pipelines in the wake of TPI. 

❖ Finally, the fact that the risk associated with Nigerian oil and gas pipeline 

system is in the intolerable region underscores the urgent need for the 

pipeline operators and other stakeholders to address TPI and other 

factors that cause pipeline failure to improve their integrity. 

 

10.7  Recommendations for Oil and Gas Sector 

➢ While reporting pipeline incidents, operators should specify causes to 

match the nine categories outlined by PRCI to ease analysis for 

regulators and researchers. 

➢ Incident reports should capture number of fatalities or injuries, property 

damages and costs as well as volume of oil or gas spilled to ensure that 

accurate CoF could be obtained for each incident for improved PIM. 

➢ Developing countries e.g. Nigeria (DPR) wishing to standardise their 

pipeline incident database should join the International Regulators Forum 

(IRF) to keep abreast of health and safety issues / technologies not only 

in the offshore but also onshore oil and gas sector. 
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➢ Pipeline operators should be mandated to identify pipelines located in 

HCAs and moderate consequence areas (MCA) 

➢ Operators should draw out integrity management programs for pipelines 

in identified HCAs and MCAs ensuring that threats are properly identified, 

risk assessment carried out and preventive and mitigation measures 

identified and implemented. 

➢ Operators should be mandated to install leak detection systems at the 

least on the pipelines to detect leakages and nip disaster in the bud. 

➢ Operators should be encouraged to adopt state of the art technologies in 

monitoring oil and gas pipelines. 

➢ There should be arrangements to ensure that basic amenities are 

provided for communities hosting oil and gas companies such as the 

Niger Delta. Also, there should be accountability for the royalty and rent 

paid to the community as well as other remunerations like the 13% 

derivation formula paid to Nigerian oil producing state. 

➢ Governments should on their part, always sue for peace through dialogue 

rather than resorting to military approach which always would not work as 

evident in the Nigerian case study. 

 

10.8  Recommendations for Further Research 

Based on the research findings and the limitations that have been discussed 

above, the following recommendations are put forward for future research in this 

field. 

 Having proposed IOPMIM as an integrated pipeline management system, 

there is need for further research to realise a prototype system based on 
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IOPMIM principle that could detect threats and leakages as well as 

assess risks on pipelines. This prototype system should be installable on 

PCs and Personal Digital Assistants (PDAs). 

 There is also a need for further research around threat detection to study 

the best ways to implement data fusion on multi-sensor signals including 

video, seismic, acoustic and LASER signals through machine learning 

algorithms using trained data. This will ensure that threat detection 

software attain efficiency through classification of signals. The SVM 

algorithm is identified as an ideal (the best) machine learning algorithm for 

this task going by the research findings. 

 There is a need for further research on the best ways to integrate UAV 

with other methods such as mass balance, pressure point analysis, 

statistical methods, RTTM or E-RTTM for effective leakage detection 

through data fusion. 

 In risk assessment, there is a need for further studies to develop an 

algorithm or risk management software installable in PCs and PDAs 

based on the QRA model developed. This will be of immense benefit to 

the pipeline operators since it will ensure compliance with oil and gas 

pipeline PIM rules. 

 Finally, development of the intelligent drones to be integrated with 

IOPMIMS will require further research. 
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10.9  Conclusion 

This chapter has shown that the research reported in this thesis fully realised its 

aim and objectives as set at the beginning of the research to guide the research 

study. The findings on the best machine learning algorithm that could be used to 

predict pipeline failure mode and detect threats to pipeline give good insights for 

system developers and other researchers in this area. 

Furthermore, the risk assessment model developed is a great contribution to 

knowledge in the pipeline industry considering the challenges of regulatory 

authorities on operator compliance with Pipeline Integrity Management rules. 

The risk model developed has been evaluated and validated using adequate 

validation techniques. The model has been confirmed valid and reliable with very 

good accuracy. 

 

Moreover, the recommendations put forward in this research will not only be very 

helpful for the pipeline industry towards pipeline security, safety and reduced 

environmental impact of oil spillages but will also be of very good use for the 

academia in proposing sound technological innovations to address current 

pipeline insecurity. 
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  Oil and Gas Pipeline Global Survey 

 

    
  

 

 
 

 
 

 
 

  
 

  1. RESEARCH BRIEFS, AIMS AND OBJECTIVES 
 

  
 

  This survey is part of African-European project on Third Party Interference (TPI) in 

oil and gas pipelines. The research aims at developing an intelligent system captioned 

"Integrated Oil and gas Pipeline Monitoring and Incident Mitigation System 

(IOPMIMS) for TPI management.  

   

  EXPECTED OUTCOMES 

  It is expected that this research program will develop a system comprising of system 

architecture, Decision Support System, and algorithms for the purpose of incident 

mitigation. In return for your contribution, you will be updated on the outcome of the 

research. As an important stakeholder in oil and gas sector, it is expected that the 

findings of this research will be very valuable to you and the nation. The system 

techniques being developed is expected to address the problem of pipeline sabotage and 

TPI. 

   

  This research is led by a supervisory team comprising of Prof. Chris Nwagboso and 

Dr. Panagiotis Georgarkis.  

   

  Kindly complete sections A to F as appropriate. 
 

 
 

 
 

 
 

  
 

  2. Section A: Organisation and Respondent's Demographic Information 
 

  
 

  This section aims at identifying the area of expertise of the respondent and the 

respondents's Organisation. This will help us during evaluation and validation of data 

as well as during development of models. 
 

 
 

 
 

  
 

 

  

1.Which category best describes your Organisation? 

 Oil & Gas Storage & 

Transportation 

 Oil & Gas Refining & Marketing 

 Oil & Gas Exploration & 

Production 

 Integrated Oil and Gas Company 

 Oil & Gas Drilling 

 Oil Servicing Company 

 Government Ministry, Department 

and Agency 

 Educational Institution 

 Non-Governmental Organisation 

 Other (Please Specify) 
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2.What is your role in the Organisation? 

 Director 

 General Manager 

 Manager 

 Supervisor 

 Team Leader 

 Administrator 

 

 Other (Please Specify)  

        
 

  

  

 

 
 

 
 

  
 

 

  

3.How many years have you been in the oil and gas sector? 

 0-10 Yrs 
 11-20 

Yrs 

 21-30 

Yrs 

 31-40 

Yrs 

 41 Yrs 

and above 
 

  

  

 

  
 

 
 

 
 

  
 

 

  

4.Does your Organisation have/aware of a national pipeline route map that is 

different from the map shown above? 

 Yes  No 
 

  

  

 

  
 

 
 

 
 

 
 

  
 

  3. Section B: Pipeline Event / Theft Detection 
 

  
 

  This section is meant to identify the significance and impacts of various threats, 

monitoring systems and techniques associated with managing Third Party Interference 

(TPI) on oil and gas pipelines. 
 

 
 

 
 

  
 

 

  

5.The pipeline monitoring system used by my Organisation is described as (Select 

all that apply) 

 Security Patrol Team 

 Aerial Surveillance 

 Satellite, GPS and GIS 

 Fibre Optic System 

 Wireless Sensor Network 

 Mass/Balance 

 UAV (Drone) 

 Seismic or Acoustic Sensor 

 None 

 Other (Please Specify) 
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6.Based on your experience, in a scale of 1 to 5, please rate these factors according 

to your perception of their contribution to pipeline incidents. 

 

 

Note: 

Third Party Interference (TPI) includes incidents due to Construction Work, Theft, 

Sabotage and Militants. 

  5-Very High 4-High 3-Medium 2-Low 1-Very Low 

Third Party 

Interference      

Corrosion 
     

Material 

/Construction 

defects 
     

Operational 

Error      

Natural 

Disaster      

 

  

  

 

 
 

 
 

  
 

 

  

7.Does the use of human security eg. local community for securing pipelines 

provide lasting solution to TPI? 

 Yes 

 No 

 

 Why (Please state your reason) 

       
 

  

  

 

  
 

 
 

 
 

  
 

 

  

8.Are you aware of any national dialogue, workshop or panel discussion for 

renowned experts to propose lasting solution to the problem of pipeline TPI? 

 Yes 

 No 

 If Yes (Please Specify) 
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9.Do you agree that there is a need for national dialogue, workshop or panel 

discussion for renowned experts to propose lasting solution to the problem of 

pipeline sabotage and vandalism? 

 Strongly 

Disagree 
 Disagree  Undecided  Agree 

 Strongly 

Agree 
 

  

  

 

 
 

 
 

  
 

 

  

10.Would you wish to be invited to contribute to the national/international dialogue, 

workshop or panel discussion for renowned experts to propose lasting solution to 

the problem of pipeline sabotage and vandalism? 

 Yes 

 No 

 If Yes, Kindly fill in your name, organisation, phone number and e-mail in 

the text box provided 

       
 

  

  

 

  
 

 
 

 
 

 
 

  
 

  4. Section C: Pipeline Integrity Management 
 

  
 

  This section will gather information on the integrity management practice in use by 

most pipeline operators 
 

 
 

 
 

  
 

 

  

11.Pipelines operated or managed by my Organisation are mostly  

 Underground 
 Above-

ground 
 Underwater 

 

  

  

 

  
 

 
 

 
 

  
 

 

  

12. Does your Organisation have Pipeline Risk (integrity) Management System / 

Software? 

 Yes  No 
 

  

  

 

  
 

 
 

 
 

  
 

 

  

13. 

How can you describe the pipeline monitoring/management system used by your 

Organisation? 

 Automated 
 Semi-

Automated 

 Manual 

System 

 None 

Available 
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14.What are the tasks you expect a robust pipeline monitoring system to deliver? 

Choose all that apply 

 Detect thieves and vandals 

 Detect Leakage 

 Calculate pipeline risk 

 Determine best monitoring 

technique 

 Determine most likely failure mode 

 Other (Please Specify) 

       
 

  

  

 

  
 

 
 

 
 

 
 

  
 

  5. Section D: Pipeline Policies 
 

  
 

This section is meant to gather information on policies and measures put in place by the 

Organisation to mitigate oil pipeline theft and sabotage. 
 

 
 

 
 

  
 

 

  

15.Which Pipeline Integrity Management standard does your Organisation use 

mostly in ensuring Pipeline integrity? (Choose all that apply) 

 American Petroleum Institute, API 1160 (Guideline on HCA) 

 American Petroleum Institute, API 1130 (Leak Detection Systems) 

 American Society of Mechanical Engineers, ASME B31.4 (Pipeline design 

and Construction) 

 Code of Federal Regulations 49 CFR 192 (Transportation of Natural and 

other Gas by Pipelines) 

 Code of Federal Regulations 49 CFR 195 (Transportation of Hazardous 

Liquids by Pipelines) 

 None 

 Other (Please Specify) 

       
 

  

  

 

  
 

 
 

 
 

  
 

 

  

16.Should Organisation collaborate with local community to gather intelligent 

information on pipeline security? 

 Yes 

 No 

 Why (Please State your reason) 
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17.Should Organisation organise pipeline safety awareness programmes for the host 

community frequently? 

 Yes 

 No 

 Why (Please State your reason) 

       
 

  

  

 

  
 

 
 

 
 

  
 

 

  

18.Would you recommend a policy compelling all pipeline operators to install 

Supervisory Control and Data Acquisition (SCADA) system to automatically detect 

leakages or threats to pipelines? 

 Highly 

recommended 
 Recommended  Undecided 

 Not 

recommended 

 Not at 

all 

recommended 
 

  

  

 

  
 

 
 

 
 

 
 

  
 

  6. Section E: Pipeline incident mitigation 
 

  
 

  This section aims at collecting information on the Organisations' existing strategies 

and procedure for identifying and mitigating pipeline incidents. 
 

 
 

 
 

  
 

 

  

19.Please indicate by what measure you agree that automated pipeline monitoring 

system can improve on the response time of your pipeline independent monitoring 

team? 

 Strongly 

Disagree 
 Disagree  Undecided  Agree 

 Strongly 

Agree 
 

  

  

 

  
 

 
 

 
 

  
 

 

  

20.What is the average response time of your independent monitoring team? 

 0-1 day  1-2 days  2-4 days 
 4 to 7 

days 

 7 to14 

days 
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21.What is the average response time of the JV Inspection team?  

 0-1 day  1-2 days  2-4 days 
 4 to 7 

days 

 7 to14 

days 
 

  

  

 

 
 

 
 

 
 

  
 

  7. SECTION F: Oil and Gas Industry Regulator Section 
 

  
 

  This section will enable the researcher get valuable information on Issues and 

challenges of pipeline Incidents 
 

 
 

 
 

  
 

 

  

22.Do you agree that there is a discrepancy in pipeline incident/oil spill data 

between the regulatory agencies (DPR, NOSDRA and NAPIMS) and pipeline 

operators? 

 Strongly Disagree 

 Disagree 

 Undecided 

 Agree 

 Strongly Agree 

 (Please state discrepancy if any) 

       
 

  

  

 

  
 

 
 

 
 

  
 

 

  

23.To what extent would you recommend uniform data format that will be used by 

all parties in the JV Inspection teams for a uniform database across the country? 

 Highly Recommended 

 Recommended 

 Not Recommended 

 

  

  

 

  
 

 
 

 
 

  
 

 

  

24.What are the other ways you think stakeholders could manage and mitigate Third 

Party Interference (TPI) in the pipeline industry? 

 Please Specify 

       
 

  

  

 

  
 

 
 

 
 

  
 

 

  

25.If you would not mind please could you suggest two names (First name, 

Surname and E-mail address) of other contacts in the oil and gas sector we can 

invite to participate and contribute their views? 
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26.If you wish to be acknowledged in this research (report), Kindly fill your name 

and e-mail in the text box provided.  

 

THANK YOU FOR YOUR EFFORTS. 
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Appendix C: CONCAWE data used for modelling and simulation 
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Spillage 
ID Year Pipe dia Service Fatalities Injuries Spillage volume Leak first Facility Facility Age Land use Cause  Impact  

 

  
(")     

(m 3) detected by  part        
 

                

      Gross  Net loss    Years  Category 
Reaso
n Water Contaminated land 

 

                 
bodies 2 

)  

                 area (m 
 

1 
  

2 
     

1 
     

Aa 
     

1971 11   1   2 1 2 3 2 7    
 

2   1   4    2 3 2   Aa     
 

3  11 2   0    5 1 3 6  Aa 5    
 

4  20 1   40   5 3 3 2 5  Ab   60,000  
 

5   1   350    2 3 8 9 4 Ba 9    
 

6   1   25    2 3 7   Bb 11    
 

7  5 3   3    5 1 3 8  Ca     
 

8  8 2   6   6 2 1 3 20  Ca     
 

9  20 1   300   50 5 1 3 5  Ea 19  1,000  
 

10  34 1   2000    5 1 3 9  Ea 19    
 

11  8 2   2   2 5 1 3 20  Eb 25    
 

12 1972 16 2   5    2 1 4 4  Ab 12    
 

13  28 1   800   150 2 3 1 12 4 Ab 5    
 

14  12 2   70   39 5 1 2 5 2 Ab     
 

15  9 1   10   5 5 1 3 29  Ca     
 

16  9 1   40   35 5 1 3 29  Ca     
 

17  10 1   1   1 2 2 3 39 4 Ca     
 

18  10 1   1   1 2 2 3 39 4 Ca     
 

19  12 3   500    5 1 3 12 4 Ca     
 

20  12 3   5   1 5 1 3 12 4 Ca     
 

21  10 2   150   50 2 1 3 7  Ca     
 

22  4 3   0    5 1 3 15 4 Ca     
 

23  6 3   1   0 5 1 3 15  Ca     
 

24  20 1   200   60 2 1 3 8 4 Ea 17    
 

25  20 1   250   100 2 1 3 8  Ea 17    
 

26  28 1   60   12 5 1 3 16  Ea 17    
 

27  10 1   90    5 1 3 6  Ea     
 

28  8 1   7    5 1 3 8 2 Ea 17    
 

29  10 2   30    5 1 3 9  Ea 17    
 

30  8 2   400   350 2 1 3 2 2 Ea 18    
 

31  10 2   99   96 5 1 3 6 2 Ea     
 

32  12 3   0    5 1 3 5  Ec     
 

33 1973 5 3   4    1 1 3 8  Aa 4    
 

34  20 1   25   3 5 3 2 1 4 Aa     
 

35  16 1   0    2 3 4 3 4 Ab     
 

36   1   4    2 3 7 11 4 Ab 4    
 

37  24 2   25    2 3 2 2 4 Ab     
 

38  18 1   11   1 2 3 5 13 4 Ab 4    
 

39  6 2   12   6 5 1 2 1 4 Ab     
 

40  9 1   12   12 1 1 3 32  Ca     
 

41  5 3   15    1 1 3 8  Ca     
 

42  5 3   15    1 1 3 8  Ca     
 

43  12 3   200   2 5 1 3 13  Ca     
 

44  12 3   12   2 2 2 3 13  Ca     
 

45  12 3   250   5 5 2 3 13  Ca     
 

46  12 3   150   2 1 2 3 13  Ca 14    
 

47  12 3   310   10 5 1 3 13 4 Ca   30,000  
 

48  28 1   100   40 5 1 3 16  Da     
 

49  10 3   8    5 1 3 9 2 Ea 18    
 

50  12 3   0    5 1 3 6  Ec     
 

51  12 3   1    5 1 3 6  Ec     
 

52  12 3   0    1 1 3 6  Ec     
 

53 1974  1   1   0 2 3 7 4 4 Aa 7    
 

54   1   3   2 2 3 7 5 4 Aa 4  1,000  
 

55  6 1   20    5 1 1 15  Aa 4    
 

56  9 1   10    1 1 3 33  Ca     
 

57   2   2   2 2 2 7 6  Ca     
 

58  10 3   1    2 1 3 9 4 Ca 14    
 

59  12 3   5    5 1 3 8  Ca 14    
 

60  13 3   5    5 1 3 8  Ca 14    
 

61  4 3   1    5 1 3 17 4 Ca 14    
 

62  6 3   0    5 1 3 16  Ca 14    
 

63  16 3   1    5 1 3 9 2 Cb  P   
 

64  7 1   1    5 1 3 8 2 Cb     
 

65  16 1   500    5 1 3 10  Ea 17    
 

66  5 2   1   0 5 1 3 21  Ea 19    
 

67  8 2   30   4 2 1 3 22  Ea 19    
 

68  8 2   200   2 5 1 3 22  Ea 17    
 

69  10 2   668   668 2 1 3 18  Ea 18    
 

70  10 2   489   405 2 1 3 18 2 Ea 17    
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Spillage ID Year Pipe dia Service Fatalities Injuries Spillage volume Leak first Facility Facility Age Land use Cause   Impact 
  (")     (m3) detected by  part        

      Gross  Net loss    Years  Category Reason Water 
Contaminate

d land 
                 bodies area (m2) 

71 1975 20 2   30  10 4 2 7 11 2 Ab  5   

72  34 1 4  30  2 5 1 2 12  Ab  5   

73  10 3   3   2 2 2 5 1 Ab     

74   1   10  2 2 3 8  4 Ba  11   

75   2   4   3 3 7  4 Ba  9   

76  8 2   20  10 2 3 7 4 4 Bb  11   

77   1   5   2 3 7  4 Bb  11   

78  10 3   50   2 1 3 11  Ca  15   

79  12 3   3   5 1 3 9  Ca  14   

80  6 3   25   1 1 3 9  Ca  14   

81  10 3   1  0 2 3 6 6 4 Ca     

82  4 3   1   5 1 3 18  Ca     

83  8 3   0   6 1 3 6  Ca     

84  8 3   0   1 1 3 6 2 Ca     

85  12 3   0   2 3 3 6 4 Ca     

86  6 1   15  0 5 1 3 23 2 Ea  18   

87  18 1   5  0 2 1 3 12  Ea  19   

88  8 1   120  3 2 1 3 9  Ea  17   

89  8 2   60  60 2 1 3 23  Ea  19   

90  6 1   15  6 5 1 3  2 Ea  18   

91 1976 8 2      5 1 7 9  Aa  5   

92  8 3      5 1 4 13 2 Aa  2   

93   1   9   2 1 4 13 4 Ab  2   

94  24 2   17  1 5 2 2 17 4 Ab  1   

95  16 1   1322  433 2 1 2 13  Ab  1   

96  10 3   80   2 1 3 11  Ca  14   

97  4 2   90  90 5 1 3 16  Ca  15   

98  24 1   200   2 1 3 10  Da  21   

99  10 3   50  25 2 1 3   Da  21   

100  10 1   40  2 5 1 3 13 2 Ea  18   

101  8 2   44  14 2 1 3 24 2 Ea  18   

102  18 1   802  606 5 1 3 7 2 Ea  18   

103  8 2   153  153 2 1 3  2 Ea  18   

104  14 2   358  358 5 1 3 23 2 Ec     

105 1977  2   32   2 3 4 9 4 Ab    150 
106   2   28   2 3 2 9 4 Ab    140 
107  20 2   2   5 1 2 8 2 Ab  2   

108  36 1      2 1 4 3 4 Ab  1   

109   1   50   2 3 4 19 4 Bb  11   

110   1   1   2 3 4 7 4 Bb  11   

111  12 2   350  220 4 1 3 10 2 Ca  15   

112  10 3   315  90 2 1 3 8 1 Ca     

113   1   6   2 3 7 9 4 Cb     

114  12 2   103   5 1 3 19  Da  20   

115  20 1   550  500 1 1 3 13 2 Da  23   

116  24 1   600  25 3 1 3 11 2 Db     

117  10 1   160   2 1 3 12 2 Ea  17  1,500 
118  18 1   80   2 1 3 5 2 Ea  18  400 
119  8 2   3  3 2 1 3 25 2 Ea  18   

120  8 2   3  1 2 1 3 13 2 Ea  17   

121  12 2   191   2 1 3 19 2 Ea  17   

122  8 2   269   5 1 3 19 2 Ea  17   

123  20 2   2530  2500 2 1 2 9 2 Ec     

124 1978 34 1   2000  300 5 1 2 16 2 Ab  2   

125  8 2   235  205 2 1 4 16 2 Ab  2   

126  22 1   19   5 1 3 7 2 Ab  2  1,800 
127  6 2   12  6 5 1 3 18 4 Ca  15   

128  10 2   100  10 2 1 3 14 2 Ca  15   

129  12 3   2   5 1 3 14 2 Ca  15   

130  8 3   120  60 4 1 2 7 2 Ca  15   

131  8 3   80  40 4 1 3 7 2 Ca  15   

132  12 3   2   1 1 3 12 4 Ca     

133  18 3   4  1 5 1 3 6 4 Ca  15   

134  16 4   400  250 2 1 3 14 2 Da  23   

135  11 2   3  0 5 1 3 10 2 Ea  17   

136  12 2   58  40 4 1 8 10 2 Ea  19   

137  24 1   1   5 1 7 4  Ea  19   

138  16 1   255  245 2 1 3 15 2 Ea  18  5,865 
139 1979 22 1   100  40 4 1 3 8 2 Aa  6  16,000 
140  24 1   100  1 5 1 3 5  Aa  6  2,700 
141  9 2   50   5 1 3 17 2 Ca  14  350 
142  12 2   300  200 1 1 3 23 2 Ca  15   

143  18 3   20   1 1 3 12 4 Ca  15  500 
144  18 3   5   1 1 3 12 4 Ca  15  100 
145  18 1 5  50  1 5 1 3 16 2 Ea  17  2,500 
146  12 2   90  50 5 1 3 23 2 Ea  18   

147  8 1   245  150 5 1 3 23 2 Ea  18   

148  11 2   950  380 2 2 3 15 4 Eb  26 P 6,400 
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Spillage ID Year Pipe dia Service Fatalities Injuries Spillage volume Leak first Facility Facility Age Land use Cause   Impact 
  (")     (m3) detected by  part        

      Gross  Net loss    Years  Category Reason Water 
Contaminate

d land 
                 bodies area (m2) 

149 1980 13 2   8  1 2 3 2 12 4 Ab  7   

150  40 1   4800  400 5 1 3 9 2 Ab  2  10,000 
151  10 3   80   5 1 3 10 2 Ca  14   

152  10 3   10   1 1 3 10 2 Ca  14   

153  7 3   1   1 1 3 15 2 Ca  15  10 
154  12 3   111  12 5 1 3 15 2 Da  21 P 10,000 
155  10 4   762  135 2 1 3 15 2 Ea  18  10,000 
156  12 2   270   5 1 3   Ea  19   

157  8 2   313   2 1 3   Ea  17   

158   1   30   5 3 4  4 Eb  25   

159 1981 34 4   10  2 5 1 4 6  Ab     

160  40 1   10   5 2 2 5 4 Ab    80 
161  10 2   600  150 2 1 3   Ab  2   

162  20 1   19  1 5 1 3 17 2 Ca  14   

163  8 3   5   4 3 2 12 2 Ca  14   

164  8 3   19   4 3 2 12 2 Ca  14   

165  12 3   5  2 5 1 3 15 4 Ca  14  50 
166  10 2   92  58 2 1 3 25 2 Ca  15   

167  20 1   5  3 5 1 7 15 4 Ca  14   

168  10 2   10   5 1 3   Ca  14   

169  26 2   125  45 5 1 2 18 2 Da  20   

170  24 3   30  10 4 3 7 14 4 Db     

171  7 1   132  132 2 1 3 15 2 Ea  18   

172  8 2   322  317 2 1 3 24 2 Ea  17   

173  5 1   96   5 1 3   Ea  19   

174  28 1   5  0 1 1 3 16 4 Ec     

175 1982 8 2   12  12 5 2 3 20 2 Aa  6 P  

176  24 1   9   5 1 3 18 2 Ab  2  1,000 
177  8 1   2   1 1 3 20 2 Ca     

178  12 3   8   5 1 3 16 4 Ca  15  30 
179  10 3   400  16 5 1 3 19 2 Ca  15   

180  5 1   20   5 3 3 10 4 Cb     

181  7 1   140  140 5 1 3 16 2 Cb    3,000 
182  22 1   15  5 5 1 3 18 1 Cb     

183  6 1   31   5 1 3 20 2 Ea  18   

184  8 2   7  1 2 1 3 30 4 Ec     

185 1983 4 5   10   2 1 2 22 2 Aa  1  100 
186  4 5   1   3 1 2 22 2 Aa  1  9 
187  4 5   4   5 1 2 22 2 Ab  1  80 
188  16 4   442  111 4 1 3 18 2 Bb  11   

189  6 2   12   4 1 3 15 4 Ca  15  3,600 
190  7 1   182  120 2 1 3 17 2 Cb    20,000 
191  7 1   148  110 5 1 3 17 2 Ea  17  18,000 
192  10 2   213  171 5 1 3 29 2 Ea  17   

193  14 2   675  470 5 1 4 3 2 Eb  24   

194  12 1   1  0 5 1 3 20 4 Ec    15 
195 1984 28 1   4363  3928 1 1 3 10 2 Aa  6  6,500 
196  24 1   141   5 1 1 18 2 Aa  6  4,500 
197  28 1   3   3 2 4 11 2 Ab  2  120 
198  8 2   16  3 5 2 2 17 2 Ab  2  720 
199  34 1   5  2 2 3 4 13 4 Ba  8  1,000 
200  16 1   10   2 3 6 18 2 Ba  8  50 
201   1   10  10 2 1 3 21 2 Bb  10  50 
202  12 3   2   1 1 3 17 4 Ca     

203  6 1   20  16 5 1 3 24 4 Ca  15  250 
204  16 2   5  1 5 3 3 11 4 Ca  14  10 
205  9 2   236  236 5 1 3 11 2 Cb    200 
206  10 1   150  1 5 1 3 23 5 Ea  17  100 
207  11 2   244  240 3 1 4 21  Eb  24   

208 1985 24 1   1  1 1 1 8 14 2 Aa  7  18 
209  20 1   25  4 5 3 5 9 4 Ba     

210  10 2   16   3 3 4 17 4 Ba     

211  10 2   7   3 3 2 17 4 Ba     

212  6 2   4   3 3 4 17 4 Ba     

213  16 1   1100  756 2 1 3 9 2 Cc    13,000 
214  8 2   211  195 2 1 3 33 2 Ec  18  1,000 
215 1986 16 2   160  6 3 3 2 17 2 Ab    200 
216  20 1   53  6 2 1 3 12 2 Ab  2  3,000 
217  24 2   292  4 2 1 2 26 2 Ab  7  3,000 
218  16 3   20  5 5 1 3 38 1 Ca  14   

219  20 2   2  2 5 1 3 22 1 Ca  15   

220  8 3   10   4 1 3 25 2 Ca    20 
221  9 1   10  10 5 1 3 45 2 Cb    180 
222  34 1   7  7 1 1 2 14 4 Cb    84 
223  8 2   192  95 5 1 3 15 2 Ea  19  1,500 
224  14 2   280  56 3 1 3 18 2 Ea  17  100 
225  6 2   52  41 3 1 3 13 2 Ea  17  10 
226  8 2   11  6 3 1 2 19 2 Eb  25  3 
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Spillage ID Year Pipe dia Service Fatalities Injuries Spillage volume Leak first Facility Facility Age Land use Cause   Impact  
 

  
(")     

(m 3) detected by  
part         

 

                 

      Gross  Net loss    Years  Category Reason Water 
Contaminated 

land 
 

                  
bodies 2 

)  

                  area (m 
 

   

2 
                 

227 1987 20   1000   120 4 1 2 20 4 Aa  5    
 

228  26 4   2   1 5 1 3 25 2 Aa  7  1,000  
 

229  9 1   25   2 5 1 1 46 2 Ab  2  200  
 

230  16 3   550   150 2 1 3 39 2 Ca  15  200  
 

231  9 1   8   1 5 1 3 46 1 Cb    280  
 

232  12 2   12   10 5 1 3 21 2 Da  20 P 2,000  
 

233  22 2   3   1 5 1 7 20 4 Ea  19  10  
 

234  16 2   300   115 5 1 8 18 4 Ec   P   
 

235 1988 34 1   10   1 5 1 2 26 4 Ab    200  
 

236  12 2   90   42 5 1 1 30 1 Ab  2 P 1,500  
 

237  8 2   97   21 2 3 2 28 2 Ab  4  500  
 

238  34 1   81   1 5 1 3 17 4 Ca  15  5,000  
 

239  11 2   80   80 2 1 3 35 1 Ca  15    
 

240  28 1   5   1 5 2 2 31 1 Ca  15  400  
 

241  10 2   305   5 2 1 3 23 2 Da  20  5,000  
 

242  20 2   40   10 5 1 3 24 4 Ea  17  30  
 

243  3 1   2   1 5 1 3 28 2 Ea  17  100  
 

244  10 1   14   1 5 1 3 23 2 Ea  18  100  
 

245  8 2   3   1 5 1 3 35 1 Ea  17  20  
 

246  16 2   3   1 5 1 3 16 2 Ea  19  150  
 

247  16 1  1 650   650 3 1 3 23 1 Ea  17  550  
 

248  4 2   2   1 5 1 3 26 2 Ea  19  9  
 

249  6 2   63   56 5 1 3 33 2 Ea  17  1,200  
 

250  6 2   18   1 5 1 3 33 2 Ea  18  1,800  
 

251 1989 26 1   3   2 5 1 2 26 2 Aa  5  100  
 

252  12 3   1    5 1 2  4 Aa  5  6  
 

253  1 2   25   7 5 2 7 1 2 Aa  7  10,000  
 

254  26 1   155   5 5 1 3 26 2 Ab  5 P 2,000  
 

255  10 2  1 66   16 2 1 2 27 2 Bb  11    
 

256  9 1   25   5 4 1 3 48 2 Ca  14  50  
 

257  12 3   240   150 2 1 3 17 4 Ca  15    
 

258  10 2   400   90 3 1 3 24 2 Cb    2,000  
 

259  16 2 3  253   253 5 1 3 22 2 Ea  19  500  
 

260  16 2   660   472 3 1 3 20 2 Ea  18 P   
 

261  10 2   82   4 3 2 3 24 2 Ea  17  200  
 

262  12 2   298   298 2 1 3 32 2 Ea  18  6,000  
 

263  6 2   52   27 5 1 3 33 2 Ea  18  2,000  
 

264  8 2   3    5 1 3 32 2 Ea  19  66  
 

265  8 2   186   126 5 1 3 29 2 Ea  18    
 

266  40 1   40   5 5 1 3 17 2 Ec    4,000  
 

267  11 1   2    5 1 3 26 2 Ec  18    
 

268 1990 13 2   105   105 5 1 4  2 Bb  12  30  
 

269  10 2   252   221 5 3 6 33 2 Bb  11  1,500  
 

270  8 2   9    2 2 4 48 2 Bb  12  10  
 

271  11 3   325   11 2 1 3 22 4 Ca  15    
 

272  11 2   225   194 5 1 3 11 2 Ea  17  3  
 

273  6 2   3   1 5 1 3 34 2 Ea  18  324  
 

274  10 2   189   34 5 1 3 24 2 Ea  18    
 

275 1991 20 2   275   118 3 1 3 24 2 Aa  1  14,000  
 

276   2   50   38 5 1 7 10 2 Aa  1  1,200  
 

277  20 1   20   13 5 1 3 24 2 Aa  7  4,500  
 

278  12 2   25   7 2 3 7 20 4 Aa  6  150  
 

279  12 2   5   2 5 1 7 21 2 Aa  7  320  
 

280  12 2   29   29 5 1 3 38 2 Ab  2  600  
 

281   2   4   1 3 3 7 31 4 Ab  4  250  
 

282   2   172   68 3 3 4 11 4 Ab  2  100,000 
 

283   2   2    5 2 2  2 Ab      
 

284  10 2   80   4 5 1 3 26 2 Ca  15  1,500  
 

285  7 1   20    5 1 2 30 2 Cb    300  
 

286  8 2   100   60 4 1 3 17 2 Cb    10,000  
 

287  8 2   15   10 4 1 3 17 4 Cb    25  
 

288  8 2   4    5 1 3 49 2 Ea  19  6  
 

289  6 2   21   13 5 1 3 34 2 Ea  18  500  
 

290  6 2   1    5 1 3 37 2 Ea  19  2  
 

291   2   84   75 3 3 4 1 2 Eb  25    
 

292  13 2   485   485 2 3 3 24 2 Eb  25  7,000  
 

293  8 2   10   1 5 1 3 24 2 Ec    30  
 

294 1992 8 2   1000   400 2 1 3 34 4 Aa  2    
 

295   2   128   98 2 1 2  2 Ab    5,400  
 

296   2   113   8 2 3 4 12 4 Ab  2    
 

297  8 2   30   15 2 2 2 33 4 Ab  5    
 

298  8 2   5   5 6 1 3 13 5 Ab  2  10  
 

299   2   275   248 2 3 4  4 Bb  11  1,100  
 

300   2   5   1 2 2 8 22 4 Bb  10  1,350  
 

301  10 2   2    2 1 4 30  Bb      
 

302  8 3   200    5 1 3 25 2 Ca    300  
 

303  24 2   13   1 5 1 2 27 4 Ca    250  
 

304  6 2   3   3 4 1 3 49 2 Ca  15  2  
 

305  12 2   75   75 5 1 3 28 2 Da  23    
 

306  8 2   50   50 4 1 3 25 2 Ec    20  
 

307  8 2   25   25 4 1 3 25 2 Ec    60  
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Spillage ID Year Pipe dia Service Fatalities Injuries Spillage volume Leak first Facility Facility Age Land use Cause   Impact 
  (")     (m3) detected by  part        

      Gross  Net loss    Years  Category Reason Water 
Contaminat

ed land 
                 bodies area (m2) 

308 1993 34 1   248  18 4 1 3 31 2 Aa  2  45,000 
309   2   3   5 3 2 2 4 Ab    80 
310  12 2   2  1 1 1 4 23 4 Ab    400 
311  18 2   14  13 6 1 3 27 4 Ca    400 
312  13 2   580  500 2 1 8 26 2 Cb    800 
313  20 1   2000  500 2 1 3 19 2 Cb    25,000 
314  26 2   10  7 5 1 3 31 5 Da  20 P  

315  9 2   8  6 5 1 3 30 2 Ea    50 
316  24 2   49  39 5 1 3 33 2 Ea  18  40,000 
317  8 2   3  1 5 1 3 37 2 Ea  19  100 
318  12 2   101  19 5 1 3 31 2 Ea  19   

319  20 2   3050  1450 2 1 3 29 4 Ec     

320  7 2   3  3 5 1 3 13 1 Ec    6 
321 1994 16 1   200  160 3 1 3 31 2 Ab  2  6,000 
322  16 1   1350  1295 2 1 3 31 2 Ab  2  25,000 
323  6 2   250  14 2 3 2 16 4 Ab    50 
324  6 2   1  1 1 1 3 16 4 Ab  2  25 
325  11 2   5  5 5 2 2 9 2 Ab    100 
326   1   2  2 5 3 8  4 Ba  9  100 
327  12 3   90  60 5 1 3 24 2 Ca  14   

328  32 1   10  5 2 2 3 21 4 Cb    500 
329  10 2   285  285 5 1 3 26 2 Ea  17   

330  9 2   195  170 3 1 3 37 2 Ea  18 P 8,000 
331  8 2   46   5 1 3 36 2 Ea  17  1,150 
332 1995  2   280  80 2 2 6 22 4 Aa  7  10,000 
333  10 2   30  30 5 1 2 35 2 Aa  5  750 
334   2   53  41 5 1 7 5 2 Ab  2   

335  6 2   115   1 1 3 36 2 Ab  2  500 
336  16 1   132  82 3 1 3 30 2 Bb  11  6,500 
337  10 2   1000  270 1 1 3 31 4 Ca  15  55,000 
338  9 2   48  18 3 1 3 28 2 Ea  17  1,500 
339  9 2   20  20 3 1 3 39 4 Ea  17  100 
340  13 2   139  113 5 1 3 5 2 Ea  17  300 
341  6 2   12   3 1 3 37 2 Ea  17  30 
342 1996 9 2   165  99 2 3 2 5 4 Ab    40 
343  14 2   292  209 5 1 3 40 1 Bb  10  300 
344  12 3   1   5 1 3 30 4 Ca    16 
345  9 2 1  437  343 2 1 3 40 4 Ea  19  20 
346  7 2   19  19 5 1 3 40 2 Ea  17  350 
347  10 2   500  62 5 1 3 64 4 Ec    23,000 
348 1997 12 2   19  3 1 1 3 27 2 Ca  14  2,800 
349  10 1   2  0 1 1 2 7 4 Cb    20 
350  12 2   422  341 2 1 3 30 2 Cc     

351  12 2   435  267 2 1 3 30 1 Cc   P  

352  8 2   13  2 2 1 4 33 2 Ea  19  150 
353  12 2   40  1 5 1 3 24 4 Ec  17   

354 1998  1   30  4 2 3 5 30 4 Ab  1  400 
355  6 3   0  0 5 1 3 34 2 Bb  11   

356  13 2   486  247 2 1 3 42 2 Bb  11  100 
357  16 2   250  20 5 1 3 30 4 Ca  14   

358  10 2   340  313 3 1 3 6 1 Ea  17  500 
359  10 2   15  14 1 1 3 4 2 Ea  19  600 
360  9 2   176  67 3 1 3 42 2 Ea  18  160 
361   2   30  2 3 1 7  2 Ea  19  650 
362  8 2   0   5 1 3 25 2 Ea  19  4 
363 1999  1   7   2 3 6  4 Bb  11  200 
364  1 3   30   2 1 3 32 4 Ca  14  300 
365  11 2   167  64 2 1 3 32 2 Ca  14  60 
366  6 2   1  1 3 1 3 25 2 Ca  14  5 
367  4 1   1  1 5 3 8 35 4 Ca  14   

368  8 2   80  20 5 1 3 48 2 Ea  17  500 
369  13 2   84  13 3 1 3 10 4 Ea  17   

370  6 2   29  14 5 1 3 40 2 Ea  18   

371  8 2 1  80  30 5 1 3 35 2 Eb  26  1,000 
372  11 2   36  28 3 1 7 5 2 Eb  26  100 
373  12 2   1   2 1 3 36 4 Ec     

374 2000  2   175  3 5 2 4 24 4 Ab    60 
375  12 1   10  7 5 1 3 30 4 Cb    150 
376  12 2   8  8 5 1 3 31 2 Ea  17   

377  11 2   159  64 3 1 3 8 2 Ea  17  5,000 
378  12 2   7  1 5 1 3 26 1 Ea  19   

379  24 2   1  1 5 1 3 41 2 Ec  19  150 
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Spillage ID Year Pipe dia Service Fatalities Injuries Spillage volume Leak first Facility Facility Age Land use Cause   Impact 
  (")     (m3) detected by  part        

      Gross  Net loss    Years  Category Reason Water 
Contamin
ated land 

                 bodies area (m2) 
380 2001 20 1   800  8 5 2 8 35 2 Aa  5  10,000 
381  10 2   1  1 5 1 2 39 2 Aa  5  10 
382  10 2   5  5 5 1 3 38 2 Ab  2  500 
383  6 2   37  7 4 1 1 27 2 Ab  2  900 
384  12 2   10  2 5 1 1 15 4 Ab  2  120 
385  34 1   6  1 3 1 3 29 4 Ca  14  500 
386  12 2   4  4 5 1 3 26 2 Ca  14  1,000 
387  13 1   103  50 2 3 8 23 4 Cb    225 
388  11 2   55  51 5 1 3 9 2 Ea  17   

389  10 2   10  1 5 1 3 11 2 Ea  17   

390  6 2   5  5 5 1 3 47 1 Ea  18  400 
391  12 1   10  7 5 1 3 30 2 Eb  26  250 
392  12 1   17  12 5 1 3 30 2 Eb  26  400 
393  16 2   2  2 5 1 3 18 2 Eb  26  350 
394  8 2   85  24 2 1 3 47 2 Eb  26 P 404 
395 2002 8 2   10  10 5 1 3 47 2 Ab    325 
396  20 1   100   2 1 3 36 4 Ca  15  500 
397  10 2   80  20 5 1 3 38 4 Ca  14  10,000 
398  10 3   1   5 1 3 28 2 Ca  15  14,000 
399  6 2   17   2 2 3 33 4 Ca    400 
400  8 2   70   2 1 2 ? 4 Ca     

401  13 2   225  58 3 1 3 46 2 Cc    400 
402  24 2   250  20 5 1 7 39 4 Da  22  5,000 
403  30 1   2   5 2 2 40 4 Ea  19  40 
404  8 2   170  120 4 1 3 57 2 Ea  18   

405  16 1   750  45 1 1 3 39 2 Ea  17  20,000 
406  20 1   280  30 5 1 3 40 2 Ea  17  12,000 
407  12 1   40  15 5 1 3 33 2 Eb  26  6,000 
408  8 2   190   3 1 3  4 Ec  19   

409 2003 14 2   30  30 3 1 8   Aa     

410  20 4   2   2 1 3 52 4 Ca   S 2 
411  12 2   2   5 1 3 32 4 Ea   S 5 
412  11 2   83  74 3 1 3 46 3 Ea  18  1,800 
413  11 2   45  31 5 1 3 46 4 Ea  17  600 
414  6 2   2   3 1 8   Ea     

415  11 2   74  49 3 1 8 46 3 Eb  26  500 
416  16 1   5  5 1 1 3 41 5 Eb  26  120 
417  16 2   28  10 5 1 3 29 2 Eb  26  400 
418  16 2   52  3 4 1 3 29 2 Eb  26  400 
419  12 2   11  7 4 1 3 45 4 Ec    800 
420  20 2   2500  1100 5 1 3 31 6 Ec  19 P 80,000 
421 2004 16 2   2  0 1 1 3 32 3 Aa    4,000 
422  10 2   26  18 2 2 7 40 2 Aa    6,000 
423  22 1   20  6 2 3 8 5 4 Ab    200 
424  8 2   90  50 5 1 1 5 3 Ea  18  1,500 
425  10 2      3 1 8 29 1 Ea    2,000 
426 2005 12 2   19  19 2 3 4  3 Aa  7   

427  12 2      5 1 2  4 Aa  5 G  

428  20 1   350  10 3 1 8 45 2 Ab  1 G 15,000 
429  6 2   20   2 1 1 28 3 Ab  4 S 58 
430  6 2   38   5 1 1 28 3 Ab  4 S 42 
431  9 1   30  4 3 1 8 14 2 Bb  12 G 1,000 
432  10 1   15   5 2 4 22 3 Bb  12  1,000 
433  10 2   3  1 5 1 3 25 4 Ca  14 S 50 
434  24 1   64  1 2 1 8 40 4 Cb   G 150 
435  8 2   15  8 5 1 3 41 2 Ea  17 G 1,000 
436  24 2   0   5 1 3 46  Ec  19 S G 3,000 
437 2006 12 2   75   5 1 4 58 4 Ab    50 
438  8 2   6  6 2 1 4 19 4 Ab  2  60 
439  9 2   5   1 2 2 1 3 Aa  7   

440  14 2   5   2 2 4  4 Ab  2   

441  11 2   245   2 1 3 13 3 Ea  18   

442  11 2  1 37   5 2 3  3 Aa  5   

443  11 2   223   5 1 3  5 Ea  17   

444  13 2   4   1 2 7  4 Ab  1   

445  20 2   2   3 1 3  4 Cb   S G  

446  12 1   10  3 5 1 1 8 4 Cb    50 
447  6 2   23   3 1 3 41 5 Eb  26 G 100 
448  6 2   16   3 1 3 41 5 Eb  26 G 80 
449 2007 8 2   150  70 3 1 3  4 Ec  4  400 
450  8 2   30  1 5 1 3  2 Ea  17  2,000 
451  11 2   12  10 2 1 4 28 3 Eb  26  1,600 
452  13 2   301  38 5 1 3 17 3 Ea  19  452 
453  9 2   117  54 2 1 3 50 3 Ea  19  120 
454  9 2   2  2 5 1 3 16 3 Eb  26  100 
455  11 2   182  133 5 1 3 50 3 Ea  19 S 500 
456  13 2   185  159 2 1 3 50 3 Ca  14  1,200 
457  16 1   7   5 3 3 40 3 Cb   S G 700 
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Spillage Year Pipe dia Service Fatalities Injuries Spillage volume Leak first Facility Facility Age Land use Cause   
Impa
ct 

ID  (")    (m3) detected by  part        

      Gross Net loss    Years  Category Reason Water 
Contam
inated 
land 

                bodies 
area 

(m2) 
458 2008 16 2   4 4 6 1 3 40 4 Aa  5  25 
459  40 1   6 0 5 2 7 36 7 Ab  2  0 
460  11 2   30 0 3 3 5 29 4 Ab  2  40 
461  11 2   52 37 3 1 4 29 3 Ab  4  50 
462  11 2   12 0 1 2 4 20 4 Aa  7  0 
463  11 2   129 108 3 1 3 29 3 Ab  2  90,000 
464  9 2   44 17 3 1 3 16 3 Ea  17  3,600 
465  6 2   40 0 2 1 3 52 4 Ea  0  5,000 
466  4 2   28 0 5 1 3 0 3 Ea  18  250 
467  16 1   294 0 3 1 3 46 4 Ea  17  11,000 
468  16 1   328 0 3 1 3 46 4 Ab  4  3,600 
469  18 1   1 1 5 1 3 36 2 Ca  14 S 0 
470 2009 20 1   30 0 2 2 4 25 4 Ab  1   

471  34 1   10 10 5 1 3 45 4 Ec   S  

472  40 1   5401 811 2 1 3 37 6 Ab  4 G 50,000 
473  24 1   10 0 3 3 6 48 4 Ab  3 G 50 
474  10 2   25 12 3 2 2 0 4 Aa  7   

475 2010 2 1   125 0 5 3 2 0 3 Ab  3  200 
476  13 2   1 1 5 1 3 34 3 Ca  14 S 0 
477  9 2   10 0 1 3 2 18 4 Ab  3  0 
478  24 1   200 0 3 1 3 38 3 Ea  18 S G 21,000 
479 2011 20 1   1 0 2 3 4 44 4 Bb  13  0 
480  8 2   0.3 0.3 1 1 3 47 3 Ab  2 S 1,000 
481  16 2   30 30 4 1 3 37 3 Eb  26  600 
482  16 2   166 166 4 1 3 37 4 Eb  26  250 
483  13 2   35 1 1 1 7 35 6 Bb  13  150 
484  28 2   99 99 5 1 3 6 1 Ea  19 G 1,500 
485  8 2   12 12 3 1 3 27 3 Eb  26  5 
486 2012 10 2   7 7 5 1 3 45 7 Eb  26 S 300 
487  6 2   15 15 5 1 3 51 3 Ec  0 G 10 
488  9 2   1 1 5 1 3 55 3 Ea  18  200 
489  24 1   5 0 5 1 3 43 4 Ea  17  20 
490  10 2   240 175 3 1 3 59 3 Ec  0  15,000 
491  20 1   37 12 5 1 3 12 3 Eb  25 G 10,000 
492  10 1   3 0 0 1 3 26 3 Cb  0  150 
493  10 2   1 0 1 1 3 52 5 Ca  14  0 
494  10 2   1 0 1 1 3 52 5 Ca  0  0 
495  16 2   1 0 2 1 2 57 0 Ab  1  0 
496  10 2   40 0 3 1 3 50 2 Ea  19   

497  10 2   20 0 3 1 3 50 3 Ea  18   

498  20 1   1 0 2 3 4 0 4 Bb  13  0 
499 2013 28 1   2 0 2 1 3 47 4 Aa  7  100 
500  28 1   19 0 1 1 7 34 6 Bb  12  0 
501  8 2   88 88 3 1 3 0 3 Ea  17  50 
502  8 2   12 12 3 1 3 0 0 Ea  17   

503  10 2   10 9 1 1 3 39 3 Eb  26  40 
504  12 2   6 6 3 1 3 37 3 Eb  26  30 
505  12 1   5 5 1 1 3 33 4 Cb  0  50 
506  40 1   2 0 1 2 7 46 0 Aa  0  1,000 
507  12 2   7 4 5 1 3 13 3 Eb  26  150 
508  10 2   50 38 2 1 3 25 3 Eb  26  200 
509  8 2   10 2 5 1 3 56 3 Eb  26   

510  16 2   0 0 5 1 3 39 3 Eb  26   

511  16 2   0 0 3 1 3 39 3 Eb  26   

512  16 2   0 0 3 1 3 39 3 Eb  26   

513  16 2   0 0 3 1 3 39 3 Eb  26   

514  12 2   0 0 3 1 3 40 3 Eb  26   

515  12 2   0 0 5 1 3 40 0 Eb  26   

516  12 2   0 0 5 1 3 40 3 Eb  26   

517  22 2   0 0 5 1 3 42 3 Eb  26   

518  22 2   0 0 5 1 3 42 3 Eb  26   

519  22 2   0 0 3 1 3 42 3 Eb  26   

520  8 2   0 0 5 1 3 43 3 Eb  26   

521  8 2   0 0 5 1 3 43 3 Eb  26   

522  12 2   2 2 2 1 4 0 5 Ab  4  3 
523  10 2   30 30 2 1 3 0 3 Eb  26  3,000 
524  10 2   0 0 5 1 3 0 3 Ec  18  50 
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Appendix D: Data Excerpt from NNPC Annual Statistical Bulletin 
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Appendix E: Visual Basic Codes for User Input Form 

 

Private Sub CmdCancel_Click() 

    Unload Me 

End Sub 

Private Sub cmdSaveDetails_Click() 

    If txtSegmentName.Value = "" Then 

        txtSegmentName.BackColor = vbRed 

        txtSegmentName.ForeColor = vbRed 

        txtSegmentName.SetFocus 

        Exit Sub 

    End If   

    If txtNoOfIncidents.Value = "" Then 

        txtNoOfIncidents.BackColor = vbRed 

        txtNoOfIncidents.ForeColor = vbRed 

        txtNoOfIncidents.SetFocus 

        Exit Sub 

    End If 

    If txtTotalImpact.Value = "" Then 

        txtTotalImpact.BackColor = vbRed 

        txtTotalImpact.ForeColor = vbRed 

        txtTotalImpact.SetFocus 

        Exit Sub 

    End If 

    If txtSegmentName.BackColor = vbRed Then 

        Exit Sub 

    End If 

    If txtNoOfIncidents.BackColor = vbRed Then 
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        Exit Sub 

    End If 

    If txtSegmentLength.BackColor = vbRed Then 

        Exit Sub 

    End If 

    If txtTotalImpact.BackColor = vbRed Then 

        Exit Sub 

    End If 

    Sheet7.Activate 

    Range("A1").End(xlDown).Offset(1, 0).Select 

    ActiveCell.Offset(0, 0).Value = txtSegmentName.Value 

    ActiveCell.Offset(0, 1).Value = txtNoOfIncidents.Value 

    ActiveCell.Offset(0, 2).Value = txtSegmentLength.Value 

    ActiveCell.Offset(0, 3).Value = txtNoOfYears.Value 

    ActiveCell.Offset(0, 4).Value = txtTotalImpact.Value 

    ActiveCell.Offset(0, 5).Value = cboImpactType.Value 

    Unload Me 

End Sub 

Private Sub fraSegmentDetails_Click() 

End Sub 

Private Sub ListBox1_Click() 

End Sub 

Private Sub spnNoOfYears_Change() 

    txtNoOfYears.Value = spnNoOfYears.Value 

End Sub 

Private Sub txtNoOfIncidents_Change() 

    If IsNumeric(txtNoOfIncidents.Value) Then 
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        txtNoOfIncidents.BackColor = vbWhite 

        txtNoOfIncidents.ForeColor = vbBlack 

    Else 

        txtNoOfIncidents.BackColor = vbRed 

        txtNoOfIncidents.ForeColor = vbRed 

    End If 

End Sub 

Private Sub txtNoOfYears_Change() 

    If IsNumeric(txtNoOfYears.Value) And _ 

        txtNoOfYears.Value >= spnNoOfYears.Min And _ 

        txtNoOfYears.Value <= spnNoOfYears.Max Then 

        spnNoOfYears.Value = txtNoOfYears.Value 

        txtNoOfYears.BackColor = vbWhite 

        txtNoOfYears.ForeColor = vbBlack 

    Else 

        txtNoOfYears.BackColor = vbRed 

        txtNoOfYears.ForeColor = vbRed 

    End If 

End Sub 

Private Sub txtSegmentLength_Change() 

    If IsNumeric(txtSegmentLength.Value) Then 

        txtSegmentLength.BackColor = vbWhite 

        txtSegmentLength.ForeColor = vbBlack 

    Else 

        txtSegmentLength.BackColor = vbRed 

        txtSegmentLength.ForeColor = vbRed 

    End If 
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End Sub 

Private Sub txtSegmentName_Change() 

    txtSegmentName.BackColor = vbWhite 

    txtSegmentName.ForeColor = vbBlack 

End Sub 

Private Sub txtTotalImpact_Change() 

    txtTotalImpact.BackColor = vbWhite 

    txtTotalImpact.ForeColor = vbBlack 

End Sub 

Private Sub UserForm_Initialize() 

    txtNoOfYears.Value = spnNoOfYears.Value 

End Sub 
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Appendix F: Visual Basic Codes for Risk Model Output Generation 
 

Sub AttachLabelsToPoints() 

 

   'Dimension variables. 

   Dim Counter As Integer, ChartName As String, xVals As String 

 

   ' Disable screen updating while the subroutine is run. 

   Application.ScreenUpdating = False 

 

   'Store the formula for the first series in "xVals". 

   xVals = ActiveChart.SeriesCollection(1).Formula 

 

   'Extract the range for the data from xVals. 

   xVals = Mid(xVals, InStr(InStr(xVals, ","), xVals, _ 

      Mid(Left(xVals, InStr(xVals, "!") - 1), 9))) 

   xVals = Left(xVals, InStr(InStr(xVals, "!"), xVals, ",") - 1) 

   Do While Left(xVals, 1) = "," 

      xVals = Mid(xVals, 2) 

   Loop 

 

   'Attach a label to each data point in the chart. 

   For Counter = 1 To Range(xVals).Cells.Count 

     ActiveChart.SeriesCollection(1).Points(Counter).HasDataLabel = 

_ 

         True 

      ActiveChart.SeriesCollection(1).Points(Counter).DataLabel.Text 

= _ 

         Range(xVals).Cells(Counter, 1).Offset(0, -1).Value 

   Next Counter 

 

End Sub 
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Appendix G: Validation Instruments 

G-1: Validation Questionnaire 

  

 

  IOPMIMS VALIDATION 

 

    
  

 

 
 

 
 

 
 

  
 

  1. RESEARCH BRIEFS, AIMS AND OBJECTIVES 
 

  
 

  This survey is part of African-European project on Third Party Interference (TPI) in 

oil and gas pipelines. The survey aims at validating the model and findings of the 

research "Development of Integrated Oil and gas Pipeline Monitoring and Incident 

Mitigation System (IOPMIMS) for TPI management. It also aims at finding out to what 

extent the system techniques and model developed addresses the problem of pipeline 

sabotage and TPI. 

   

  EXPECTED OUTCOMES 

  It is expected that this survey will inform the researcher on the validity of the research 

findings and model developed in the pespective of the professionals in the pipeline 

industry. As an important stakeholder in oil and gas sector, it is expected that the 

findings of this research will be very valuable to you and the nation.  

   

  This research is led by a supervisory team comprising of Prof. Chris Nwagboso and 

Dr. Panagiotis Georgarkis. 
 

 
 

 
 

 
 

  
 

  2. Section A: Organisation and Respondent's Demographic Information 
 

  
 

  This section aims at identifying the area of expertise of the respondent and the 

respondents' Organisation. This will help us during evaluation and validation of data as 

well as during development of models. 
 

 
 

 
 

  
 

 

  

1.Which category best describes your Organisation? 

 Oil & Gas Storage & Transportation 

 Oil & Gas Refining & Marketing 

 Oil & Gas Exploration & 

Production 

 Integrated Oil and Gas Company 

 Oil & Gas Drilling 

 Oil Servicing Company 

 Government Ministry, Department 

and Agency 

 Educational Institution 

 Non-Governmental Organisation 

 Other (Please Specify) 

       
 

  

  

 

  
 

 
 

 
 

  
 

 

  

2.What is your role in the Organisation? 

 Director 

 General Manager 

 Supervisor 

 Team Leader 
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 Manager  Administrator 

 Other (Please Specify)  

        
  

 
 

 
 

  
 

 

  

3.How many years have you been in the oil and gas sector? 

 0-10 Yrs 
 11-20 

Yrs 

 21-30 

Yrs 

 31-40 

Yrs 

 41 Yrs 

and above 
 

  

  

 

  
 

 
 

 
 

 
 

  
 

  3. Section B: IOPMIMS framework for pipeline management 
 

  
 

  This section is meant to verify the significance and validity of the proposed IOPMIMS 

framework in managing Third Party Interference (TPI) on oil and gas pipelines. 
 

 
 

 
 

  
 

 

  

4.This research identifies ideal functionalities of pipeline management system as 

threat detection, leakage detection, risk assessment as well as advisory role for risk 

and integrity management. Do you agree that the four elements identified in the 

IOPMIMS framework adequately capture the major functionalities of a pipeline 

management system? 

 Stongly 

Agree 
 Agree  Indifferent  Disagree 

 Strongly 

Disagree 
 

  

  

 

  
 

 
 

 
 

  
 

 

  

5.How useful do you think the IOPMIMS framework will be if well implemented? 

 Very 

useful 

 Moderately 

useful 
 Undecided 

 Not 

useful 

 Not at 

all useful 
 

  

  

 

  
 

 
 

 
 

 
 

  
 

  4. Section C: Risk model 
 

  
 

  This section will establish the validity of the developed Risk model as applied to risk 

and integrity management practice in the oil and gas pipeline industry. 
 

 
 

 
 

  
 

 

  

6.Do the basic concepts identified in the Quantitative Risk Assessment (QRA) 

model adequately capture the concepts and parameters for pipeline risk assessment? 

 Yes 

 No 
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7.To what extent does the risk model developed reflect the standard practice for the 

industry or pipeline operators in risk assessment? 

 Does not 

at all reflect 

 Does not 

reflect 
 Undecided  Reflects 

 Strongly 

reflects 
 

  

  

 

 
 

 
 

  
 

 

  

8.How useful do you think the risk model developed will be if well implemented? 

 Not at all 

useful 

 Not 

useful 
 Undecided  Useful 

 Very 

useful 
 

  

  

 

  
 

 
 

 
 

 
 

  
 

  5. Section D: Machine Learning Algorithms for Pipeline failure mode prediction, 

threat and leakage detection 
 

  
 

  This section is meant to validate the choice of Support Vector Machine (SVM) over 

other machine learning algorithms for pipeline failure mode prediction, as well as threat 

and leakage detection. 
 

 
 

 
 

  
 

 

  

9.Support Vector Machine (SVM) with accuracy of 91.2% has been selected over 

Neural Network and Decision Tree algorithms with 63% and 57% accuracies 

respectively for classification of pipeline failure mode, as well as threat and leakage 

detection. Do you agree with this finding if you are familiar with these algorithms? 

 Strongly 

Disagree 
 Disagree  Undecided  Agree 

 Strongly 

Agree 
 

  

  

 

  
 

 
 

 
 

 
 

  
 

  6. Section E: Research Recommendations 
 

  
 

  This section aims at assessing the validity of the recommendations put forward as a 

result of this research. 
 

 
 

 
 

  
 

 

  

10.How satisfied are you that the recommendations put forward as part of the 

framework and model developed are adequate for improving pipeline security and 

integrity? 

 Very 

Dissatisfied 

 Not 

Satisfied 
 Neutral  Satisfied 

 Very 

Satisfied 
 

  

  

 

  
 

 
 

 
 

  
 

 

  

11.How satisfied are you that the recommendations put forward as part of the 

framework and model developed are feasible?  

 Very 

Dissatisfied 

 Not 

Satisfied 
 Neutral  Satisfied 

 Very 

Satisfied 
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12.Are there additional recommendations you could suggest to monitor and mitigate 

Third-Party Interference (TPI) and Pipeline risks? 
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G-2: Validation Slides 
 

 

 

IOPMIMS FRAMEWORK AND MODEL 
 

FUNCTIONALITIES 
 

 

 

 

JOHNSON EZE 
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           OUTLINE  

▪ Introduction 

 

▪ IOPMIMS Framework vs Pipeline Management System 

 

▪ Basic concepts of QRA model vs Industrial Pipeline Risk Assessment  

 

▪ QRA model implementation 

 

▪ Recommendations 

 

▪ Question and Answers                                                            
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     FUNCTIONS OF PIPELINE MANAGEMENT SYSTEM 
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         IOPMIMS SYSTEM INTEGRATION FLOWCHART 
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            IOPMIMS THREAT DETECTION MODULE 
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      IOPMIMS LEAKAGE DETECTION MODULE 
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       IOPMIMS RISK ASSESSMENT MODULE 
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     BASIC CONCEPTS OF QRA MODEL                                                           

❖ Probability of Failure calculation 

 

 

 

❖ Consequence of Failure Calculation 

 

 

 

❖ Segment Risk Index Comparison
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         QRA RISK MATRIX MODEL 
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      QRA RISK MODEL INPUTS 
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          QRA DATABASE 
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      QRA IMPLEMENTATION 
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        QRA IMPLEMENTATION FOMULAS 
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QRA OUTPUTS 
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RECOMMENDATIONS TO THE INDUSTRY 

• While reporting pipeline incidents, operators should specify causes to match the nine categories 

outlined by PRCI to ease analysis for regulators and researchers. 

 

• Incident reports should capture number of fatalities or injuries, property damages and costs as well 

as volume of oil or gas spilled to ensure that accurate CoF could be obtained for each incident for 

improved PIM. 

 

• Developing countries e.g. Nigeria (DPR) wishing to standardise their pipeline incident database 

should join the International Regulators Forum (IRF) to keep abreast of health and safety issues / 

technologies not only in the offshore but also onshore oil and gas sector. 

 

• Pipeline operators should be mandated to identify pipelines located in HCAs and moderate 

consequence areas (MCA) 
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   RECOMMENDATIONS CONT’D 

• Operators should draw out integrity management programs for pipelines in identified HCAs and 

MCAs ensuring that threats are properly identified, risk assessment carried out and preventive and 

mitigation measures identified and implemented. 

 

• Operators should be mandated to install leak detection systems at the least on the pipelines to 

detect leakages and nip disaster in the bud. 

 

• There should be arrangements to ensure that basic amenities are provided for communities hosting 

oil and gas companies such as the Niger Delta. Also, there should be accountability for the royalty 

and rent paid to the community as well as other remunerations like the 13% derivation formula paid 

to Nigerian oil producing state. 

 

• Governments should on their part, always sue for peace through dialogue rather than resorting to 

military approach which always would not work as evident in the Nigerian case study. 
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THE END 

 
 
 
 

THANK YOU 
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Appendix H: IOPMIMS System Specification 

 

 

 

 

 

 

INTEGRATED OIL AND GAS PIPELINE MONITORING 

AND INCIDENT MITIGATION SYSTEM (IOPMIMS) 

FRAMEWORK 

 

 

Eze, Johnson 

2/22/2017 

 

Following the need to develop an integrated monitoring system to safeguard oil and 

gas pipelines, a system specification has been developed for an experimental setup of 

a wireless sensor network (WSN) in order to investigate the effectiveness of the use of 

Waspmotes or LOTUS WSN for pipeline surveillance.  
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1.0 Introduction 

1.1 Scope of the document 

This system specification document describes the function, components, 

performance and constraints of IOPMIMS, a system being designed for real time 

monitoring of oil and gas pipeline infrastructures. It has to be noted therefore that 

wherever pipeline is mentioned in this document, reference is being made to oil 

and gas pipelines. 

 

1.2 Overview 

1.2.1 Objectives 

1. To detect and confirm vandals, thieves, and saboteurs around pipeline 

installations 

2. To detect other natural occurring (non-interference) leakages on 

pipelines. 

3. To alert relevant personnel and agencies when such intruders or leakages 

are detected 

4. To assess pipeline risks based on available data or past incidences 

(history) 

5. To advise or give recommendations to pipeline operators or stakeholders 

on issues relating to pipeline surveillance, monitoring and risk 

management. 
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1.2.2 Constraints 

To achieve a system with high efficiency and effectiveness, many sensors such 

as flow sensors, acoustic, seismic, motion, pressure as well as visual (camera) 

sensors will be integrated to realise the system objectives.  However, the 

researchers are constrained by so many factors such as limited finance as well 

as time.  For the above reasons, the researchers will integrate only seismic 

sensors, motion sensors and visual (camera) sensor.   

 

Furthermore, although radar sensor such as Micropower Impulse Radar (MIR) 

Sensor as a single unit sensor would have been more adequate for this project, 

Pyro-electric (Passive) Infra-Red (PIR) sensor contained in a camera has been 

adopted for this project.  MIR sensors could be used to distinguish between 

objects with different sizes since wavelength of the reflected microwave signal 

from MIR sensor is always comparable with the size of the object (Fraden 

2010b).  Based on this principle, MIR sensors could be used to distinguish 

between pets and human beings (Follett 2009).  Since TWR-ISM-002 Radar 

sensor which has been used in many research studies in the past was not 

available in the market Waspmote wireless sensor is being considered for this 

project. 
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2.0 Functional and data description 

2.1 Major System Capabilities (User Requirements) 

This section specifies major capabilities expected of IOPMIMS. In other words, 

this section gives all the service requirements that potential pipeline operators or 

customers who will be using IOPMIMS expect the system to provide. Thus, 

IOPMIMS will have the following characteristics as listed below: 

 

1. The system must be available 24 hours a day, 7 days a week and 365 

days in a year. 

2. The system must be real-time system, being able to detect and report 

incidences as they occur. 

3. The system must be internet enabled and capable of using 3G networks 

upgradable to 4G and 5G networks. 

4. The application software for the IOPMIMS must be capable of being 

installed in PCs and other mobile devices such as smartphones. 

5. The system must use GIS maps to trace and report incident locations on 

pipeline networks. 

6. The system should be able to advise or recommend to operators or 

stakeholders best measures to manage Third Party Interference (TPI) on 

pipelines or other pipeline risks. 

7. The system should be able to undertake actionable measures aimed at 

mitigating oil and gas pipeline interference and other risks. 

8. The system should be able to capture input data from sensors and also 

take historic data inputs from users to build its database 
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2.2 System Architecture 

The proposed system architecture is meant to integrate wireless sensors and 

cameras in a network that will have the base station as their coordinating unit. 
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Figure 1.0: System Architecture 

 

2.3 Wireless Sensor Configuration 

The Waspmote or LOTUS wireless sensors shall be deployed along the pipeline 

routes.  In order to calculate the distance of the mote from one another, we use 

the Dynamic range configuration model of WSN as described in (Jawhar et al. 

2007). 
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Dynamic Range Configuration Model 

The dynamic range configuration model is shown in figure 2.0 above.  In this 

configuration, the sensor nodes along the pipeline route are represented by the 

alphabets A to H.  Taking the sensor node “D” as our reference point, the design 

is done in such a way that the highest transmission range of the sensor is the 

distance DF or BD.  However, the default configuration is such that the nearest 

neighbours of the sensor at “D” are half of the highest transmission range at 

either side of the sensor at D.  Therefore, by default, the sensor at point D will be 

transmitting signals to the sensor at E and receiving signals from the sensor at 

C. 
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Figure 2.0: Dynamic Range Configuration Model 

 

If however for any reason, the sensor at point “E” has a problem and goes out of 

the network, then sensor at point “D” should automatically adjust and start 

transmitting to the sensor at point “F” while problem notification message is sent 

to alert network administrator.  Moreover, if sensor at point “C” has a problem as 

well, the sensor at point “D” should start receiving signal from the sensor at point 

“B” and problem notification message updated accordingly.  It shall also 
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normalise to its default transmission range when the sensor at point “E” and “C” 

are restored back to the network. 

 

 

 

 

                                                                                                                                                                                                                                               

Figure 3.0: Design Parameters for Model Used; Source: Researcher 

 

The calculations involving distance parameters such as transmission range in 

this document have been carries out using the physical characteristics of LOTUS 

wireless sensors. The transmission range of LOTUS sensor mote is about 100 

meters. A transmission range of 500 meters or more (> 500 m) is however 

achievable with the use of ½ wave dipole antenna.  Therefore, to be on the safer 

side the researchers will work with 500m as the highest transmission range.  

With the principle of dynamic configuration model, this system is designed such 

that default transmission distance from each sensor node to its two nearest 

neighbours will be half of the highest transmission range. The sensor at point “B” 

transmits to “C” and receives from “A” by default if the base station is to the right-

hand side.  Should there be any problem with the sensor node at “C” the sensor 

at point “B” shall adjust automatically and starts transmitting to the sensor at 

point “D”. 
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Analysis of the implementation feasibility of this model in Nigeria  

Nigeria has about 5001 km of multipurpose oil pipelines (Akpoghomeh & Badejo 

2006).  In order to get a total cost of what it will take to implement this project to 

cover all the pipelines, the calculations carried out is as shown below.  However, 

in practical, it will be very wise that the project be implemented in those areas 

that are designated as more susceptible to pipeline attacks.  

One LOTUS Development Kit contains five LOTUS Motes 

One LOTUS Development Kit costs £1750.00 (bear in mind that if customers are 

buying in bulk, it costs a lot less) 

This implies that £1750 will acquire 5 LOTUS Motes 

 

Total length of Pipeline = 5000000m 

Distance of the motes from one another = 250m 

Number of Motes needed = 5000000 / 250 = 20000 

Number of Development Kits = 20000 / 5 = 4000 

 

Cost of getting 20000 motes = 4000 * £1750 = £7 million  

The cost of motes will be less than this since we need to safeguard the major 

areas that are prone to attack.  Also, as earlier mentioned, when buying in bulk, 

the cost will be much less. 
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The Cameras could be spaced at 500m distance except for the areas where the 

line of sight might be a problem due to bending route of the pipeline or other 

structures.  With 500m spacing, we will need about 10000 units of this camera.  

At the cost of £150 per unit, we will have £1.5 million as the total cost of 

cameras.  Again, if customers are buying in bulk, this will not cost as much and 

there may also be the need to cover only the areas that are mostly prone to 

attacks. 

 

The total cost for cameras and sensor motes can therefore be put at £8.5 million.  

However, we could add miscellaneous to be £1.5 million and have total cost to 

be £10million pounds excluding the IT equipment and Labour. 
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Fig. 4.0: Conceptual design of an integrated real-time monitoring system 
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2.4 Components 

2.4.1 Wireless Sensors 

The wireless sensors to be used include LOTUS Development Kit and Wireless 

Camera. 

 

2.4.1.1 Lotus Development Kit 

The sub-sensor units in the Lotus sensor mote include: 

• 5 Lotus motes 

• 8 AA batteries 

• 1 MDA100 board 

• 1 MDA300 board 

• 2 MTS400 sensors boards 

• 1 USB cable 

 

2.4.1.1.1 MDA100 board 

The MDA100 board comprises of a precision thermistor, a light sensor/photocell, 

and general prototyping area. The thermistor or temperature sensor is a YSI 

44006 sensor with an accuracy of 0.2 oC.  The light sensor on the other hand is 

CdSe photocell with a maximum sensitivity at light wavelength of 690 nm.  The 

prototyping areas consist of connection points and solder holes for connecting other 

sensors and devices to the Mote. 

 

The MDA100 board will be used for the purpose of integrating other sensors to 

the sensor mote. 
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2.4.1.1.2 MDA300 board 

The MDA300 board is a data acquisition board. Just like MTS400 contains single 

chip Sensirion SHT11 humidity and temperature sensor module.  It has General 

Purpose Input / Output (GPIO) interface.  Other features include channels for 

connecting analogue sensors as well as actuators.  Just like MDA100, MDA300 

will be used to integrate other sensors and devices to LOTUS sensor mote. 

 

2.4.1.1.3  MTS400 

The MTS400 sensor board is a sensor board that offers five basic environmental 

sensors including Humidity, Temp, Pressure, Light, and Accelerometer sensors.  

The main component of this sensor board that is of concern to us is the 

ADXL202JE accelerometer sensor.  This accelerometer sensor will be used as a 

seismic sensor to detect and capture signals from walking individual footsteps 

and approaching vehicles. 

 

2.4.1.1.3.1 ADXL202JE 

This is a 2-axis accelerometer which could be used for tilt detection, movement, 

vibration, and/or seismic measurement.  Specifically, for this project, it will be 

used for seismic measurement and movement measurement.  The ADXL202JE 

accelerometer sensor has a sensitivity of 167 mV/G, ±17 % and its summary 

specifications are seen in the table below (Crossbow 2007).   
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Table 1.0 

Sensor Type Analog Devices ADXL202JE 

Channels X (ADC1), Y (ADC2) 

Range ±2 G (1 G = 9.81 m/s2) 

Sensitivity 167 mV/G, ±17 % 

Resolution 2 mG (0.002 G) RMS 

Offset VBATTERY/2 ±0.4 V 

Operating Range 3.6 to 3.0 V 

Interface Analog interface 

 

 

Definition of some characteristics of sensors 

Sensitivity:  This is the smallest increment in the output of the sensor that is 

caused by a single unit of the  

Resolution:  This gives the smallest increment in the stimulus that could be 

detected by the sensor. 

Saturation:  This is the point at which the sensor stops to respond to stimuli.  

Here, any increase in the stimulus at the input no longer produces the desired 

response at the output.  The sensor is then said to exhibit span-end nonlinearity 

or saturation. 

Accuracy:  Accuracy is one of very important characteristics of a sensor which 

really means inaccuracy.  It is measured as the highest deviation of the output of 

the sensor from the ideal value which a certain input or stimulus should have 

produced. 
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Offset:  If the input terminals of a sensor are short circuited, the offset voltage e0 

is the minimum voltage that could simulate the presence of an input dc signal to 

the sensor (Fraden 2010b).  

Other sensors found in the MTS400 sensor board are the “Sensirion SHT11” 

humidity and temperature sensor as well as the “Intersema MS5534” barometric 

pressure and temperature sensors.  These sensors however, will not be used for 

our project.  The specifications of these two sensors are as seen in the table 

below: 

 

Table 2.0 

Sensor Type                  Sensirion SHT11 Intersema MS5534 

Channels Humidity Temperature Pressure and 

Temperature 

Range 0 to 100%   -40°C to 80°C Pressure: 300 to 110 

mbar 

Temperature: -10°C to 

60°C 

Accuracy ± 3.5% RH 

(typical) 

± 2°C Pressure: ± 3.5% 

Temperature: ± 2°C 

Operating 

Range 

                    3.6 to 2.4 volts 3.6 to 2.2 volts 

Interface                     Digital interface Digital interface 
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2.4.1.2 GV-CAW220 Wireless Camera 

The GV-CAW220 Wireless Camera is an IP camera that could transmit directly 

to the internet and is functional for day and night operations.  It is therefore 

considered very suitable for this project.  Below is a list of the camera 

specifications. 

 

Day and Night 

2 Megapixels 

Resolution: 1920x1080 

Video Compression: MJPEG / H.264 

Power Supply:  5v DC 

Storage: Micro SD/SDHC/SDXC Memory Card Slot (requires Class 6 card or 

above) 

Wireless connectivity: WiFi 802.11 b/g/n 

Motion detection 

Size: 10cm X 6.60cm X 3.91cm 

Supports:  iPhone, iPad, Android, 3GPP 

 

The table below therefore gives a list of sensors available to us by the LOTUS 

Development Kit and specifies the sensors that will be functional in the project. 

Table 3.0 

Sensor Type Description Used / Not Used 

ADXL202JE Accelerometer Used 

YSI 44006 Thermistor Not used 

Sensirion SHT11 Humidity / Temperature Not Used 
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Intersema MS5534 Pressure / Temperature Not Used 

Taos TSL2550 Light sensor Not Used 

Clairex CL94L CdSe photocell Light 

sensor 

Not Used 

GV-CAW220 Wireless Camera Used 

 

2.4.2 USR-WiFi232-X Module 

The USR-WiFi232-X module shall be connected to the LPR 2400 node to enable 

the mote receive video signals directly from the wireless camera.  The USR-

WiFi232-X module will be compatible with LPR2400 since both devices have 

UART ports.  Alternatively, GPIO feature could be used to connect the devices if 

UART port was not used.  A layout of how the internal hardware design was 

done for the UART and GPIO connection is seen below: 

 

 

 

 

 

 

 

 

Figure 4.0 USR-WiFi232-X Hardware UART and GPIO interface Layout; 

Source: (Jinan 2012) 
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With USR-WiFi232-X connection to LPR2400 mote, we can configure the mote 

not only to receive video signals from wireless cameras but also to act as access 

points so that other wireless cameras can connect to it and become a part of the 

network. 

 

 

2.5 PC System for WSN Deployment 

The software that will be used to control and analyse data from the WSN will be 

LotusView software.  MoteWorks could be used as well but we will use 

LotusView software to enable us to write some customised codes for the project.  

The minimum PC hardware requirement for installation of Linux which will work 

well with LotusView is as shown below: 

➢ PIV 2.4GHz, 512K Cache 

➢  4GB RAM Recommended 

➢ 12 GB Hard Disk Drive 

➢ Linux Operating System will be used 

Any PC running Windows 7 or Windows 8 and having slightly higher 

configuration than each of the above minimum specification will achieve a good 

performance for the project.  It is worth noting that following our need to write a 

code to communicate with the wireless camera, we will use Red Hat Linux 

version 4 or 5 software instead of Windows 7 or Windows 8. 

The need for high end resource system for processing video and ordinary data at 

the base station necessitates the use of high resource PCs and servers capable 

of delivering cloud computing. Thus, the base station consists of high end 
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servers with Intel Xeon E7 V4 CPU which could run cloud computing networks 

efficiently. Thus, ideal system configuration for the base station include: 

HP ProLiant Servers comprising 

3 GHz Intel Xeon E7 V4 CPU 

128 GB RAM  

24 TB NAS storage facility 

10 GB Network Interface Card (NIC) 

 

2.6 Lotus Kit Setup 

LOTUS development kits needs four basic steps as listed below to setup 

(MEMSIC 2011). 

(i) Install LotusView on your Windows PC.  This should be at least 

Windows XP. 

(ii) USB Driver Download 

(iii) Setup SN series Sensor Nodes 

(iv) Start LotusView and log sensor data from the wireless network 

 

LotusView is designed to provide a user interface for a deployed network of 

LOTUS wireless sensors.  It is the software platform on which the LOTUS WSN 

runs.  It  

simplifies the deployment strategies of sensors and their real-time monitoring 

capabilities by displaying and analysing the incoming data collected by the 

motes.  The latest version of LotusView in use now is the LotusView 3.0b and 

this will be used for the project.    

 



18 
 

1. LotusView Installation 

The system requirements for installing LotusView include: (MEMSIC 

2011) 

(i) Windows XP, Windows 7 or Windows 8 PC 

(ii) An NTFS File system 

(iii) Low screen resolution of 800 x 600 pixel 

(iv) Administrative privilege to write to the Windows Registry 

 

Once all these requirements are met, follow the instructions below to 

install LotusView on your PC. 

(a) Ensure that you shut down all program running on the PC prior 

to this installation 

(b)  Insert the WSN Kit CD into the computer’s CD-ROM drive  

(c)  Browse into the CD and Double-click on 

LotusView<version>_Setup.exe in the “Mote View” folder 

(d)  Follow the instructions and Select the desired installation 

directory (the default installation directory is C:\Program 

Files\LotusView)   

(e)  When prompted, check all the available installation tasks 

(f)  At the end of the installation, the following software must have 

been installed 

• LotusView application 

• PostgreSQL database service 

• PostgreSQL ODBC driver 

• Microsoft .NET framework  
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2. USB Driver Download 

On installing the LotusView software, connect the LPR2400’s USB 

Connector to the PC using the USB cable.  Windows will then 

automatically detect the hardware. 

 

Install the driver by browsing to the “USB Driver” folder of the WSN Kit CD 

when prompted by the computer(MEMSIC 2011). 

 

3. Setup SN series Sensor Nodes 

It should be noted that Sensor Nodes in the kit are labelled with a Unique 

Node ID.  At this point, insert batteries into the battery holder 

compartment of the LPR2400 and spread the nodes around on your desk 

or in the office area. 

 

4. Start LotusView and log sensor data from the wireless network 

It is required that all the visualization tools in MoteWorks should be 

connected to a database.  The database is in your PC (“localhost”), but 

can also be a remote PC/server. 

Follow the steps below to log and view data from the network. 

 

(a) Double-clicking the LotusView icon on the desktop 

(b) Point to the File tab and select “Connect to WSN” to open the 

“Connect to WSN” wizard 
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(c) In the Mode tab, check on “Acquire Live Data” as operation mode and 

“Local” as acquisition type and click on Next  

(d) In the Gateway tab, open the Interface Board drop down menu and 

select “Lotus” 

(e) In the Sensor Board tab, go to the XMesh Application Name pull-down 

menu select “XMTS400” and the click on “Done” 

 

At this point, incoming data will be displayed shortly. Click on the LotusView 

window to view data, time plots of sensor values, and topology of the sensor 

network.  

 

3.0 Project Budget 

The research work will require some financial cost which has been reduced to 

the barest minimum cost to facilitate the approval by the faculty research 

committee.  Considering that the researcher is self-funding his research 

programme, the researcher is hereby appealing to the faculty research 

committee to help finance the project.  

 

Note:  The components acquired will automatically become the property of the 

University at the completion of the research work.  This will be an opportunity to 

equip the faculty mechatronics lab and avail students of the opportunity to 

pursue career development in WSN which has become a very interesting 

research area lately.   
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The cost estimate of the components needed for the Lab experimental setup is 

as shown in table 4.0 below. 

 

Table4.0  

COMPONENT Specification COST 

(£) 

WSN-LOTUS PRO 

KIT 

Cortex M3 32bit MCU, 64KB SRAM, 512KB 

FLASH,64 MB SFLASH X 2  

1750 

Antenna ½ Wave Dipole antenna £70.40 

PC with Linux 4.0 PIV 2.4GHz; 4GB RAM; 20 GB HDD - 

Wireless Camera GV-CAW220 150 

Delivery  Within UK 9.95 

Breadboard PCB  IC Friendly (50 X 100mm) 3.00 

Breadboard jumpers Bundle of 75  3.50 

Total   2016.85 
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